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Definitions

Malware (noun): Virus (noun): Spyware (nhoun):
Software intended to damage a A segment of self-replicating Software that is installed surreptitiously
computer, mobile device, code planted illegally in a and gathers information about an
computer system, or computer computer program, often to Internet user's browsing habits,
network, or to take partial damage or shut down a system intercepts the user's personal data, etc.,
control over its operation. or network. transmitting this information to a third

party.

Virtual Machine aka VM (noun):

A virtual machine is a software computer that, like a physical computer, runs an operating system and
applications. The virtual machine is comprised of a set of specification and configuration files and is backed by
the physical resources of a host.
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Software Patch (noun):

A small piece of code designed to
be inserted into an executable
program in order to fix errors in,
or update the program or its
supporting data.






VirtualBox

VirtualBox is a
general-purpose full
virtualizer for x86
hardware, targeted
at server, desktop
and embedded use.
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Downloaded From: https://www.virtualbox.org/wiki/Downloads




Kali Linux
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Metasploit Unleashed.

1 € ("
1111C U

Downloaded From: https://www.kali.org/downloads/




Nessus

* Nessus scans for viruses, malware, backdoors, hosts
communicating with botnet-infected systems,
known/unknown processes as well as web services linking to
malicious content.

« Report what matters to responsible parties with

@ tenable exploitability, severity modification, scan scheduling and

network security deliver remediation reports via targeted emails.

» Nessus supports non-credentialed, remote scans;
credentialed, local scans for deeper, granular analysis of
assets; and offline auditing on a network device’s
configuration. Nessus supports the widest range of network
devices, operating systems, databases, applications in
physical, virtual and cloud infrastructures.

Downloaded From: https://www.tenable.com/products/nessus/select-your-operating-system




Metasploit

t the world’s largest public
ed exploits. Have a look at our

arge selection of exploits. Think of it as an
r (“Meta”) for exploits (abbreviated

metasploit

oaded From: https://www.rapid7.com/products/metasploit/download.jsp




Wireshark

Deep inspection of hundreds of protocols, with more
being added all the time

Live capture and offline analysis

Captured network data can be browsed via a GUI, or via
the TTY-mode TShark utility

Read/write many different capture file formats

Live data can be read from Ethernet, IEEE 802.11,
PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay,
FDDI, and others (depending on your platform)
Decryption support for many protocols, including IPsec,
ISAKMP, Kerberos, SNMPv3, SSL/TLS, WEP, and WPA/WPA2

Downloaded From: https://www.wireshark.org/#download







OSI| Reference Model

 layer |  Function | Example |

Services that are used with
end user applications

DATA LAYER FUNCTIONS
-* APPLICATION -3 "“SHTSer™ |

DATA REPRESENTATION AND
ENCRYPTION

Application (7)

Formats the data so that it
can be viewed by the user JPG, GIF, HTTPS,
SSL, TLS

Presentation (6)

Encrypt and decrypt
INTERHOST
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Network Packet - Ethernet Packet/Frame

Ethernet Frame Format

IPG
(12 Bytes) Header P‘y'o'd

Destination Source Type/
MAC Address | MACAddress [Length Information

6 6 2 46-1500
Ethernet Frame (Packet)

64-1518 Bytes

MAC: Media Access Control
IPG: Inter-packet Gap
CRC: Cyclic Redundancy Check

Encapsulation Payloads

Ethernet Frame Payload
IP Packet Payload

TCP Seq
Payload —

Destination ¢  Sender's Destination§ Sender's | TCP Protocol
MAC Address : MAC Address | IP Address : IP Address Port Numbhers

Ethernet "Frame" IP "Packet" TCP "Segment"
OSI Layer 2 - Data Link OSl Layer 3 - Network ~ OSl| Layer 4 - Transport

TCP/IP Stack

Application Layer

Encapsulation

TCP
Header Transport Layer

De-encapsulation

Hegder Network Layer

Frame Frame .
Header Footer | Link Layer

Headers at higher layers become data at lower layers

Source: IETF RFC 1122




Network Packet - IP Packet Structure

1

i 4|15
Version Type of Service (TOS) Total Length
(4 bits) (8 bits) (16 bits)
1 3
Fragment offset

Identification (Fragment ID)
(16 bits) (13 bits)

Protocol Header Checksum
(8 bits) (16 bits)
9

Source Address
(32 bits)

Destination Address
(32 bits)

_ , Options
(if any, variable length, padded with 0's, 40 bytes max length)

<4—————— 20 Bytes —M8Mm >




IP Header

TCP/IP Packet

Version I IHL

Type of Service Total Length

Identification

Fragment Offset

Time to Live

Protocol=6 (TCP) Header Checksum

Destination Address

s Dot

Options Padding

Sequence Number

Acknowledgement Number

R SIS|Y]! Window

I PIR|sS|F
gldulrinly

TCP Header

RFC 793 — Transmission Control Protocol

3|alsiel7]2]9]10/1112]13]14)15]16] 17| 18] 19|20|21|22| 23| 24| 25| 26) 27|28 |2930 31
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Sequence Number
o (16 bits)
PSLITT o
Acknowledgement Number
(16 bits)
.. *+*s:10

TCP Checksum Urgent Pointer
(16 bits) e B o1 i)
. L T 'y

Checksum

Urgent Pointer

TCP Options I Padding

TCP Data




TCP 3-Way Handshake

—

Client sends SYN Packet

TCP Three Way Handshake

Server ACKs to confirm inbound
session open and sends SYN to
SYN/ACK establish outbound connection

Client receives ACK to complete A/

inbound session

SY N -
SYN/ACK
AC K -

\ s CONNECtiON EStablished s——-

http://c-kurity blogspot.com/

Client also receives SYN and

Server receives ACK. Now has
two sessions: inbound &
outbound

establishes outbound session & | . ACK.
sends ACK to confirm v

Server B

ttherealmind.com







Using Nessus to Scan a System

Nessus Home / Scans +*

//kali /scans/5/hos erabilities/ :

D Nessus Home /Scans x | %

€)2 @ h //kali- 883/

ost Visited v JllOffensive Security “ Kali Linux “§ Kali Docs “§ Kali Tools EBExploit-DB W Aircrack-ng

#5Most Visited v il Offensive Security “ Kali Linux “\ Kali Docs “\ Kali Tools KBExploit-DB Wy Aircrack-ng

O Nessus Scans Policies travis - & a @NQSSUS Scans Policies travie - & A

victims Configure | Audit Trail victims Contigure  Audit Trail Launch +

Scans > Hosts [  Vunerabilties
Hosts > 10.1.1.2 > Vulnerabilities

Vulnerabilities Scan Detfalls

1 DT Name: victims Severity a Plugin Name Plugin Family Count Host Details

Status Completed

CRITICAL MS08-067: Microsoft Windows Server Service Craft... Windows P 10.1.1.2
o %4:10:38b7:63:26

MS09-001; Microsoft Windows SMB Vulnerabilities .. )S: Microsoft Windows X

Today at 10:47 AM 2

6 minutes Microsoft Windows
10.1.1.1,10.1.1.2,10.1.1.3 Microsoft Windows SMB NULL Session Authentication ~ Windows 3

Windows XP for Embedded Systems

Vulnerabilities SME Signing Disabled Misc. Today at 10:41 AM
Today at 10:43 AM

@® Criical
Medium INFO Nessus SYN scanner Port scanners 2 minutes
® Low -
‘ ® info R D -
INFO Microsoft Windows SMB Service Detection

INFO Common Platform Enumeration (CPE) General

L al
Device Type | 4

@® Inlo
Ethemet Card Manufacturer Detection

Vulnerabilities

ICMP Timestamp Request Remote Date Disclosure General
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Search Terminal }‘L-+

Love leveraging credentials? Check out bruteforcing
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ metasploit v4.11.5-20160106401
+ -- --=[ 1517 exploits - B75 auxiliary - 257 post
+ -- --=[ 437 payloads - 37 encoders - 8 nops
+ -=- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

—_—

msf > search ms@8-067
[!] Module database cache not built yet, using slow search

Matching Modules

Name Disclosure Date Rank Description

exploit/windows/smb/msG8 0G67 netapi 2008-10-28 great MSEB8-067 Microsoft Server Service Relative Path Stack Corruption

nsf > [}




Packet Captures with Wireshark

FTP

File Transfer Protocol. Establishes a TCP connection
between FTP client and FTP server using TCP ports
20/21. Standard FTP protocol does not use
encryption and transmits all packets in clear text.
FTP can be setup to use a UserName/Password
combination, however, it is recommended to use
SFTP or some other type of secure file transfer
protocols to protect the security and integrity of the
connection.

Active Mode FTP

Connection

Client uses Random Port to
connect to Server's Port 21 to
establish connection

Server then opens data connection from Server's Port 20 to Client's
computer on a Random Port



Tracing an FTP Connection - Wireshark Demo

M Follow TCP Stream (tcp.streameq 0) ! M Follow TCP Stream (tcp.stream eq 2)

-Stream Content rStream Content

220 wing FTP server ready... (UNREGISTERED WING FTP SERVER) —FWXTWXTWX group 1238184 Aug 25 13:03 CoreFTPServer.exe

USER jack . . —FWXFWXFWX group 2238192 Aug 18 15:23 Filezilla_server-0_9_58.exe
331 Password required for jack —FWXFWXPWX group 51582 Aug 22 14:52 picl.png

PASS Passwordl ) —FWXFWXFWX group 96499 Jul 18 2015 pic2.jpg

230 user jack logged in. —FWXFWXEWX group 7648248 Aug 25 13:11 WingFtpServer.exe

PORT 10,1,1,2,4,45 —PWXPWXPWX group 43980792 Aug 18 15:25 wireshark-win32-2.0.5.exe
200 pPort command successful |

LIST

150 opening data channel for directory 1ist.

226 Transfer successful.

PORT 10,1,1,2,4,46

200 port command successful

RETR pic2.jpg

150 Data connection accepted; transfer starting for pic2.jpg (96499 Bytes).
226 File sent successful. Transferred:96499Bytes;Average speed i5:94.237KB/s

Entire conversation (493 bytes) Entire conversation (432 bytes) El
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Filter Out This Stream l [ Filter Qut This Stream ] [ Close




