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https://gitlab.com/cryptsetup/cryptsetup/blob/master/README.md
https://blog.cloudpassage.com/2017/12/21/network-bound-disk-encryption-red-hat-linux-7/
https://blog.cloudpassage.com/2017/12/21/network-bound-disk-encryption-red-hat-linux-7/
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https://rhelblog.redhat.com/2018/04/13/an-easier-way-to-manage-disk-decryption-at-boot-with-red-hat-enterprise-linux-7-5-using-nbde/#more-4351
https://rhelblog.redhat.com/2018/04/13/an-easier-way-to-manage-disk-decryption-at-boot-with-red-hat-enterprise-linux-7-5-using-nbde/#more-4351
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SCAP Workbench

o o o o o

SCAP Workbench (on workstation.lab.example.com) %
File Help File Help
Checklist

Title

Customization | Title Guide to the Secure Configuration of Red Hat Enterprise Linux 7

Profile | =] [customize 7 Customization |,’rootfssg-rhe\?-ds-tal\ormg‘><m| =l

Profile |Umted States Government Configuration Baseline (USGCE / STIG) - DRAFT [CUSTOMIZED] (11) j Customizel

Target & Local Machine € Remote Machine (over SSHI

Rules Expand All

Target & Local Machine ¢ Remote Machine (over SSH)

Rules Collapse al\l

Set Password Minimum Length in login.defs
Open SCAP Security Guide (on workstation.lab.example.com) Set Password Retry Prompts Permitted Per-Session

Set Password Maximum Consecutive Repeating Characters

SCAP Security Guide was found installed on this machine.
Set Password to Maximum of Consecutive Repeating Characters from Same Character Class

Thle content provided by ISCAP Secur‘ity Guide allows S to Set Password Strength Minimum Digit Characters
quickly scan your machine according to well stablished .
Set Password Minimum Length

security baselines.
X X L § Set Password Strength Minimum Uppercase Characters
Also, these guides are a good starting point if you'd like to g PP
customize a policy or praofile for your own needs. Set Password Strength Minimum Special Characters
Set Password Strength Minimum Lowercase Characters

Select one of the default guides to load, or select Other SCAP
S E c U R ITY G U I D E Content option to load your own content. Set Password Strength Minimum Different Characters

Select content to load: ROE — Set Password Strength Minimum Different Categories

Close scAP Workbenchl Load Contentl

Select RHEL7 Content

0% (0 results, 11 rules selected)

Generate remediation role '| I~ Dry run I |Fetch remote resources = Remediate | Scan Generate remediation role - I~ Dryrun I~ Fetch remote resources I~ Remediate §Can|

e




CAP Scan Results

xccdf_org.open-scap_testresult_xccdf_org.ssgproject.content_profile_rhel7_ _stig_customized | OpenSCAP Evaluation Report - Mozilla Firefox - 0O

xccdf_org.open-scap_testresult_xccdf_org.ssgproject.content_profile_rhel7__stig_customized | OpenSCAP Evaluation Report - Mozilla Firefox — 0O

xcecdf_org.open-scap_tes.. ¥ | +

(@ | file:///home kiosk/Custom_Scan_Report.html ¢ | |Q Search v B 4+ &
Evaluation Characteristics

Evaluation = serverc.lab.example.com CPE Platforms Addresses
t t
arge . 127.0.0.1
Benchmark  /usr/share/xml/scap/ssg/content/ssg-rhel7-ds FE: * 2l 172.25.250.12
URL 1100 . 0:0:0:0:0:0:0:1
. 1e80:0:0:0:5054:ff:fe00:falc
Benchmark xccdf_org.ssgproject.content_benchmark_RF . B 00:00:00:00:00:00

D . 52:54:00:00:FA:0C
Profile ID xcedf_org.ssgproject.content_profile_rhel7__

Started at  2018-09-06T15:29:00

Finished at 2018-09-06T15:29:01

Performed  root
by

Compliance and Scoring

The target system did not satisty the conditions of 10 rules! Please review rule results and consider applying remediation.

Rule results

1 passed 10 failed

Severity of failed rules

Score

xccdf_org.open-scap_tes.. % | xccdf_org.open-scap_tes.. ¥ | +

(@ | file:///home/kiosk/Custom_Scan_Report_Fixed.html C [|Q Search

Ferformed root
by

Compliance and Scoring

There were no failed or uncertain rules. It seems that no action is necessary.

Rule results

wBa ¥+ & 9

11 passed

Severity of failed rules

Score

Scoring system Score Maximum Percent

urn:xecdf:scoring:default 100.000000 100.000000 o]

Rule Overview

[+ pass [+ fail [+ notchecked Search through XCCDF rules

[ fixed [+ error |+ notapplicable Group rules by:

[ informational |4 unknown Default

Search

Title Severity

» Guide to the Secure Configuration of Red Hat Enterprise Linux 7

Result
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