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What we’ll 
discuss today 

▸ Introductions

▸ About Ansible

▸ Ansible Core (command line) vs. AAP 

▸ Requirements for Ansible

▸ Inventory files

▸ Ansible config

▸ Playbooks

▸ Ansible Ping

▸ Manual Configuration Of Services

▸ Automating Services

▸ Tying It All Together

▸ Questions

▸ Thanks!
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Insert source data here
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Introductions

Introductions

Who Am I? Who Are You?
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https://www.linkedin.com/in/thomascameron/
https://rhtapps.redhat.com/verify?certId=100-000-702

A little about me:

▸ Been in the industry since 1993

･ Certs: Novell CNE, MCSE/MCT, AWS Solution Architect 

Professional, AWS certified instructor, RHCA level V, Red Hat 

Certified Instructor

Howdy, I’m Thomas!
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https://www.linkedin.com/in/thomascameron/
https://rhtapps.redhat.com/verify?certId=100-000-702

A little about me:

▸ Been in the industry since 1993

･ Certs: Novell CNE, MCSE/MCT, AWS Solution Architect 

Professional, AWS certified instructor, RHCA level V, Red Hat 

Certified Instructor

▸ Started at Red Hat in 2005

･ Left Red Hat for AWS for a few years, saw the error of my ways, 

and I am back at Red Hat

Howdy, I’m Thomas!
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Tell Me If You’ve:

How About You?



Confidentiality: PublicIntroductions

7

Tell Me If You’ve:

▸ Used Ansible extensively

How About You?
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Tell Me If You’ve:

▸ Used Ansible extensively

･ Why are you here, then???

How About You?
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Tell Me If You’ve:

▸ Used Ansible extensively

･ Why are you here, then???

▸ Used Ansible a little bit

How About You?
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Tell Me If You’ve:

▸ Used Ansible extensively

･ Why are you here, then???

▸ Used Ansible a little bit

How About You?



Confidentiality: PublicIntroductions

11

Tell Me If You’ve:

▸ Used Ansible extensively

･ Why are you here, then???

▸ Used Ansible a little bit

▸ Never used Ansible at all

How About You?
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Tell Me If You’ve:

▸ Used Ansible extensively

･ Why are you here, then???

▸ Used Ansible a little bit

▸ Never used Ansible at all

･ I’m glad you’re here!

How About You?
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About Ansible

About Ansible

What is it, what does it do, and why you should use it
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What is it?

▸ Ansible is a suite of software tools that enables infrastructure as 

code. It is open-source and the suite includes software provisioning, 

configuration management, and application deployment 

functionality.

About Ansible 

Source:
https://en.wikipedia.org/wiki/Ansible_(software)
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What does it do?

▸ Originally written by Michael DeHaan in 2012, and acquired by Red 

Hat in 2015, Ansible is designed to configure both Unix-like systems 

and Microsoft Windows. Ansible is agentless, relying on temporary 

remote connections via SSH or Windows Remote Management 

which allows PowerShell execution. The Ansible control node runs on 

most Unix-like systems that are able to run Python, including 

Windows with Windows Subsystem for Linux installed. System 

configuration is defined in part by using its own declarative 

language.

About Ansible 

Source:
https://en.wikipedia.org/wiki/Ansible_(software)
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Why you should use it?

▸ It’s agentless. All you need is ssh or WinRM

About Ansible 

Source:
https://en.wikipedia.org/wiki/Ansible_(software)
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Why you should use it?

▸ It’s agentless. All you need is ssh or WinRM

▸ It uses a pretty human-readable syntax - YAML

About Ansible 

Source:
https://en.wikipedia.org/wiki/Ansible_(software)
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Why you should use it?

▸ It’s agentless. All you need is ssh or WinRM

▸ It uses a pretty human-readable syntax - YAML

▸ It’s available to manage Linux, Windows, network equipment from 

major vendors, cloud providers like AWS, Azure, Google, Oracle, 

IBM, virtualization, storage, firewalls, application gateways, and so 

on.

About Ansible 

Source:
https://en.wikipedia.org/wiki/Ansible_(software)
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Why you should use it?

▸ It’s COOL

Why Ansible 

Source:
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Why you should use it?

▸ It’s COOL

Why Ansible 

Source:
ChatGPT Sora
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Ansible Core (command 
line) vs. AAP

Core vs. AAP

Community vs. Enterprise
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Ansible core (command line) works well for small to medium 

environments. 

▸ Sharing content is doable, but core is not really designed for it

Ansible Core (command line) vs. AAP
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Ansible Automation Platform is designed for enterprise use

▸ Sharing content is easy

･ Shared projects

･ Shared execution environments

Ansible Core (command line) vs. AAP
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Ansible Automation Platform is designed for enterprise use

▸ Sharing content is easy

･ Shared projects

･ Shared execution environments

▸ Includes Role Based Access Control

･ Organizations, teams, and users

･ Including authentication off of enterprise directory services like 

LDAP and Active Directory

Ansible Core (command line) vs. AAP
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Requirements for Ansible

Requirements

On your system and on target systems
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There are a few requirements for running Ansible on your system

Requirements for Ansible
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There are a few requirements for running Ansible on your system

▸ Install the ansible package using your system’s package manager

･ I recommend you install the ansible package, as it drags in 

ansible-core and a ton of Ansible collections.

Requirements for Ansible
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There are a few requirements for running Ansible on your system

▸ Install the ansible package using your system’s package manager

･ I recommend you install the ansible package, as it drags in 

ansible-core and a ton of Ansible collections.

▸ Create a management account like “ansible,” “sysadmin,” or maybe a 

departmental account like “netops” or “sysops” or “storeageops” or 

similar. Grant them access via sudoers.

Requirements for Ansible
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There are a few requirements for running Ansible on your system

▸ Install the ansible package using your system’s package manager

･ I recommend you install the ansible package, as it drags in 

ansible-core and a ton of Ansible collections.

▸ Create a management account like “ansible,” “sysadmin,” or maybe a 

departmental account like “netops” or “sysops” or “storeageops” or 

similar. Grant them access via sudoers.

▸ Create ssh keys using ssh-keygen

Requirements for Ansible
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Examples

▸ For the rest of today, txlf1.aus.redhat.com is the machine I will be 

running Ansible from.

▸ txlf2.aus.redhat.com, txlf3.aus.redhat.com, and txlf4.aus.redhat.com 

are the machines I will be managing using Ansible

Requirements for Ansible
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On txlf1.aus.redhat.com:

▸ Set up sudo access.

▸ Enable the wheel group to have all access

▸ NOTE: THE ABOVE IS DANGEROUS. You should probably limit it with 

something like:

Requirements for Ansible

ansible ALL=(ALL) NOPASSWD:/usr/bin/dnf,/usr/bin/systemctl,/usr/bin/firewall-cmd

ansible ALL=(ALL) NOPASSWD: ALL



Confidentiality: Public

35



Confidentiality: Public

36



Confidentiality: PublicRequirements

37
Source:
Insert source data here
Insert source data here

Install at least ansible-core (ansible metapackage preferred) and the 

collections you need

▸ Learning collections may take some time to learn, and that’s cool!

▸ Collections are just bundles of python modules grouped together 

based on the technology being managed.

▸ Depending on your distro, they may be available to install via package 

management

･ Note that Red Hat certified collections are available with an AAP 

subscription

Requirements for Ansible
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A quick way to make sure you have all the collections installed is to see 

how many collections you have documentation installed for.

▸ I use ansible-doc -l and pass it to wc -l

▸ I redirect errors to /dev/null because you will get a few warnings

Check to see what collections you have installed
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From the command line, use ansible-galaxy:

▸ ansible-galaxy collection list

▸ ansible galaxy collection install

You can also install collections from Ansible Galaxy
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Set up ssh keys for the ansible user on the management machine

▸ Use ssh-keygen

Requirements for Ansible
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On the managed servers:

▸ Set up the ansible user with password

▸ Set up wheel access

▸ Ensure python3 is installed

Requirements for Ansible
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On the management server:

▸ Use ssh-copy-id to copy the public ssh key to each managed server

Requirements for Ansible
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Optionally:

▸ AFTER the ssh keys are distributed, disable password logins for the 

ansible user.

Requirements for Ansible

echo Match User ansible > /etc/ssh/sshd_config.d/99-ansiblepw.conf
echo -e “\tPasswordAuthentication no” >> /etc/ssh/sshd_config.d/99-ansiblepw.conf
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Optionally:

▸ You can get REALLY crazy with setting firewall rules such that you cannot ssh into the managed server 

except from the management machine.

･ sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source 

address="192.168.1.25" port port="22" protocol="tcp" accept'

･ sudo firewall-cmd --permanent --remove-service=ssh

･ sudo firewall-cmd --reload

Requirements for Ansible



Confidentiality: Public

60



Confidentiality: Public

Set Up Inventory

Inventory

Per directory or global

61
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Inventory

Ansible Inventory

The inventory file is a list of the machines you want to manage. It can be 

YAML or INI formatted

▸ For this session, we’ll use INI format

62
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Inventory

Ansible Inventory

You can use the global inventory file in /etc/ansible/hosts

Or, you can use an inventory file in the working directory you’re running 

Ansible commands from.
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Ansible Configuration File

Ansible config

There’s a cheat to set it up
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Ansible Config

Ansible Configuration File

The Ansible configuration file is used to define settings when you run 

Ansible commands.

▸ As with inventories, there is a global one and you can create a local 

one.

･ /etc/ansible/ansible.cfg

･ ./ansible.cfg

70
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Ansible Config

Ansible Configuration File

You can create a new one using ansible-config init

▸ When you run ansible-config init it will create a config and pipe it to 

your defined pager (usually less).

･ Note that this config has the defaults enabled.

･ If you want to dump it to a config file, use 

･ ansible-config init > ansible.cfg

71
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Ansible Config

Ansible Configuration File

You can create a new one using ansible-config init

▸ When you run ansible-config init it will create a config and pipe it to 

your defined pager (usually less).

･ Note that this config has the defaults enabled.

･ If you want to dump it to a config file, use 

･ ansible-config init > ansible.cfg

･ I don’t recommend this.

72
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Ansible Config

Ansible Configuration File

You can create a new one using ansible-config init

▸ I recommend you create a config with everything disabled and 

dump it to a file:

･ ansible-config init --disabled > ansible.cfg

74
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Ansible Config

Ansible Configuration File

There are 4 fields you need to set at a minimum

▸ become

･ Do you want privilege escalation?

▸ become_method

･ What privilege escalation tool do you use?

▸ inventory

･ What is the path to the inventory file?

▸ remote_user

･ What is the login name on the managed servers?

76
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Ansible Config

Ansible Configuration File

There are 3 other fields you might want to set

▸ become_user

･ If you use sudo, it defaults to root. If you want another user, set 

it here

▸ ask_pass

･ If you’re using ssh keys, you don’t need to set this. 

▸ forks

･ How many ssh sessions do you want spawn? If you have a beefy 

management node, bump it up. On my 64GB workstation, I 

have it set to 20

･ On this demo machine, 5
77
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Playbooks

Playbooks

The basics
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Playbooks are just YAML files. There are some basics that will be the 

same almost every time.

▸ Since it’s YAML, it should be named with either *.yml or *.yaml. 

For instance, myplaybook.yml or myplaybook.yaml.

･ If you’re a vim user, I strongly recommend you install 

vim-enhanced and vim-ansible (if available). 

･ There are other packages for other editors

Playbooks
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Playbooks are just YAML files. There are some basics that will be the 

same almost every time.

▸ Tabs are two spaces. This is very important. And not a little bit 

frustrating.

･ If you’re using vim-ansible or vim-enhanced, it is smart enough 

to set your tabs correctly. Otherwise, there are plenty of 

examples of .vimrc files for working with YAML online

Playbooks
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Playbooks are just YAML files. There are some basics that will be the 

same almost every time.

▸ Playbooks use key:value pairs, as in:

･ setting: {true|false}

Playbooks
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Playbooks are just YAML files. There are some basics that will be the 

same almost every time.

▸ The playbook always starts with three dashes:

･ ---

Playbooks
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Playbooks are just YAML files. There are some basics that will be the 

same almost every time.

▸ Next, you’ll define the name of the playbook:

･ - name: A logical name for the playbook

Playbooks
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There are a number of fields you can use next. The basics include:

▸ hosts:

･ The hosts you want to run the playbook on. Use either the 

hostnames or groups in your inventory

Playbooks
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There are a number of fields you can use next. The basics include:

▸ gather_facts:

･ When Ansible connects, it launches the setup module using 

python3 on the managed node

Playbooks
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There are a number of fields you can use next. The basics include:

▸ gather_facts:

･ Setup gathers information about:

･ OS type and version

･ Network interfaces

･ CPU, memory, and storage info

Playbooks
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There are a number of fields you can use next. The basics include:

▸ gather_facts:

･ Setup gathers information about:

･ Hostname, DNS domain, and architecture

･ Environment variables, python3 version

Playbooks
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There are a number of fields you can use next. The basics include:

▸ gather_facts:

･ If you don’t need to gather that information, you can set 

gather_facts: false

･ Note that the information gathered is really useful with more 

advanced playbooks. More on that later.

Playbooks
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There are a number of fields you can use next. The basics include:

▸ become:

･ Do you want to escalate privileges

･ If you’ve already defined become: true in your ansible.cfg, 

this is optional! I just wanted to point out that you can enable or 

disable values in either ansible.cfg or the playbook.

Playbooks
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There are a number of fields you can use next. The basics include:

▸ tasks:

･ This is where we start calling individual plays. These plays make 

up the playbook.

･ Each play will have its own name

Playbooks
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There are a number of fields you can use next. The basics include:

▸ module:

･ This is where you define what the play is going to do.

･ In the next section, I’m just going to use the Ansible ping 

module

Playbooks

102
Source:

Playbooks
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Testing with Ansible ping

Ansible ping

This actually tests a few things
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Using Ansible ping is similar to using ping from the command line, but it is 

NOT an ICMP ping. It is an ssh session, so it tests a few things.

▸ Does the managed system have ssh set up correctly?

▸ Is the account set up correctly?

▸ Does the managed system have python3 installed?

▸ Optionally, does privilege escalation work correctly?

Using Ansible ping
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You will define the collection after the name section of the play

▸ You can use the full name of the collection, as in 

ansible.builtin.ping

▸ You can also shorten the collection to the last string.

･ In this case, ping

▸ When you’re first starting out, I recommend you use the full collection 

name. Repetition helps absorb knowledge.

Using Ansible ping
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Now you can do a syntax check!

▸ To launch the playbook, you use 

･ ansible-playbook [playbook]

▸ But you can also pass --syntax-check to the command to make sure 

your playbook is formatted correctly

Using Ansible ping
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Time to run the playbook!

▸ To launch the playbook, you use 

･ ansible-playbook [playbook]

▸ You can safely ignore the warning about the python version

Using Ansible ping
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Time to run the playbook!

▸ To silence the warning, add the following line to your ansible.cfg

･ interpreter_python=auto_silent

Using Ansible ping
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This has tested three important things:

▸ That your management machine can connect to the managed node 

via ssh

▸ That the account is set up with the correct ssh key

▸ That privilege escalation worked

Using Ansible ping
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Background

How You Install And Run A Service Manually

119



Confidentiality: PublicBackground

120
Source:
Insert source data here
Insert source data here

Without automation, how do you make a service like the Apache http 

server run on a Linux machine?

Pop Quiz!
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Without automation, how do you make a service like the Apache http 

server run on a Linux machine?

▸ Install the software

Pop Quiz!
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Without automation, how do you make a service like the Apache http 

server run on a Linux machine?

▸ Install the software

▸ Enable the service

Pop Quiz!
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Without automation, how do you make a service like the Apache http 

server run on a Linux machine?

▸ Install the software

▸ Enable the service

▸ Start the service

Pop Quiz!
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Without automation, how do you make a service like the Apache http 

server run on a Linux machine?

▸ Install the software

▸ Enable the service

▸ Start the service

▸ Open the firewall ports

Pop Quiz!



Confidentiality: Public

Automating These Steps

Tying it together

Let’s dive in!
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We’ll go through each of the steps

▸ Install the software

▸ Enable the service

▸ Start the service

▸ Open the firewall ports

Automating these steps
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Automating Installation

Installing Packages

There are a couple of ways
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There are a couple of ways you can automate package installation. 

▸ The generic ansible.builtin.package module

･ The benefit of this is it works across Linux distros

･ The downside is that it is somewhat basic, not using any specific 

capabilities of the underlying package manager like apt or dnf

Automating Installation
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Or you can use distro-specific 

▸ Red Hat family ansible.builtin.dnf

･ The benefit of this is it is specific to distros which use DNF

･ It has a bunch of extra options for DNF

Automating Installation



Confidentiality: Public

135



Confidentiality: Public

136



Confidentiality: Public

137



Confidentiality: Public

138



Confidentiality: Public

139



Confidentiality: Public

140



Confidentiality: Public

141



Confidentiality: Public

142



Confidentiality: PublicInstallation

143
Source:
Insert source data here
Insert source data here

So let’s install httpd and mod_ssl on a Red Hat distro

Automating Installation
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Automating Service 
Management

Automating service management

Again, there are a couple of ways
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Remember we said you have to install the package, enable the service, 

start the service, and open the firewall ports? Our next step is to enable 

the service!

▸ Remember, you know how to do this. All we’re learning is how to 

automate what you already know.

Enabling the Service
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Just like there is a “generic” package module, there is a “generic” ansible 

service module, ansible.builtin.service.

▸ ansible.builtin.service is portable across multiple distros, 

whether they use systemd or not. It does not have a lot of advanced 

features, since it has to abstract service management from the OS

▸ ansible.builtin.systemd_service (formerly 

ansible.builtin.systemd) is specifically designed for distros 

which use systemd. It offers advanced features.

Enabling the Service
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Remember we said you have to install the package, enable the service, 

start the service, and open the firewall ports? Let’s start the service. This 

is kind of a silly example, but I want to keep this as simple as possible.

▸ We’re going to create a playbook to start the service.

▸ If you noticed in the ansible-doc output, you can actually enable 

and start a service at the same time.

▸ But for today, baby steps!

Starting the Service
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Also, I’m gonna be brutally honest here. This is an example of Ansible 

playbooks sometimes having syntax that doesn’t make sense to my 

neurodivergent mind!

▸ For some reason, I always feel like it should be state: enabled, 

but it’s not!

▸ It’s 

･ enabled: true 

･ state: started

Starting the Service
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Also, I’m gonna be brutally honest here. This is an example of Ansible 

playbooks sometimes having syntax that doesn’t make sense to my 

neurodivergent mind!

▸ This is why I constantly show you the ansible-doc output. Get used 

to using ansible-doc to learn playbook syntax and the oddities!

Starting the Service
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Automating Firewall Rules

Firewall

How to open ports
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Source:
Insert source data here
Insert source data here

The majority of Linux distros use either firewalld or ufw.

▸ For this example, we’ll use the ansible.posix.firewalld 

collection

▸ My assumption is that you understand how firewalld and 

firewall-cmd work

Automating firewall rules
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Source:
Insert source data here
Insert source data here

Y’all are getting the hang of this!

▸ I’m going to make this playbook a little more complicated.

▸ Instead of one task, we’re going to combine a couple of tasks in the 

playbook

Automating firewall rules
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Source:
Insert source data here
Insert source data here

You can use the service name you get from firewall-cmd 

--get-services (preferred), or you can open individual ports

▸ In this playbook, I’m showing you how to open ports.

▸ For uniformity, I recommend you consistently use service names

Automating firewall rules
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Important note: 
Idempotency

Idempotency 

Ansible is idempotent
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Source:
https://en.wikipedia.org/wiki/Idempotence

Idempotence is the property of certain operations in mathematics and 

computer science whereby they can be applied multiple times without 

changing the result beyond the initial application. 

▸ Ansible is idempotent.

▸ In other words, you can run Ansible playbooks multiple times and it 

won’t make changes unless needed

Idempotency

https://en.wikipedia.org/wiki/Idempotence
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Tying it all together

Tying it all together 

You can create playbooks with multiple plays!
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Source:
https://en.wikipedia.org/wiki/Idempotence

I have intentionally broken this down into little bite-sized morsels. 

▸ You saw me do one individual task per playbook.

▸ Then you saw me add a couple of tasks in the firewall playbook.

▸ You can create a playbook with ALL of the steps we’ve covered

Tying it all together

https://en.wikipedia.org/wiki/Idempotence
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Any Questions?

Questions?

Feel free to ask! If you already knew this, you wouldn’t be 
here!
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat
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Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you


