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Welcome! I’m Glad You’re Here!
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Who am I?

I’m Thomas Cameron. Senior Principal Solution Architect.

● I’ve been doing this since 1993 👴
● Started as a Novell CNE

● Went to work for Microsoft, became an MCSE/MCT

● Started using Linux in 1995 (while working at MSFT)

● Worked for Red Hat for about 14 years - RHCA level 5

● Went to AWS for 4 years back in 2019 - Solution Architect Professional, Solution 

Architect Associate, Security Specialty, SysOps Associate, AAI

● Saw the error of my ways, and I’m back at Red Hat!



Credit



Big Ups!

Ryan Hay on Youtube
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I used a lot of his information

HUGE credit goes to Ryan Hay (https://github.com/ryanhay)

I shamelessly used his video:

https://www.youtube.com/watch?v=d03xg2PKOPg 

And his instructions:

https://github.com/ryanhay/ocp4-metal-install 

…to prepare this demo. I had to update a fair amount for OpenShift 4.19, but the bones are 

from his work.

https://github.com/ryanhay
https://www.youtube.com/watch?v=d03xg2PKOPg
https://github.com/ryanhay/ocp4-metal-install
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I tried to make it as close to “production” as possible

● Three Proliant DL380 Servers running RHEL 10, connected to the production network 

(172.31.100.0/24) and the private network (10.31.100.0/24). Each physical interface is 

bridged.

● Load balancer KVM virtual machine (HAProxy) connected to both networks
･ Also runs DNS and DHCP for the private network

･ The load balancer is used for intercluster communication between nodes and for access from 

the production network

● Bootstrap VM connected to both networks for installation

● 6 VMs attached to the bridge on the private network only for OpenShift
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DHCP
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The HAProxy Machine
Connect the VM to both networks

I kickstarted the VM on the production network

Then added a second interface on the OpenShift network

On the big physical machines, they’re connected to each network

Each interface is bridged so we can assign IP addresses to each of the VMs
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The HAProxy Machine
Connect the VM to both networks

I am adding another interface to the VM, and attaching it to the bridged network on the 

private (10.31.100.0/24) network

This proxy machine is going to run DNS, DHCP, and a web server, so I will set the IP address 

statically.
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The HAProxy Machine
Connect the VM to both networks

Now we need to configure the firewall. We need to associate each interface with a firewall 

zone.
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The HAProxy Machine
Connect the VM to both networks

We’re going to set up a policy to allow all the traffic from the internal network get out via a 

masquerade rule:

firewall-cmd --new-policy internal-to-external --permanent

firewall-cmd --policy=int-to-ext --add-ingress-zone=internal --permanent

firewall-cmd --policy=int-to-ext --add-egress-zone=external --permanent

firewall-cmd --policy=int-to-ext --add-egress-zone=external --permanent

firewall-cmd --policy=int-to-ext --set-target=ACCEPT --permanent

firewall-cmd --zone=external --add-masquerade --permanent

firewall-cmd --reload
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The HAProxy Machine
Set up DHCP for the private network

I install kea, kea-hooks, and kea-doc
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The HAProxy Machine
Set up DHCP for the private network

A few updates to the /etc/kea/kea-dhcp4.conf file

Set the DNS server to be the private interface of the proxy machine, since it’s serving DHCP 

and DNS to the internal network
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DNS
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DNS
Configure DNS for the private network

External DNS is already set up, but the machines on the private network need to be able to 

resolve themselves and each other.

Remember that OpenShift really needs wildcard entries. If not, you have to create an 

/etc/hosts file with a ridiculous amount of names in it. Don’t do it.
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DNS
Configure DNS for the private network

Install bind

Enable and start the service

Configure the configs and zone files

Open up the dns service in the firewall

Test resolution
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DNS
Configure DNS for the private network

Test the wildcard resolution, as well!
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HAProxy



HAProxy Service
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Install and configure

Install the package

Tell SELinux that the proxy can connect

Enable and start the service

Configure the proxy

Test
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HAProxy Service
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Install and configure

Use setsebool to tell SELinux that it’s OK that the proxy software is running

setsebool -P haproxy_connect_any true
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HAProxy Service
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Install and configure

Open the firewall ports

firewall-cmd --zone=internal --add-service=http --permanent

firewall-cmd --zone=external --add-service=http --permanent

firewall-cmd --zone=internal --add-service=https --permanent

firewall-cmd --zone=external --add-service=https --permanent

firewall-cmd --zone=internal --add-port=6443/tcp --permanent

firewall-cmd --zone=external --add-port=6443/tcp --permanent

firewall-cmd --zone=internal --add-port=22623/tcp --permanent

firewall-cmd --zone=external --add-port=9000/tcp --permanent

firewall-cmd --reload
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NFS Server



NFS Server
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Storage for the OpenShift registry

Since the HAProxy machine is available to the private network, I added a 200Gb drive, 

formatted it, and am sharing it via NFS
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NFS Server
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Storage for the OpenShift registry

Now we install nfs-utils and configure the export
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NFS Server
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Storage for the OpenShift registry

The export needs to be shared with specific settings

rw,root_squash,no_subtree_check ,no_wdelay
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Download Client 
and Installer



Client and Installer
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Get them from https://console.redhat.com/openshift 

● You can also get the upstream tools from the OKD project

https://console.redhat.com/openshift
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Client and Installer
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Get them from https://console.redhat.com/openshift 

● Note that this is on a workstation machine

https://console.redhat.com/openshift
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Start the 
Installation



Get You Pull Secret
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This registers your cluster to Red Hat

● https://console.redhat.com/openshift/install/pull-secret 

https://console.redhat.com/openshift/install/pull-secret
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Create an SSH Key
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This is the key you can use to ssh into your OpenShift nodes

● I use ed25519 to create my key
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Create Your Installation
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You can create an install-config.yaml

● I used a really simple one. It’s in my github repo

● NOTE: when you run the installer, it will nuke your install-config.yaml file! COPY it, 

don’t MOVE it to your installation directory!
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Set the Control Plane to Schedulable
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By default, they are not

● Edit the manifests/cluster-scheduler-02-config.yml file
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Create The Ignition Files
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These will be used by the installer

● openshift-install create ignition-configs --dir=ocp-install

● Note that it deletes and creates stuff!
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Fix The Permissions
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When you copy the files, they may not be world-readable

● Check the permissions on the files
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Share The Installation Files
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I put them on the workstation machine

● It is connected to both networks

● I installed httpd and started it

● I copied the installation content to /var/www/html
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Download The CoreOS ISO
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You can get them from

https://mirror.openshift.com/pub/openshift-v4/dependencies/rhcos/latest/

● I downloaded it to my hypervisor
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Mount the ISO On Each Machine
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I created links from the download for each machine

● Mount it and make set the machine to boot off it
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Reboot
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Once the initial installation is done

● Reboot the machines once they complete the initial installation



Reboot All The Machines
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Once they’ve completed the initial installation

●



Watch the bootstrap

142

Run this command on your workstation

● openshift-install wait-for bootstrap-complete --dir=ocp-install  

--log-level=debug

● You’ll want to take a break for this!
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Post Install



Set Up Access
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To talk to the cluster, set your KUBECONFIG variable

● export KUBECONFIG=/home/sysadmin/ocp-install/auth/kubeconfig

● Then make sure you can “see” the cluster
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Approve All The Certificate Signing Requests
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As the cluster comes up, it creates a ton of self signed certificates

● So a human needs to approve the requests

● We’ll be pretty ham-handed and approve all of them

oc get csr -o go-template='{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}{{end}}{{end}}' | \
 xargs --no-run-if-empty oc adm certificate approve
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Approve All The Certificate Signing Requests
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As the cluster comes up, it creates a ton of self signed certificates

● Do this until all are approved
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Set Up NFS



Tell OpenShift about Your Storage
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Edit configs.imageregistry.operator.openshift.io

● oc edit configs.imageregistry.operator.openshift.io
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Log In!
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Thank you


