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Agenda

e About Us
e What Is SELINnuUx?

-Where did it come from?
-DAC vs. MAC
* S0 How Does SELinux Work?
—-Labeling and Type Enforcement
* How Do | Deal With Labels?

* Real World Examples
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Contact info

* thomas@redhat.com

* @thomasdcameron on Twitter

* https://www.facebook.com/RedHatThomas/
* choirboy on #rhel on Freenode

* http://people.redhat.com/tcameron

* http://excogitat.us

* thomas.cameron on Google talk
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About Us

* Red Hat leads the way Iin SELInux development. John Dennis, Ulrich Drepper, Steve
Grubb, Eric Paris, Roland McGrath, James Morris and Dan Walsh, all Red Hat staffers,
acknowledged by the NSA for their contributions to SELInux at:

- https://www.nsa.gov/what-we-do/research/selinux/contributors.shtmi
* Red Hat acknowledged by the NSA as a corporate contributor as well.
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What i1s SELInux?
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Where did 1t come from?

* Created by the United States National Security Agency (NSA) as set of patches to the
Linux kernel using Linux Security Modules (LSM)

* Released by the NSA under the GNU General Public License (GPL) in 2000
* Adopted by the upstream Linux kernel in 2003
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What Thomas thought SELIinux was
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What Thomas thought SELInux was
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If you feel the same way...
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If you feel the same way...

* You're In the right place!
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DAC vs. MAC
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DAC vs. MAC

* Historically, Linux and Unix systems have used discretionary access control.

—Ownership (user, group, and other) plus permissions.

—Users have the abllity (discretion) to change permissions on their own files. A user
can chmod +rwx his or her home directory, and nothing will stop them. Nothing will
prevent other users or processes from accessing the contents of his home directory.
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SHOOT HERE
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DAC vs. MAC

* Historically, Linux and Unix systems have had discretionary access control.
—The root user Is omnipotent.

Bow before me,

Tor -i-am root.
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DAC vs. MAC

* On a mandatory access control system, there is policy which is administratively set
and fixed.

* Even If you change the DAC settings on your home directory, If there Is a policy In
place which prevents another user or process from accessing It, you're generally safe.
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DAC vs. MAC

* These policies can be very fine grained. Policies can be set to determine access
between:

—-Users

-Files

- Directories
-Memory

- Sockets
—tcp/udp ports
—etc...
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Policy
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Policy

* In Red Hat Enterprise Linux, there are two policies you'll generally see.

-“targeted” - the default policy

* Only targeted processes (there are hundreds) are protected by SELInux
* Everything else is unconfined
-“mls” - multi-level/multi-category security
* Out of scope for today's presentation
* Can be very complex
* Typically used in TLA government organizations
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So How Does SELInux Work?

* You can determine what policy your system Is set to use by looking at
[etc/selinux/config (which Is also symlinked to /etc/sysconfig/selinux)

* You can check via /usr/sbin/sestatus
* You can also check via /usr/sbin/getenforce
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Terminal - root@w541:~ T S

File Edit Wiew Terminal Tabs Help
[root@wad]l ~]# cat Jetc/selinux/confilg

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux securlty pollicy 1s enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux pollicy 1s loaded.

SELINUX=enforcing

# SELINUXKTYPE= can take one of these three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are pro
tected.

# mls - Multli Level Security protection.

SELINUXTYPE=targeted

root@wsdl ~]# ls -1 /etc/sysconflg/selinux

Trwxrwxrwx. 1 root root 17 Oct 29 2015 -=> . /selinux/caon
-:ig

root@w541 ~1# B
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Terminal - root@w541:~ L m) e

File Edit Wiew Terminal Tabs Help
[root@wb41 ~]# Jusr/sbin/sestatus

SEL1nux status: enabled
SELinuxfs mount : /sys/Ts/sellnux
SEL1nux root directory: fetc/sellinux
Loaded pollcy name: targeted
Current mode: enforcing

Mode from config file: enforcing
Policy MLS status: enap led

Folicy deny unknown status: al lowed

Max kernel pollcy verslon: 30

[root@w541 ~1# B
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Terminal - root@w541: ~ AR S [
File Edit Wiew Terminal Tabs Help

[root@wb4]l ~]# Jusr/sbin/getenforce
Enforcing
[root@w541 ~1# B
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So how does SELInux work?
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So How Does SELInux Work?

* Two of the important concepts to understand with SELInux are:

—-Labeling
- Type Enforcement
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So How Does SELInux Work?

 Labeling

- Flles, processes, ports, etc., are all labeled with an SELinux context.

- For files and directories, these labels are stored as extended attributes on the
filesystem.

- For processes, ports, etc., the kernel manages these labels.
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So How Does SELInux Work?

 Labeling

- Labels are Iin the format:

e user:role:type:level(optional)

- For the purpose of this presentation, we will not deal with the SELInux user, role or
level. These are used in more advanced implementations of SELinux (MLS/MCS).

—-What we really care about for today's presentation Is the type (remember, labeling
and type enforcement).
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So How Does SELInux Work?

* We'll look at a fairly complex service, one which provides access from the network,
potentially on several ports, and potentially, access to the whole filesystem.

* The Apache web server is not necessarily insecure, It Is just very wide ranging In Its
access.
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So How Does SELInux Work?

* The Apache web server has a binary executable which launches from /usr/sbin. When
you look at that file's SELInux context, you see Iits type Is httpd exec t:
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

[root@wb41 ~]# 1s -1Z /Jusr/sbin/httpd
-rwxr-xr-x. 1 root root system u:object r:httpd exec t:s0 536888 Jan 4 0O:17 /U

sr/sbin/httpd
[root@w541 ~1# B
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So How Does SELInux Work?

* The web server's configuration directory is labeled httpd config _t:
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Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@ws41 ~1# 1s -dZ /etc/httpd/

system u:object r:httpd config t:s@ /etc/httpd/
[root@ws4l ~1# B
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So How Does SELInux Work?

* The web server's logfile directory is labeled httpd log t:
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

[root@wb41 ~1# 1s -dZ /var/log/httpd/

system uU:object r:httpd log t:s0 /var/log/httpd/
[root@ws4l ~1# B

LG [ 63
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So How Does SELInux Work?

* The web server's content directory Is labeled httpd sys content t:
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

[root@ws4]1 ~1# 1s -dZ2 Svar/www/html/

system u:object r:httpd sys content t:s@ /var/weww/ html/
[root@ws4l ~1# B

LG [ 63
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So How Does SELInux Work?

* The web server's startup script is labeled httpd _Initrc_exec t:
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Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@wb41 ~]# 1s -1Z Jusr/lib/systemd/system/httpd.service

-rw-r--r--. 1 root root system u:object r:httpd unit file t:s0 1090 Jan 4 B00O:12
Jusr/lib/systemd/system/httpd.service

[root@w541 ~1# B
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So How Does SELInux Work?

* As the web server runs, It's process Is labeled httpd t:
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Terminal - root@w541: ~ Le e a7

File Edit Wiew Terminal Tabs Help
[root@w34]l ~]# ps axZ | grep [h]ttpd

system u:system r:httpd t:s0 1289 7 Ss 0:01 fusr/sbin/httpd -DFOR
EGROLUND
system u:system r:httpd t:s0 1449 7 S O:00 fusr/sbin/httpd -DFOR
EGROLUND
system u:system r:httpd t:s0@ 1451 7 Sl O:00 fusr/sbin/httpd -DFOR
EGROLUND
system u:system r:httpd t:s0 1452 7 S1 B:00 fusr/sbin/httpd -DFOR
EGROUND
system u:system r:httpd t:s0 1454 7 S1 O:00 fusr/sbin/httpd -DFOR
EGROLUND
system u:system r:httpd t:s0 1457 7 Sl O:00 fusr/sbin/httpd -DFOR
EGROLUND
system u:system r:httpd t:s0@ 1459 7 Sl O:00 fusr/sbin/httpd -DFOR
EGROLUND

[root@w541 ~1# B
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So How Does SELInux Work?

* If you look at the ports upon which the web server listens, you'll see that even they are
labeled.

Hredhat #Hrhsummit




[root@w541 ~1# B

Terminal - root@w541:~ AR S [
File Edit Wiew Terminal Tabs Help

[root@w34]l ~]# netstat -tnlpd | grep [h]ttpd t

tcpb 0 @ :::80 ok LISTEN
1289/httpd system u:system r:httpd t:sC

tcpb 0 B :::443 ok LISTEN

1289/ httpd system u:system r:httpd t:sC
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= Terminal - root@w541: ~ AT ﬂ
File Edit Wiew Terminal Tabs Help
[root@w34]1 ~]# semanage port -1 | grep [h]ttp

http cache port t tcp gb86, 8118, 8123, 10G601-10010
http cache port t udp 3130

oort Cp 80, 8 BO08, BOE
pegasus http _port t tcp 54988
pegasus_https_pmrt_t tcp o989

[root@w541 ~1# B
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So How Does SELInux Work?

* Now then... The /etc/shadow file has a type shadow t:
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Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@wb4]l ~]# 1s -17 /etc/shadow

—————————— .1 root root system u:object r:shadow t:sb 1431 Apr 26 12:12 /etc/sha
dow

[root@w541 ~1# B
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So How Does SELInux Work?

* Type enforcement
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So How Does SELInux Work?

* Type enforcement

-t probably makes sense for a process running in the httpd t context to interact with a
file with the httpd config t label.
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So How Does SELInux Work?

* Type enforcement

- Do you think it makes sense for a process running with the httpd t context label to be
able to interact with a file with, say, the shadow t label?
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So How Does SELInux Work?

* Type enforcement

- Type enforcement Is the part of the policy that says, for instance, “a process running
with the label httpd t can have read access to a file labeled httpd config t”
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How do | deal with labels?
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How Do | Deal With Labels?

* You've seen me use the -Z argument to several commands to view context. Many
commands accept this argument:

-|s -Z

-1d -Z

-ps -Z

- hetstat -Z
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How Do | Deal With Labels?

* You can actually use the -Z argument to create and modify files and contexts, as well.
—-Ccp -Z
-mkdir -Z
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How Do | Deal With Labels?

* You can use SELInux aware tools like chcon or restorecon to change the context of a
file (more on this later).

* Contexts are set when files are created, based on their parent directory's context (with
a few exceptions).

* RPMs can set contexts as part of installation.
* The login process sets the default context (unconfined In the targeted policy)
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How Do | Deal With Labels?

* File transitions (defined by policy)

—|f an application foo t creates a file in a directory labeled bar t, policy can require a
transition so that file is created with the baz t [abel.

- Example: A process, dhclient, running with the dhclient_t label creates a file,
resolv.conf, labeled net_conf t in a directory, /etc, labeled etc t. Without that
transition, /etc/resolv.conf would have inherited the etc t label.
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How Do | Deal With Labels?

* You've also seen me use the semanage command. It can be used to manage SELInux
settings for:

—login
—user
—port

- Interface
—module
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How Do | Deal With Labels?

* You've also seen me use the semanage command. It can be used to manage SELInux
settings for:

-node

—file context
—boolean
—permissive state
- dontaudit
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SELInux Errors
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What Does It Mean If | Get Anh SELInux Error?
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What Does It Mean If | Get Anh SELInux Error?

* [f you see an SELInux error, it means that something Is wrong!
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What Does It Mean If | Get Anh SELInux Error?

* [f you see an SELInux error, it means that something Is wrong!

* Turning off SELInux is like turning up the radio really loud when your car is making a
strange noise!
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What Does It Mean If | Get Anh SELInux Error?

* [t may mean that labeling Is wrong
- Use the tools to fix the labels. We'll talk more about that later.
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What Does It Mean If | Get Anh SELInux Error?

* [t may mean that the policy needs to be tweaked.

-booleans
- Policy modules
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What Does It Mean If | Get Anh SELInux Error?

* There could be a bug In the policy

—-We need to know about these! Open a ticket (do not file a Bugzilla report - there are
no SLAs around B2).
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What Does It Mean If | Get Anh SELInux Error?

* You have been, or are being, broken into
—-Man the battle stations!
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Booleans
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What Are Booleans?

* Booleans are just off/on settings for SELINuX.

- From simple stuff like “do we allow the ftp server access to home directories” to more
esoteric stuff like “httpd can use mod_auth_ntlm_winbind.”
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What Are Booleans?

* To see all the booleans, run getsebool -a
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

abrt_anon write --> off

abrt handle event --> off

abrt upload watch anon write --> on
antivirus can scan system --> off
gntivirus use jit --> off
aguditadm exec content --> on
authlogin nsswitch use ldap --> off
authlogin radius --= off
authlogin yublkey --= off
awstats purge apache log files --> off
boinc execmem --> 0On
cdrecord read content --> off
cluster can network connect --> off
cluster manage all files --> off
cluster use execmem --> off
cobbler anon write --= off
cobbler can network connect --> off
cobbler use cifs --> off
cobbler use nfs --> off
collectd tcp network connect --> off
condor tcp network connect --> off
conman_can network --> off

cron _can_relabel --> off

e |
LA o (=]
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Terminal - root@w541:~ T S
File Edit Wiew Terminal Tabs Help

gluster export all rw --> on

dpg web anon write --> off

gssd read tmp --> on
guest exec content --> on
naproxy connect _any --> off
Nttpd anon write --> off

Nttpd builtin scripting --> on
Nttpd can check spam --> off
Nttpd can connect ftp --= off
Nttpd can connect ldap --= off
Nttpd can connect mythtv --> off
Nttpd can connect zabblx --> off
Nttpd can network connect --> off
Nttpd can network connect cobbler --> off
Nttpd can network connect db --> off
Nttpd can network memcache --> off

Nttpd can network relay --> off
Nttpd can sendmaill --> off

Nttpd dbus avahl --> on

Nttpd dbus sssd --> off

Nttpd dontaudlt search dirs --> off

Nttpd enable cgl --> on

Nttpd enable ftp server --> off
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" e |

Terminal - root@w541:~ T S
File Edit Wiew Terminal Tabs Help

Use lpd server --= off

Use nfs home dirs --> off

Use samba home dirs --> off

User exec content --> on

varnlshd connect any --> off

virt read gemu ga data --> off
virt rw _gemu ga data --> off

virt sandbox use all caps --=> on
virt sandbox use audit --> on

virt sandbox use fusefs --> off
virt sandbox use mknod --> off
virt sandbox use netlink --> off
virt sandbox use sys admin --> off
virt transition userdomain --> off
virt use comm --> off
virt use execmem --> off
virt use fusefs --= off

virt use nfs --> on

virt use pcscd --> 07
virt use rawlp --= off
virt use samba --> off
virt use sanlock --> off
virt use usb --> on
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Tips and Tricks
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Tips and Tricks

* Install setroubleshoot and setroubleshoot-server on machines you'll be developing
policy modules on. They drag in a bunch of tools to help diagnose and fix SELInux
ISsues.

* Reboot or restart auditd after you install.
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r Terminal - root@w541:~ AR S [ 1
File Edit Wiew Terminal Tabs Help
[root@w>4]1 ~]# yum 1nstall setroubleshoot Eetraublezhmﬂt—aeruerl
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=

File Edit Wiew Terminal Tabs
mesa-Libglapil

pango

p1lxXman
pollicycoreutils-python
pyCalro

pygtkZ
pyatkZ-Llibglade
python- 1Py

rest

satyr

setools-11bs

set roubleshoot -plugins
systemnd-python
XmL-common

Xmlrpc-c
xmlrpc-c-client

Transactlon sSummary

Terminal - root@w541: ~

Help

x86 B4
X860 64
X860 64
x86 64
X860 64
86 64
X860 B4
noarch
x86 B4
X860 64
X860 64
noarch
X860 64
noarch
X860 B4
¥x86 64

0.

MCTTID'TI
R W I I
I!'D'LD'LEIU:'E':ILLJMLLJ

— .

— -
CTTI':EI'EIIEII CI".IIIILJ'I

o~~~

=] BJI B 0O BRI LD L) -

LJ'I-I"—'--I"—‘-
=@ (@ @ @ @O @D

13-12.el7
3.7-46.el7/
0.59-2.el/7 2
19-19.e17 2.11
6.3-39.el7

.29153824.21?

B T T T T T T T T T T T T

32.5-1905.svnZ451.el/ r
32.5-1905.svnZ451.el/ r

1
1
0
Z
1
P
P
0
B.7. 92 3 el/
0
3.
3.
2z
of
1.
1.

l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms

39
287
254
435
157
914

A A A A A A A A A A A A A A A

Install

Total download size: 30
Installed size: 83 M
Is this ok [y/d/N]: v

M

2 Packages (+7/8 Dependent packages)
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Terminal - root@w541:~ T S

File Edit Wiew Terminal Tabs Help

libxch.x86 b4 @:1.11-4.el7/
libxshmfence.x86 64 ©:1.2-1.el/

mesa- L1bEGL.x86 64 0:10.6.5-3.20150824.e17
mesa-1l1bGL.x86 64 0:10.6.5-3.20150824.e17/
mesa-libgbm.x86 64 0:10.6.5-3.20150824.el7/
mesa-libglapl.x86 64 0:10.6.5-3.20150824.el/
pango.x86 64 0:1.36.8-2.el/

pixman.x86 64 @:0.32.6-3.el/
policycoreutlils-python.x86 64 (0:2.2.5-20.el/
pycalro.x86 64 @:1.8.10-8.el7/

pygtkZ.x86 64 0:2.24.0-9.el/
pygtkZ-libglade.x86 64 0:2.24.0-9.el7/
python-IPy.noarch B:0.75-6.el7

rest.x86 64 0:0.7.92-3.el/

satyr.x86 64 0:0.13-12.el/
setools-libs.x86 64 @0:3.3.7-4b.el/
setroubleshoot -plugins.noarch ©0:3.0.59-2.el/ 2
systemd-python.x86 64 ©:219-19.el/7 2.11
XmL-common.noarch 0:0.6.3-39.e17/
xmlrpc-c.x86 64 0:1.32.5-1905,.svnZ245]1.el7/
xmlrpc-c-client.x86 64 0:1.32.5-1905.svnZ451.el/

Complete!
[root@w541 ~1# B
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Terminal - root@w541: ~ AR S [
File Edit Wiew Terminal Tabs Help

[root@wbd]l ~]# systemctl restart auditd.service

Failed to restart auditd.service: Operatlion refused, unit auditd.service may be
requested by dependency only.

[root@w541 ~1# B
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Terminal - root@w541: ~ AR S [
File Edit Wiew Terminal Tabs Help

[root@wsd4] ~]# service auditd restart

Stopplng logglng: [ OK ]
Redirecting start to /bin/systemctl start auditd.service

[root@w541 ~1# B
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auditd

* This is not a bug. See https://bugzilla.redhat.com/show_bug.cgi?1d=1026648 for
details.
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https://bugzilla.redhat.com/show_bug.cgi?id=1026648

Real World Examples
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Real World Examples

* A user, fred, wants to have his own web page in /home/fred/public_html on a web
server.

—You enable UserDir in /etc/httpd/conf.d/userdir.conf
- Restart the web server
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Terminal - root@w541:~ T S

File Edit Wiew Terminal Tabs Help

The path to the end user account 'public html' directory must be
accesslible to the webserver userid. This usually means that ~userld
must have permissions of /711, ~userid/public html must have permlssions
of /55, and documents contalned thereln must be world-readable.
Otherwlse, the client will only recelve a "403 Forbldden” message.

HHHHHFRH

<I fModule mod userdir.c=

UserDir 1s disabled by default since 1t can confirm the presence
of a username on the system (depending on home directory
permissions) .

H HHHHH

UserDir disabled

To enable reguests to /~user/ to serve the user's public html
directory, remove the "UserDir disabled" Line above, and uncomment
the followlng line 1nstead:

H H W HH

B UserDir public html
</ fTModule=>
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Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@w>d4]l ~]# systemctl restart httpd
[root@w541 ~1# B
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
- Change permissions so the web server can access his home directory.
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

[root@w541 ~1# chmod o+x /home/fred/

[root@w541 ~1# 1s -1d /home/fred/

drwx----- ¥. 3 fred fred 4096 Jun 26 22Z2:58 /home/fred/
[root@w541 ~1# B

LG [ 63
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
—-Fred logs In, creates his public_html directory and an index.html file.
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=

File Edit wiew Terminal Tabs

Terminal - fred@w541: ~/public_html
Help

[Tcameron@wbd]l ~]% ssh fred@l9Z.los.124.1

Warning: Permanently added "192.168.124.1°

'FEd@lQE 1le8.124.1"'s password:

fred@w541 ~1% cd publ
fred@w>4]l public himi

fred@w541 public html

"red@ws4]l ~]1% mkdir public html

ic html/

L 1% echo "this 1s my home page”

EN

= 1ndex.html

Las o (m]

(ECDSA) to the list of known hosts.

n

M

e
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
-We fire up the web browser, and:
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‘. 403 Forbidden - Mozilla Firefox | AR R

File Edit Wiew History Bookmarks Tools Help

/403 Forbidden x | 4
(&) () 192.168.124.1/~fred) v | @ ||Q search RN = + & 4 7 v e =
fEMost Visitedv  FRed Hat - Calendar @ 7524 Travel Vortal @ My Account Snapshot  ERMail summit 2016 emc... M Podcasts, Oggcasts... [fSat6 Stuffw

Forbidden

You don't have permission to access /~fred/ on this server.
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html

- S0 now we check the usual suspects.

* /[var/log/httpd/access log
e /var/log/httpd/error _log
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e

File Edit Wiew Terminal Tabs Help
[root@ws4]l ~]# tail -2 /var/log/httpd/access logd

192.168.124.1 - - [26/Jun/2016:23:03:27 -Q700] "GET /~fred HTTP/1.1" 301 235 "-"
"Mozilla/5.0 (X11; Fedora; Linux x86 64; rv:47.0) Gecko/20100101 Firefox/47.0"
192.168.124.1 - - [26/Jun/2016:23:03:27 -0700] "GET /~fred/ HTTP/1.1" 403 215 "-

" "Mozilla/5.0 (XK11; Fedora; Linux x86 64; rv:47.0) Gecko/20100101 Firefox/47.0"
[root@w541 ~1# B
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Terminal - root@w541:~ T S

File Edit Wiew Terminal Tabs Help

[root@w34]l ~]# tail -2 Jvar/log/httpd/error log

[Sun Jun 26 23:03:27.658743 2016] [core:error] [pld 17755] (13)Permission denled
[client 192.168.124.1:44820] AHOOO3LS: access to /~fred/index.html denied (flle

system path '/home/fred/public html/index.html') because search permissions are

missing on a component of the path

[Sun Jun 26 Z23:03:27.658823 Z2016] [negotiation:error] [pld 17755] (13)Permission

denled: [client 192.168.124.1:44820] AHOLGEG: cannot read directory for multl:

fhome/fred/public_html/

[root@w541 ~1# B
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
-We already knew that!
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
- S0 now we look at journalctl
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Terminal - root@w541: ~ | & o x
File Edit View Terminal Tabs Help
[root@w541 ~1# journalctl -b -0 J§
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Terminal - root@ws41: ~ b o b4

File Edit View Terminal Tabs Help

Jun 26 23:54:31 wh4l.tc.redhat.com audit[1489]: AVC avc: denied { getattr } for pid=1489 comm="/usr/sbin/httpd" path="/home/fred/public html/index.html" dev="dm-0" ino=19803817 scontext=s
ystem u:system r:httpd t:s@ tcontext=unconfined u:object r:httpd user content t:s0 tclass=file permissive=0

Jun 26 23:54:31 whb4l.tc.redhat.com audit[1489]: AVC avc: denied { getattr } for pid=1489 comm="/usr/sbin/httpd" path="/home/fred/public html/index.html" dev="dm-0" ino=19803817 scontext=s
ystem u:system r:httpd t:s@ tcontext=unconfined u:object r:httpd user content t:sb tclass=file permissive=0

Jun 26 23:54:31 wb4l.tc.redhat.com audit[1489]: AVC avc: denied { read } for pid=1489 comm="/usr/sbin/httpd" name="public html" dev="dm-0" ino=19803818 scontext=system u:system r:httpd t:
sb tcontext=unconfined u:object r:httpd user content t:sO tclass=dir permissive=0

Jun 26 23:54:34 wh41l.tc.redhat.com dbus[1071]: [system] Activating service name='org.fedoraproject.Setroubleshootd' (using servicehelper)

Jun 26 23:54:34 wh41.tc.redhat.com dbus[1071]: [system] Successfully activated service 'org.fedoraproject.Setroubleshootd’

Jun 26 23:54:34 w541.tc.redhat.com setroubleshoot[4437]: failed to retrieve rpm info for /home/fred/public html/index.html

Jun 26 23:54:34 wb41.tc.redhat.com setroubleshoot[4437]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /home/fred/public html/index.html. For complete SELinux message
S. run sealert -1 c36627c9-7b99-44c9-a78c-a%a737ff119b

Jun 26 23:54:34 wb4l.tc.redhat.com python3[4437]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /home/fred/public _html/index.html.

*H*+*  Plugin catchall boolean (24.7 confidence) suggests ko Ak ok ok ko ok ok ko

If you want to allow httpd to read home directories

Then you must tell SELinux about this by enabling the 'httpd enable homedirs' boolean.
You can read 'None' man page for more details.

Do

setsepool -P httpd enable homedirs 1

*H*+*  Plugin catchall boolean (24.7 confidence) suggests ko Ak ok ok ko ok ok ko

If you want to allow httpd to read user content

Then you must tell SELinux about this by enabling the 'httpd read user content' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd read user content 1

*H*+*  Plugin catchall boolean (24.7 confidence) suggests ko Ak ok ok ko ok ok ko

If you want to unify HTTPD handling of all content files.

Then you must tell SELinux about this by enabling the 'httpd unified' boolean.
You can read 'None' man page for more details.

Do

setsepool -P httpd unified 1

*H*+*  Plugin public content (24.7 confidence) suggests Aok ook ok ok k ok bk ok kb ko

If you want to treat index.html as public content

Then you need to change the label on index.html to public content t or public content rw t.
Do

# semanage fcontext -a -t public_content_t '/home/fred/public_html/index.html’

# restorecon -v '/home/fred/public_html/index.html'

***k*  Plugin catchall (3.53 confidence) suggests e e ok oo ok o ok ook o ok o ok o ok ok ok ok o

If you believe that httpd should be allowed getattr access on the index.html file by default.
Then you should report this as a bug.
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html

- AH-HAH! Follow the Instructions and run “sealert -l c36627c9-7b99-44c9-a78c-
a9a/737ff119b”

— |t reveals that there are several potential iIssues/solutions.
* httpd access to home directories
* httpd access to user content

* hitpd unified access to all content
* relabel the content as public
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Terminal - root@w541: ~ [T

Fle Edit WView Terminal Tabs Help

[root@wb4]l ~]# sealert -1 c36627c9-7b99-44c9-a78c-a% /377111590
SELinux is preventing /usr/sbin/httpd from getattr access on the file /home/fred/public html/index.html.

oo of oo e e F)'Lugir—-l CEtChEll_bOOleaﬂ (24.? CﬁﬂfidEﬂCE} Suggests oo ofe oo oo e e oo o e oo oo oo e ofe oo o e e

If you want to allow httpd to read home directories

Then you must tell SELinux about this by enabling the 'httpd enable homedirs' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd enable homedirs 1

oo of oo e e F)'Lugir—-l CEtChEll_bOOleaﬂ (24.? CﬁﬂfidEﬂCE} Suggests oo ofe oo oo e e oo o e oo oo oo e ofe oo o e e

IT you want to allow httpd to read user content

Then you must tell SELinux about this by enabling the 'httpd read user content' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd read user content 1

oo of oo e e F)'Lugir—-l CEtChEll_bOOleaﬂ (24.? CﬁﬂfidEﬂCE} Suggests oo ofe oo oo e e oo o e oo oo oo e ofe oo o e e

If you want to unify HTTPD handling of all content files.

Then you must tell SELinux about this by enabling the 'httpd unified' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd unified 1

oo of oo e e F)'Lugir—-l DUbliC_CGﬂter'lt (24.? COHfidEﬂCE} Suggests oo o o e e e oo of e oo e e e o oo of oo oo e e

If you want to treat index.html as public content

Then you need to change the label on index.html to public content t or public content rw T.
Do

# semanage fcontext -a -t public_content_t '/home/fred/public_html/index.html’

# restorecon -v '/home/fred/public html/index.html'

oo of oo e e F)'Lugir—-l CatCha-L-L (3.53 CﬁﬂfidEﬂCE} Suggests oo ofe e oo e e oo oo oo of oo e e o oo o e oo o oo e o oo e e e

If you believe that httpd should be allowed getattr access on the index.html file by default.
Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# ausearch -c 'Jusr/sbin/httpd' --raw | auditZallow -M my-usrsbinhttpd

# semodule -X 300 -i my-usrsbinhttpd.pp

Additional Information:
Source Context system u:system r:httpd t:s0
Target Context unconfined u:object r:httpd user content t:s@
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html

- |t also says we can create a policy module to allow this, but in this case, setting a
boolean is easier and makes more sense.
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Terminal - root@w541: ~ [aTE X
File Edit View Terminal Tabs Help
k¥ Plugin public_content (Z4.7 confidence) suggests — kddkddddsbkdstdttsrs

IT you want to treat index.html as public content

Then you need to change the label on index.html to public content t or public content rw t.
Do

# semanage fcontext -a -t public _content_t '/home/fred/public _html/index.html'

# restorecon -v '/home/fred/public _html/index.html'

krk®+ Plugin catchall (3.53 confidence) suggests — Fhkkddddsdsdthtsttttrrs

IT you believe that httpd should be allowed getattr access on the index.html file by default.
Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# ausearch -c '/Jusr/sbin/httpd' --raw | auditZallow -M my-usrsbinhttpd

# semodule -X 300 -1 my-usrsbinhttpd.pp

Additional Information:

Source Context system u:system r:httpd t:sb

Target Context unconfined u:object r:httpd user content t:sb

Target Objects /home/fred/public_html/index.html [ file ]

Source Jusr/sbin/httpd

Source Path Jusr/sbin/httpd

Port <UUnknown=

Host whd1.tc.redhat.com

Source RPM Packages httpd-2.4.18-1.fc23.x86 64

Target RPM Packages

Policy RFM selinux-policy-3.13.1-158.15.fcZ3.noarch

Selinux Enabled True

Policy Type targeted

Enforcing Mode Enforcing

Host MName w541 .tc.rednat.com

Platform Linux wb41l.tc.redhat.com 4.5.7-200.fc23.x86_ 64 #1
SMP Wed Jun 8 17:41:50 UTC 2016 x86 64 xB6 64

Alert Count b

First Seen 2016-06-26 23:03:27 PDT

Last Seen 2016-06-26 23:54:31 PODT

Local ID C36062/c9-7b99-44c9-a/7/8c-a%a /37711190

Raw Audit Messages
type=AVC msg=audit (1467010471.39:424): avc: denied { getattr } for pid=1489 comm="/usr/sbin/httpd" path="/home/fred/public_html/index.html" dev="dm-0" ino=19803817 scontext=system u:syste
m r:httpd t:s0 tcontext=unconfined u:object r:httpd user content t:s0 tclass=file permissive=0

Hash: /usr/sbin/httpd,httpd t,httpd user content t,file,getattr

[root@w541 ~1# B
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
- Follow the instructions and set the boolean to allow httpd access to home directories.
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

[root@w34]1 ~]# setsebool httpd enable homedirs 1 -P
[root@w541 ~1# B

Lo B
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Real World Examples

* A user, fred, wants to start have his own web page in /home/fred/public_html
-And... Voila!
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‘I Mozilla Firefox lﬁ} = b
File Edit Wiew History Bookmarks Tools Help

| http:/192.168.124.1/~fred/ x | o

s

(&) () 192.168.124.1/~fred/ @ | |Q search Rl = + & 4 7 G e =
5 Most Visitedv  FFlRed Hat - Calendar @@ TS24 Travel Vortal @ My Account Snapshot  EhMail summit 2016 emc... MM Podcasts, Oggcasts... [L]Sat6 Stuffw

this is my home page
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Real World Examples

* And people say this SELInux thing is too hard! Pffft!
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How Can | See What Booleans Have Been Set?
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How Can | See What Booleans Have Been Set?

* Look at the booleans.local file under /etc/selinux/targeted/modules/active/
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Terminal - root@armitage: ~ Tl a %

File Edit Wiew Terminal Tabs Help

[root@armitage ~]# cat /etc/selinux/targeted/modules/active/booleans. Llocal
# This file 1s auto-generated by libsemanage

# Do not edit directly.

httpd enable homedirs=1
[root@armitage ~]# B
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How Can | See What Booleans Have Been Set?

* Note that when you use setsebool -P (and other commands we'll cover later), the
entire /etc/selinux/targeted directory Is regenerated. That file doesn't actually do
anything - It just tells you what's been set. Believe it when it says “Do not edit directly” -
It won't do anything.
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=

Terminal - root@armitage: ~

File Edit Wiew Terminal Tabs Help

root@darmitage ~
root@armitage ~
root@armitage ~

# touch marker
# setsebool -P httpd enable homedirs=]1
# find /etc/selinux/ -newer markerf§
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=

File Edit

[root@armitage ~]# setsebool

View Terminal Tabs Help

Terminal - root@armitage: ~

-P httpd enable homedirs=1

[root@armitage ~]# find /etc/selinux/ -newer marker

Jetc/sel
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se

Llnux/targeted
linux/targeted/contexts

linux/targeted,/modu

-|—- R

le contexts

le contexts.homedlirs
le contexts.bln

le contexts.local.bln
f1

e contexts.homedirs.bin

les/active/commit num
i
Fi1
i1
les/active/homedir _template

= contexts
e_cmﬂtexta homedirs
e contexts.template

les/active/modules/bcfg2.pp
les/active/modules/colord. pp
les/active/modules/cipe.pp
les/active/modules/dcc.pp

linux/targeted/contexts/files
linux/targeted/contexts/files/f
linux/targeted/contexts/files/f
linux/targeted/contexts/files/ T
linux/targeted/contexts/files/t
linux/targeted/contexts/files/
linux/targeted/contexts/netfilter contexts
linux/targeted/modules
linux/targeted/modules/active
linux/targeted/modules/active/base.pp
linux/targeted,/modu
linux/targeted/modules/active/
linux/targeted/modules/active/
linux/targeted/modules/active/f
linux/targeted,/modu
linux/targeted/modules/active/modules
linux/targeted,/modu
linux/targeted/modu
linux/targeted,/modu
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=

File Edit

Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se
Jetc/se

View Terminal Tabs Help

linux/targeted,/modu
linux/targeted/modu
linux/targeted,/modu
linux/targeted,/modu
linux/targeted,/modu
linux/targeted/modu
linux/targeted,/modu
linux/targeted,/modu
linux/targeted,/modu
linux/targeted/modu
linux/targeted,/modu
linux/targeted,/modu
linux/targeted,/modu
linux/targeted/modul
lLinux/targeted,/ modu
linux/targeted,/modul
linux/targeted,/modu
linux/targeted/modu
linux/targeted/modul
linux/targeted/policy

linux/targeted/policy/policy. 29
fetc/sel

Terminal - root@armitage: ~

les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modu
les/active/modul
les/active/netfilter contexts
les/active/seusers. final
les/active/users extra
les/active/booleans. Llocal

les/watchdog. pp
les/wdmnd.pp
les/webadm.pp
les/webalizer.pp
les/wine.pp
les/wireshark.pp
les/xen.pp
les/xqguest .pp
les/xserver.pp
les/zabbix.pp
les/zarafa.pp
les/zebra.pp
les/zoneminder. pp

es/zosremote. pp

es/active/policy.kern

inux/targeted/seusers
[root@armitage ~]#
[root@armitage ~]# B

.fi}*z.lﬁl?-;-iﬂ
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Real World Examples
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Real World Examples

* This next example assumes an unmodified SELIinux environment, so ignore the
changes from the last example.
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Real World Examples

* A user, Wilma, I1s a web content author. She has created content in her home directory
and asked that you move It to the web site.
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File
Wl
Wl
Wl
Wl

Edit “Wiew

Llma@wo4d1
lma@wb4d 1
lma@wb4d1
lma@wb41

Terminal - wilma@w541:~/content

Terminal Tabs Help

~1% mkdir content
~1% cd content/

content ]$ echo "this 1s our cool web site" = index.html
content]s B
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Real World Examples

* SO, yOou move it over.
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Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@w541 ~1# mv /home/wilma/content/* /var/www/html/
[root@w541 ~1# B
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Real World Examples

* And when you go to test...
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‘. 403 Forbidden - Mozilla Firefox [EReE X

File Edit Wiew History Bookmarks Tools Help

| 403 Forbidden x | &
(& () 192.168.124.1 @ | |Q search = 3 A& 4 " v e =
5 Most Visitedv  FFlRed Hat - Calendar @@ TS24 Travel Vortal @ My Account Snapshot  EhMail summit 2016 emc... MM Podcasts, Oggcasts... [L]Sat6 Stuffw

Forbidden

You don't have permission to access /index.html on this server.
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Real World Examples

* Ah, It's the wrong owner, right?
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Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@wb41 ~]# 1s -1 Jvar/www/html/index.html
-rw-rw-r--. 1 wilma wilma 26 Jun 27 00:23 JSvar/weww/himl/index.html
[root@w541 ~1# B
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Terminal - root@w541: ~ AR S [
File Edit Wiew Terminal Tabs Help

[root@ws41 ~]# chown root:root Jvar/www/html/index.html
[root@ws41 ~]# 1s -1 Jvar/www/html/1index.html

-rw-rw-r--. 1 root root 26 Jun 27 00:23 /var/www/html/index.html
[root@w541 ~1# B
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Real World Examples

* But when you test...

Hredhat #Hrhsummit




‘. 403 Forbidden - Mozilla Firefox [EReE X

File Edit Wiew History Bookmarks Tools Help

| 403 Forbidden x | &
(& () 192.168.124.1 @ | |Q search = 3 A& 4 " v e =
5 Most Visitedv  FFlRed Hat - Calendar @@ TS24 Travel Vortal @ My Account Snapshot  EhMail summit 2016 emc... MM Podcasts, Oggcasts... [L]Sat6 Stuffw

Forbidden

You don't have permission to access /index.html on this server.

#redhat #rhsummit




Real World Examples

* Checking journalctl again tells you to run sealert.
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Terminal - root@w541: ~ [T
Fle Edit WView Terminal Tabs Help

Jun 27 00:35:20 whdl.tc.redhat.com kernel: wlp3sb: authenticated

Jun 27 00:35:20 whb41.tc.redhat.com kernel: wlp3sb: associate with 02:1a:11:7T7:90:4e (try 1/3)

Jun 27 00:35:20 wb4dl.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: scanning -= authenticating

Jun 27 00:35:20 wbdl.tc.redhat.com kernel: wlp3s®: RX AssocResp from 02:1a:11:f7:90:4e (capab=0x411 status=0 aid=1)

Jun 27 00:35:20 whbidl.tc.redhat.com kernel: wlp3st: associated

Jun 27 00:35:20 wb41l.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: authenticating -= associating

Jun 27 00:35:20 wh41l.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: associating -> associated

Jun 27 00:35:21 whbdl.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: asscciated -= 4-way handshake

Jun 27 00:35:21 wh41l.tc.redhat.com NetworkManager[1279]: <info> (wlp3sd): supplicant interface state: 4-way handshake -> completed

Jun 27 00:36:59 wb4l.tc.redhat.com audit[1491]: AVC avc: denied { read } for pid=1491 comm="/usr/sbin/httpd" name="index.html" dev="dm-0" 1ino=19805083 scontext=system u:system r:httpd t:s
Jun 27 00:37:02 wh41.tc.redhat.com dbus[1071]: [system] Activating service name='org.fedoraproject.Setroubleshootd' (using servicehelper)

Jun 27 00:37:02 wb41.tc.redhat.com dbus[1071]: [system] Successfully activated service 'org.fedoraproject.Setroubleshootd’

Jun 27 00:37:02 whb4l.tc.redhat.com setroubleshoot [6728]: Deleting alert c36627c9-7bh99-44¢c9-a78c-a%9a737ff119b, it is allowed in current policy

Jun 27 00:37:02 wb41.tc.redhat.com setroubleshoot [6728]: SELinux is preventing /usr/sbin/httpd from read access on the file index.html. For complete SELinux messages. run sealert -1 c08b2el3
Jun 27 00:37:02 wb4l.tc.redhat.com python3[6728]: SELinux 1s preventing /usr/sbin/httpd from read access on the file index.html.

oo oo o e e F)'Lugir-l CﬁtChﬁll_bGOleaﬂ (89.3 COHfidEﬂCE} SUQQES":S oo oo o e e o oo of oo e e e oo o oo oo oo e

IT you want to allow httpd to read user content
Then you must tell SELinux about this by enabling the 'httpd read user content' boolean.

Do
setsepool -P httpd read user content 1

oo oo o e e F)'Lugir-l Cat Cha'L'L ( 1 1 . 6 COHfidEﬂCE} SUQQES": S oo oo o e e e oo of e oo e e oo o oo of e oo e o oo of e o o e

IT you believe that httpd should be allowed read access on the index.html file by default.
Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# ausearch -c 'Jusr/sbin/httpd' --raw | auditZallow -M my-usrsbinhttpd

# semodule -X 300 -1 my-usrsbinhttpd.pp

Jun 27 00:37:05 w541.tc.redhat.com NetworkManager[1279]: <warn> Connection disconnected (reason -4)

Jun 27 00:37:05 whb41l.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: completed -> disconnected

Jun 27 00:37:05 wh41l.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: disconnected -= scanning

Jun 27 00:37:08 whbdl.tc.redhat.com kernel: wlp3s®: authenticate with 02:1a:11:77:90:4e

Jun 27 00:37:08 whdl.tc.redhat.com kernel: wlp3sl: send auth to 02:1a:11:7Tf:90:4e (try 1/3)

Jun 27 00:37:08 wbdl.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: scanning -= authenticating
Jun 27 00:37:08 whdl.tc.redhat.com kernel: wlp3sb: authenticated

Jun 27 00:37:08 whbdl.tc.redhat.com kernel: wlp3sb: associate with 02:1a:11:7T7:90:4e (try 1/3)

Jun 27 00:37:08 whbdl.tc.redhat.com kernel: wlp3st: RX AssocResp from 02:1a:11:77:90:4e (capab=0x411 status=0 aid=1)

Jun 27 00:37:08 whdl.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: authenticating -> associating
Jun 27 B0:37:08 whbidl.tc.redhat.com kernel: wlp3st: associated

Jun 27 00:37:08 wh41.tc.redhat.com NetworkManager[1279]: <info> (wlp3s@): supplicant interface state: associating -= associated

Jun 27 00:37:08 wbdl.tc.redhat.com NetworkManager[1279]: <info> (wlp3sl@): supplicant interface state: associated -> 4-way handshake
Jun 27 00:37:08 whbdl.tc.redhat.com NetworkManager[1279]: <info> (wlp3sk): supplicant interface state: 4-way handshake -= completed

lines 5070-5117/5165 99%
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Real World Examples

* But this time, sealert Is still talking about user content and home directories... We're
dealing with content in the system web content directory, /var/www/html.
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[root@w541 ~]# sealert -1 cB@BbZel3-8637-4564-8916-8288b28f145c¢
SELinux is preventing /usr/sbin/httpd from read access on the file index.html.

*H**+*  Plugin catchall boolean (89.3 confidence) suggests Aok ko ok ko o ok o ok

IT you want to allow httpd to read user content

Then you must tell SELinux about this by enabling the 'httpd read user content' boolean.
You can read 'None' man page for more details.

Do

setsebool -P httpd read user content 1

*Hrk+ Plugin catchall (11.6 confidence) suggests Aok bk ok ko ok ko ok ok ok ok ok ok

IT you believe that httpd should be allowed read access on the index.html file by default.
Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# ausearch -c 'fusr/sbin/httpd' --raw | auditZallow -M my-usrsbinhttpd

# semodule -X 300 -1 my-usrsbinhttpd.pp

Additional Information:

Source Context system u:system r:httpd t:s0®

Target Context unconfined u:object r:user_home t:s@

Target Objects index.html [ file ]

Source Jusr/sbin/httpd

Source Path Jusr/sbin/httpd

Port <Unknown>

Host w4 1.tc.redhat.com

Source RPM Packages httpd-2.4.18-1.fc23.x86 64

Target RPM Packages

Policy RPM selinux-policy-3.13.1-158.15.fcZ3.noarch

Selinux Enabled True

Folicy Type targeted

Enforcing Mode Enforcing

Host Name whdl.tc.redhat.com

Platform Linux wb4l.tc.redhat.com 4.5.7-200.fc23.xB6_64 #1
SMP Wed Jun 8 17:41:50 UTC 2016 x86 64 xB6 64

Alert Count 1

First Seen 2016-06-27 00:36:59 POT

Last Seen 2016-06-27 00:36:59 POT

Local ID cbBbZel3-8637-4564-8916-8288b281145¢

Raw Audit Messages

type=AVC msg=audit (1467013019.225:592): avc: denied { read } for pid=1491 comm="/usr/sbin/httpd" name="index.html" dev="dm-0" ino=19805083 scontext=system u:system r:httpd t:s0 tcontext=u
nconfined u:object r:user home t:s@ tclass=file permissive=0
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* A quick Is -Z reveals the issue.
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[root@wbd]l ~]# 1s -1Z2 Jvar/www/html/index.html
-M'w-rw-r--. 1 root root unconfined u:object r:user home t:sb 206 Jun 27 00:23 /va

Fowww/html /S index . html
[root@w541 ~1# B
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* We moved instead of copied, so the file kept its original context.
* To change the context, we can run one of a couple of commands.
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* First we need to figure out what the label should be. Look at a known good file label.
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File Edit Wiew Terminal Tabs Help

[root@w541 ~1# 1s -1dZ /var/www/html/

drwxr-xr-x. 4 root root system u:object r:|[giadeleiEsils
27 Svar/waww/html/

[root@w541 ~1# B

elgiN=nlumN : =0 4098 Jun 27 G006:
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* Use that Information as arguments for the chcon (change context) command
* The long form is:
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[root@w541 ~1# 1s -1dZ /var/www/html/

drwxr-xr-x. 4 root root system u:object r:httpd sys content t:s@ 4096 Jun 27 Q0:
27 Svar/waw/html/

[root@wb4]1 ~]# chcon -u system U -r object r -t httpd sys content t Jvar/www/htm
1/index.html B

Hredhat #Hrhsummit




Real World Examples

* Remember that the targeted policy doesn't use the SELInux user or role. The short
form Is:
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File Edit Wiew Terminal Tabs Help
[root@w541 ~]# chcon -t httpd system content t /var/www/html/index.html B
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* I'm lazy. If | jJust want to reference a known good context, the shortest form Is:
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File Edit Wiew Terminal Tabs Help

[root@wb4]1 ~]# chcon --reference Svar/www/bhtml/ /Svar/www/html/index.html
[root@w541 ~1# B

Lad o =l Es
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* [f you Jjust want to restore a directory and all its files to the default context, the easiest
to remember IS restorecon:
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File Edit Wiew Terminal Tabs Help

[root@w54]1 ~]# restorecon -vR Svar/www/html/

restorecon reset Svar/www/html/index.html context unconfined u:object r:user hom
e t:sb-=unconfined u:object r:httpd sys content t:sb

[root@w541 ~1# B
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this is our cool web site
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Context Information
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Where Are These Contexts Stored?

* restorecon uses information from /etc/selinux/targeted/contexts/files/file _contexts (and
other files in that directory) to determine what a file or directory's context should be.

* There are over 4000 entries In this file. Don't modify this file directly, your changes will
be lost!
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File Edit View Terminal Tabs H
fF

o A system U
Ja?quotah. (user|group)
fnsri/.*)7 system U
fays(/.*)7 system U
fren(/ . *®)7 system U
Sfmnt (/L7 1%*) 7 -d

fmat (/L7 ]*) 7 -1
/bin/.* system u:object
fdev/.* system u:object
fvar/.* system u:object
fsrv/.* system u:object
Jusr/.* system u:object
Jtmp/ . ¥ <<none>>

Jrun/.* system u:object
Jopt/.* system u:object
fetc/.* system u:object
f1lib/.* system u:object
Jusr/ . ¥\ cgl - -
Jopt/.*¥\.cgl - -
Sroot(/.*)7 system U
fdev/[@-9] . % - C

Jrun/ ¥\ Fpld <<none=>

Terminal - root@w541: ~

elp

system u:object r:default t:sb

;object r:etc runtime t:sb
- - system u:object r:quota db t:s0
:object r:var t:sb

:object r:sysfs t:sb
:object r:xen image t:sb
system u:object r:mnt t:sb
system u:object r:mnt t:sb
r:bin t:sb

r:device t:sb

r:var t:st

r:var t:st

F:usr t:st

r:var_run t:sb

r:usr t:st

r:etc t:sb

F:lib t:s0

system u:object r:httpd sys script exec t:s0
system u:object r:httpd sys script exec t:s0
:object r:admin home t:sC

system u:object r:usb device t:sb

AT S
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fvar/waw/html/[7/]*/cgl-bin(/.*) 7 system u:object r:httpd sys script exec
t:sb

fusrfacroread/(.*¥/)?7intellinux/nppdfh .so - - system u:ocbject r:textre
1 shlib t:s@

Jusrfacroread/ (. *¥/)?1ib/ [~/ ]*v.so(N. [T/ ]*)* - - system u:object r:textre
L shlib t:s@

Jusr/lib/agems/ . *¥/ApplicationPoolServerkExecutable - - system u:object
r:passenger exec t:s

fusr/bin/preupg.* - - system u:object r:preupgrade exec t:sb
Svar/run/bacula.* - - system u:object r:bacula var run t:st
Jusr/lib/1ipsec/ . * - - system u:object r:bin t:sb

Susr/bin/pingus.* - - system u:object r:bin t:s0

Jetc/ppp/ip-uph. . * - - system u:object r:bin t:s0

fetc/clpe/ip-up.* - - system u:object r:bin 1:s0

Jusr/sbin/ciped.* - - system u:object r:ciped exec t:s0
fvar/log/vsttpd.* - - system u:cobject r:xferlog t:s@

fusr/lib/gnupg/ . * - - system u:object r:gpg exec t:s0
Svar/run/charon.* - - system u:object r:ipsec var run t:st

fdev/shm/ 1 ldpad.* - - system u:object r:lldpad tmpfs t:s0
fvar/log/mcelog.* - - system u:object r:mcelog log t:sb
Jusr/sbin/rmmod.* - - system u:object r:insmod exec t:s0
fvar/run/fstatd.* - - system u:object r:mon _statd var run t:sC
Jusr/pbin/umount . * - - system u:object r:mount exec t:sb
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Real World Examples

 Someone tells you to create a web directory somewhere non-standard - /foo/bar - for a
virtual web site.
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Real World Examples

* You create the directory:
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File Edit Wiew Terminal Tabs Help

[root@wb4]1 ~]# mkdir -p /foo/bar

[root@w541 ~1# 1s -1 /foo/

total 4

drwxr-xr-x. 2 root root 4096 Jun 27 01:53 bar
[root@ws41 ~1# B
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* You define the virtual web site in httpd.conf:
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help
MameVirtualHost *:80

<\VirtualHost *:80>
Serverfdmin webmaster@dummy-host.example.com
DocumentRoot /foo/bar
Directorylndex 1ndex.html
SserverName dummy-host.example.com
ErrorLog logs/dummy-host .example.com-error_log
CustombLog logs/dummy-host .example.com-access log common

<Directory /foo/bar>

Require all granted
</Directory=>
</VirtualHost>

<\VirtualHost *:80>
ServerfAdmin webmaster@wb4]l.tc. rednat.com
DocumentRoot /Jvar/www/himl
DirectoryIndex 1ndex.html
ServerName wbdl.tc.redhat.com
ErrorLog logs/wh4l.tc.redhat.com-error log
CustombLog logs/wh4l.tc.redhat.com-access log common
</VirtualHost=>

"Jetc/httpd/conf.d/virthost.conf" 23L, 609C written

e |
LA o (=]
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 You create an index.html file:
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File Edit Wiew Terminal Tabs Help

[root@wb4]1 ~1# echo "this 1s the dummy-host.example.com web page" = /foo/bar/ind
ex.html

[root@wad]l ~]# cat /foo/bar/index.himl

this 1s the dummy-host.example.com web pade

[root@ws41 ~1# B
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e Restart the web server:
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File Edit Wiew Terminal Tabs Help

[root@wsd] ~]# systemctl restart htipd.service
[root@w541 ~1# B
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* When you test the page...
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“- Test Page for the Apache HTTP Server on Red Hat Enterprise Linux - Mozilla Firefox | & o= 2o
File Edit Wiew History Bookmarks Tools Help

Test Page for the Apache... x | &

o durnrmy-host.example.com C Search o B8 9 3+ & 4 ™ v B =
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Red Hat Enterprise Linux Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:
The fact that you are seeing this page indicates that the website you just visited is either experiencing problems, oris You may now add content to the directory svar/www/html /. Mote that until you do so, people visiting your website will see
undergoing routine maintenance, this page. and not your content, To prevent this page from ever being used, follow the instructions in the file retc/httpd

Jconf . d/welcome. conf,
If you would like to let the administrators of this website know that you've seen this page instead of the page you
expected, you should send them e-mail. In general, mail sent to the name "webmaster" and directed to the website's You are free to use the image below on web sites powered by the Apache HTTF Server:
domain should reach the appropriate person.
, , o , wered by .
For example, if yvou experienced problems while visiting www.example.com, you should send e-mail to WY VYl ™
"webmaster@example.com".

For information on Red Hat Enterprise Linux, please visit the Bed Hat, Inc. website, The documentation for Red Hat
Enterprise Linux is available on the Red Hat, Inc. website.

Hredhat #Hrhsummit




Real World Examples

* What logfile should we check?
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e journalctl
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Jun 27 02:47:26 wb4l.tc.redhat.com audit[4515]: AVC avc: denied { getattr } for pid=4515 comm="/usr/sbin/httpd" path="/foo/bar/index.html" dev="dm-0" ino=25559043 scontext=system u:system

_r:httpd t:s@ tcontext=unconfined u:object r:default t:s0 tclass=file permissive=0

Jun 27 02:47:26 wb41l.tc.redhat.com audit[4515]: AVC avc: denied { getattr } for pid=4515 comm="/usr/sbin/httpd" path="/foo/bar/index.html" dev="dm-0" ino=25559043 scontext=system u:system

_r:httpd t:s@ tcontext=unconfined u:object r:default t:s0 tclass=file permissive=0

Jun 27 02:47:29 w541.tc.redhat.com dbus[1071]: [system] Activating service name='org.fedoraproject.Setroubleshootd' (using servicehelper)

Jun 27 02:47:29 w541 .tc.redhat.com dbus[1071]: [system] Successfully activated service 'org.fedoraproject.Setroubleshootd’

Jun 27 02:47:29 w541 .tc.redhat.com setroubleshoot [4666]: failed to retrieve rpm info for /foo/bar/index.html

Jun 27 02:47:30 wb41.tc.redhat.com setroubleshoot [4666]: SELinux is preventing /usr/sbin/httpd from getattr access on the file /foo/bar/index.html. For complete SELinux messages. run sealert
-1 187c64e6-2bd0-4aa3-9862-249273ab90a7

Jun 27 02:47:30 whbd1l.tc.redhat.com python3[4666]: SELinux is preventing Jusr/sbin/httpd from getattr access on the file /foo/bar/index.html.

oo oo o e e F)'Lugir-l CatChall_labEIS (BB-B Cor—]fidence} SUQQES":S oo oo oo e o e oo o oo e o e o e o e e e e

IT you want to allow httpd to have getattr access on the index.html file
Then you need to change the label on /foo/bar/index.html
Do
# semanage fcontext -a -t FILE TYPE '/foo/bar/index.html'
where FILE TYPE is one of the following: NetworkManager exec t, NetworkManager log t, NetworkManager tmp t, abrt dump oops exec t, abrt etc
t, abrt exec t, abrt handle event exec t, abrt helper exec t, abrt retrace coredump exec t, abrt retrace spool t, abrt retrace worker exec t, abrt tmp t, abrt upload watch tmp t, abrt var ca
che t, abrt var log t, abrt var run_t, accountsd exec t, acct data t, acct exec t, admin crontab tmp t, admin passwd exec t, afs logfile t, aide exec t, aide log t, alsa exec t, alsa tmp t,
amanda exec t, amanda log t, amanda recover _exec t, amanda tmp t, amtu exec t, anacron _exec t, anon inodefs t, antivirus exec t, antivirus log t, antivirus tmp t, apcupsd cgl content t, apcu
psd cgl htaccess t, apcupsd cgi ra content t, apcupsd cgi rw content t, apcupsd cgli script exec t, apcupsd log t, apcupsd tmp t, apm exec t, apmd log t, apmd tmp t, arpwatch tmp t, asterisk
log t, asterisk tmp t, audisp exec t, auditadm sudo tmp t, auditctl exec t, auth cache t, authconfig exec t, automount tmp t, avahli exec t, awstats content t, awstats htaccess t, awstats ra_
content t, awstats rw content t, awstats script exec t, awstats tmp t, bacula admin exec t, bacula log t, bacula tmp t, bacula unconfined script exec t, bin t, bitlbee log t, bitlbee tmp t,
blueman_exec t, blueman_tmp_t, bluetooth helper exec t, bluetooth_helper _tmp t, bluetooth_helper_tmpfs t, bluetooth tmp t, boinc_log t, boinc_project tmp_t, boinc _tmp_t, boot t, bootloader e
xec_t, bootloader tmp t, brctl exec t, bugzilla content t, bugzilla htaccess t, bugzilla ra content t, bugzilla rw content t, bugzilla script exec t, bugzilla tmp t, calamaris exec t, calama
ris log t, calamaris www t, callweaver log t, canna log t, cardctl exec t, cardmgr dev t, ccs tmp t, ccs var lib t, ccs var log t, cdcc exec t, cdcc tmp t, cdrecord exec t, cert t, certmaste
r var_log t, certmonger unconfined exec t, certwatch exec t, cfengine log t, cgred log t, cgroup t, checkpc exec t, checkpc log t, checkpolicy exec t, chfn _exec t, chkpwd exec t, chrome sand
box _exec t, chrome sandbox nacl exec t, chrome sandbox tmp t, chronyd var log t, cinder api tmp t, cinder backup tmp t, cinder log t, cinder scheduler tmp t, cinder volume tmp t, cloud init
tmp t, cloud log t, cluster conf t, cluster tmp t, cluster var lib t, cluster var log t, cluster var run_t, cobbler etc t, cobbler tmp t, cobbler var 1ib t, cobbler var log t, cockpit tmp t,
collectd content t, collectd htaccess t, collectd ra content t, collectd rw content t, collectd script exec t, collectd script tmp t, colord exec t, colord tmp t, comsat _tmp t, condor log t
, condor master tmp t, condor schedd tmp t, condor startd tmp t, comman _log t, conman_tmp t, consolehelper exec t, consolekit exec t, consclekit leog t, couchdb log t, couchdb tmp t, courier_
exec_t, cpu online t, cpucontrol _exec t, cpufregselector exec t, cpuspeed exec t, crack exec t, crack_tmp_t, cron_log t, crond tmp_t, crontab exec t, crontab_tmp_t, ctdbd log t, ctdbd tmp t,
cups pdf tmp t, cupsd config exec t, cupsd log t, cupsd lpd tmp t, cupsd tmp t, cvs content t, cvs data t, cvs exec t, cvs htaccess t, cvs ra content t, cvs rw content t, cvs script exec t,
cvs tmp t, cyphesis exec t, cyphesis log t, cyphesis tmp t, cyrus tmp t, dbadm sudo tmp t, dbskkd tmp t, dbusd etc t, dbusd exec t, dcc client exec t, dcc client tmp t, dcc dbclean exec t,
dcc_dbclean tmp t, dccd tmp t, dccifd tmp t, dccm tmp t, ddclient log t, ddclient tmp t, debuginfo exec t, deltacloudd log t, deltacloudd tmp t, denyhosts var log t, depmod exec t, devicekit
_disk exec t, devicekit exec 1, devicekit power exec t, devicekit tmp t, devicekit var log t, dhcpc exec t, dhcpc tmp t, dhcpd tmp t, dirsrv _config t, dirsrv _share t, dirsrv_snmp var_ log t,
dirsrv_tmp t, dirsrv var log t, dirsrv_var run_t, dirsrvadmin config t, dirsrvadmin content t, dirsrvadmin htaccess t, dirsrvadmin_ra content t, dirsrvadmin_ rw content t, dirsrvadmin script
exec t, dirsrvadmin tmp t, dirsrvadmin unconfined script exec t, disk munin plugin exec t, disk munin_plugin tmp t, dkim milter tmp_t, dlm controld var log t, dmesg exec t, dmidecode exec t,
dnsmasg_var_log t, dnssec trigger tmp t, docker leg t, docker tmp t, dovecot auth tmp t, dovecot deliver tmp t, dovecot tmp t, dovecot var log t, drbd tmp t, dspam content t, dspam htaccess
1T, dspam_log t, dspam_ra content t, dspam_rw content t, dspam _script _exec t, etc runtime t, etc t, evtchnd var log t, exim exec t, exim log t, exim _tmp t, failZban client exec t, faillZban_1
og t, failZban tmp t, faillZban var lib t, failleg t, fenced tmp t, fenced var log t, fetchmail exec t, fetchmail log t, file context t, fingerd log t, firewalld exec t, firewalld tmp t, fire
walld var log t, firewallgui exec t, firewallgui tmp t, firstboot exec t, foghorn var log t, fonts cache t, fonts t, fprintd exec t, fregset exec t, fsadm exec t, fsadm log t, fsadm tmp t, f
sdaemon_tmp_t, ftpd tmp_ t, ftpdctl exec t, ftpdctl tmp_t, games exec t, games tmp t, games tmpfs t, gconf tmp t, gconfd exec t, gconfdefaultsm exec t, gear log t, geoclue exec t, geoclue tmp
T, getty exec t, getty log t, getty tmp t, gfs controld var log t, git content t, git htaccess t, git ra content t, git rw content t, git script exec t, git script tmp t, git sys content t,
gitd exec t, gitosis exec t, gitosis var lib t, gkeyringd exec t, gkeyringd tmp t, glance log t, glance registry tmp t, glance tmp t, glusterd log t, glusterd tmp t, gnomesystemmm exec t, g
pg_agent exec t, gpg_agent tmp t, gpg exec t, gpg helper exec t, gpg pilnentry tmp t, gpg pinentry tmpfs t, gpm tmp t, gpsd exec t, groupadd exec t, groupd var log t, gssd tmp t, haproxy var_
log t, hostname etc t, hostname exec t, hsgldb tmp t, httpd cache t, httpd config t, httpd exec t, httpd helper exec t, httpd keytab t, httpd lock t, httpd log t, httpd modules t, httpd pass
wd exec t, httpd php exec t, httpd php tmp t, httpd rotatelogs exec t, httpd squirrelmail t, httpd suexec exec t, httpd suexec tmp t, httpd sys content t, httpd sys htaccess t, httpd sys ra_
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* Note that at the end it tells you to restorecon!
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nagios _services plugin_exec t, nagios system plugin exec t, nagios _system plugin_tmp_t, nagios_tmp_t, nagios unconfined plugin _exec t, nagios _var_ lib t, named checkconf exec t, named exec t,
named log t, named tmp t, namespace init exec t, ncftool exec t, ndc _exec t, net conf t, netlabel mgmt exec t, netutils exec t, netutils tmp_t, neutron log t, neutron tmp t, newrole exec t,
nova log t, nova tmp t, nscd log t, nsd leg t, nsd tmp t, ntop tmp t, ntpd log t, ntpd tmp t, ntpdate exec t, numad var log t, nut upsd tmp t, nut upsdrvctl tmp t, nut upsmon tmp t, nutups
cgl content t, nutups cgi htaccess t, nutups cgl ra content t, nutups cgl rw content t, nutups cgl script exec t, nx _server tmp t, obex exec t, oddjob mkhomedir exec t, openshift cgroup_ read
_exec t, openshift cgroup read tmp t, openshift content t, openshift cron tmp t, openshift htaccess t, openshift initrc tmp t, openshift log t, openshift net read exec t, openshift ra conten
t t, openshift rw content t, openshift script exec t, openshift tmp t, openshift var 1ib t, opensm _log t, openvpn_status t, openvpn_ tmp t, openvpn var log t, openvswitch log t, openvswitch t
mp_t, openwsman_log t, openwsman tmp t, osad log t, pads exec t, pam _console exec t, pam_timestamp tmp t, passenger exec t, passenger log t, passenger tmp t, passenger var lib t, passenger v
ar_run_t, passwd exec t, passwd file t, pcp log t, pcp _tmp t, pcscd var run_ t, pdns control exec t, pegasus openlmi storage tmp t, pegasus tmp t, pinentry exec t, ping exec t, piranha log t,
piranha web tmp_t, pkcs slotd tmp t, pki_ra etc rw t, pki ra log t, pki_ra var_ lib t, pki _ra var_run_t, pki tomcat cert_t, pki tomcat log t, pki tomcat tmp t, pki _tps etc rw t, pki tps log_
t, pki tps var lib t, pki tps var run_t, plymouth exec t, plymouthd var log t, podsleuth exec t, podsleuth tmp t, podsleuth tmpfs t, policykit auth exec t, policykit exec t, policykit grant
exec t, policykit resolve exec t, policykit tmp t, polipo exec t, polipo log t, portmap helper exec t, portmap tmp t, postfix bounce tmp t, postfix cleanup tmp t, postfix exec t, postfix loc
al_tmp t, postfix map exec t, postfix map _tmp t, postfix pickup tmp t, postfix pipe tmp t, postfix postdrop exec t, postfix postdrop t, postfix postgueue exec t, postfix gmgr tmp t, postfix
showg_exec t, postfix smtp tmp t, postfix smtpd tmp t, postfix virtual tmp t, postgresgl log t, postgresqgl tmp t, pppd exec t, pppd log t, pppd tmp t, pptp _log t, prelink exec t, prelink log
1, prelink_tmp t, prelude 1ml tmp t, prelude log t, preupgrade data t, preupgrade exec t, prewikka content t, prewikka htaccess t, prewikka ra content t, prewikka rw content t, prewikka scr
ipt exec t, privoxy log t, proc_t, procmail exec t, procmail log t, procmail tmp t, prosody log t, prosody tmp t, psad tmp t, psad var log t, ptchown exec t, public content rw t, public cont
ent t, pulseaudio exec t, pulseaudio tmpfs t, puppet log t, puppet tmp t, puppet var lib t, puppetca exec t, puppetmaster tmp t, pwauth exec t, pyicgt log t, qdiskd var leog t, gemu exec t, g
mail tcp _env_exec t, gpldd tmp_t, guota exec t, rabbitmg var_ log t, racoon_tmp_t, radiusd log t, readahead exec t, realmd exec t, realmd tmp_t, redis log t, rhev_agentd log t, rhev_agentd tm
p t, rhsmcertd exec t, rhsmcertd log t, rhsmcertd tmp t, ricci modcluster wvar log t, ricci tmp t, ricci var log t, rkhunter var 1lib t, rlogind tmp t, rolekit tmp_ t, rpcbind tmp t, rpm _exec t
, rem_log t, rpm script tmp t, rpm_tmp t, rssh _chroot helper exec t, rssh exec t, rsync exec t, rsync _log t, rsync tmp t, rtas errd log t, rtas errd tmp t, rtkit daemon exec t, run _init exec
t, samba etc t, samba log t, samba net exec t, samba net tmp t, samba var t, sambagul exec t, sanlock log t, sblim tmp t, screen exec t, secadm sudo tmp t, sectoocl tmp t, sectool var log t,
sectoolm exec t, security t, selinux munin plugin exec t, selinux _munin plugin tmp t, semanage exec t, semanage tmp t, sendmall exec t, sendmail log t, sendmail tmp t, sensord log t, servic
es munin plugin exec t, services munin plugin tmp t, session dbusd tmp t, setfiles exec t, setkey exec t, setroubleshoot fixit exec t, setroubleshcot fixit tmp t, setroubleshcot tmp t, setro
ubleshoot var log t, setroubleshootd exec t, setsebool exec t, seunshare exec t, sge job exec t, sge shepherd exec t, sge tmp t, shell exec t, shorewall log t, shorewall tmp t, showmount exe
c t, slapd cert t, slapd log t, slapd tmp t, slpd log t, smbcontrol exec t, smbd tmp t, smokeping cgil content t, smokeping cgi htaccess t, smokeping cgi ra content t, smokeping cgi rw conten
t t, smokeping cgil script_exec t, smokeping var_lib t, smokeping var_run_t, smoltclient exec t, smoltclient tmp_ t, smsd log t, smsd tmp_t, snapperd exec t, snapperd log_t, snmpd log t, snort
_log t, snort_tmp t, sosreport exec t, sosreport tmp t, soundd tmp t, spamc _exec t, spamc_tmp t, spamd log t, spamd tmp t, spamd update exec t, speech-dispatcher exec t, speech-dispatcher lo
g_t, speech-dispatcher tmp t, squid content t, squid cron exec t, squid htaccess t, squid log t, squid ra content t, squid rw content t, squid script exec t, squid tmp t, sguirrelmail spool
t, src_t, ssh agent exec t, ssh agent tmp t, ssh exec t, ssh keygen exec t, ssh keygen tmp t, ssh keysign exec t, ssh tmpfs t, sssd public t, sssd selinux _manager exec t, sssd var lib t, sss
d var log t, staff sudo tmp t, stapserver log t, stapserver tmp t, stunnel tmp t, su exec t, sudo exec t, sulogin exec t, svc multilog exec t, swvc_run exec t, svc start exec t, svirt tmp t,
svnserve tmp t, swat tmp t, swift tmp t, sysadm passwd tmp t, sysadm sudo tmp t, sysfs t, syslogd tmp t, sysstat exec t, sysstat log t, system conf t, system cronjob tmp t, system db t, syst
em dbusd tmp t, system dbusd var lib t, system mail tmp t, system munin plugin exec t, system munin plugin tmp t, systemd logind var run_t, systemd passwd agent exec t, systemd passwd var ru
N t, systemd systemctl exec t, tcpd tmp t, telepathy gabble exec t, telepathy gabble tmp t, telepathy idle exec t, telepathy idle tmp t, telepathy logger exec t, telepathy logger tmp t, tele
pathy mission _control_exec t, telepathy mission control _tmp t, telepathy msn _exec t, telepathy msn_tmp t, telepathy salut exec t, telepathy salut _tmp t, telepathy sofiasip exec t, telepathy_
sofiasip tmp t, telepathy stream engine exec t, telepathy stream engine tmp t, telepathy sunshine exec t, telepathy sunshine tmp t, telnetd tmp t, tetex data t, textrel shlib t, tagtd tmp t,
thin aeolus configserver log t, thin log t, thumb exec t, thumb tmp t, tmp t, tmpreaper exec t, tomcat log t, tomcat tmp t, tor var log t, traceroute exec t, tuned log t, tuned tmp t, tvtime
_exec t, tvtime tmp t, tvtime tmpfs t, udev tmp t, udev var run_t, ulogd var log t, uml exec t, uml tmp t, uml tmpfs t, unconfined exec t, unconfined munin plugin exec t, unconfined munin pl
ugin tmp t, update modules exec t, update modules tmp t, updfstab exec t, usbmodules exec t, usbmuxd exec t, user cron spool t, user fonts t, user home t, user mail tmp t, user tmp t, userad
d exec t, userhelper exec t, usernetctl exec t, usr_t, utempter exec t, uucpd log t, uucpd tmp t, uux exec t, var lib t, var_log t, var_spcocol t, varnishd tmp t, varnishlog log t, wvdagent log
T, virsh exec t, virt log t, virt gemu ga log t, virt gemu ga tmp t, virt gemu ga unconfined exec t, virt tmp t, virtd Ixc exec t, vlock exec t, vmtools helper exec t, vmtools tmp t, vmware
_exec t, vmware host tmp t, vmware log t, vmware tmp t, vmware tmpfs t, wvnstat exec t, vpnc _exec t, vpnc tmp t, w3c validator content t, w3c validator htaccess t, w3c validator ra content t,
w3c_validator_rw content_t, w3c validator _script exec t, w3c_validator_tmp_t, watchdog log t, watchdog unconfined exec t, webadm tmp_t, webalizer content t, webalizer exec t, webalizer htac
cess t, webalizer ra content t, webalizer rw content t, webalizer script exec t, webalizer tmp t, winbind log t, wine exec t, wireshark exec t, wireshark tmp_ t, wireshark _tmpfs t, wpa cli ex
ec t, wtmp_t, xauth exec t, xauth tmp t, xdm exec t, xdm log t, xdm unconfined exec t, xend tmp t, xend var log t, xenstored tmp t, xenstored var log t, xferlog t, xserver exec t, xserver_lo
g_t, xserver_tmpfs t, ypbind tmp_ t, ypserv_tmp t, zabbix log t, zabbix script _exec t, zabbix tmp_t, zarafa deliver log t, zarafa deliver tmp_t, zarafa gateway log t, zarafa ical log t, zaraf
& indexer log t, zarafa indexer tmp t, zarafa monitor log t, zarafa server log t, zarafa server tmp t, zarafa spooler log t, zarafa var lib t, zebra log t, zebra tmp t, zoneminder content t,
zoneminder exec t, zoneminder htaccess t, zoneminder log t, zoneminder ra content t, zoneminder rw content t, zoneminder script exec t, zoneminder var lib t, zos remote exec t.

Then execute:
restorecon -v '/foo/bar/index.html’
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Real World Examples

* What directory should we look at to get the correct context label?

Hredhat #Hrhsummit




Terminal - root@w541: ~ AR S [

File Edit Wiew Terminal Tabs Help

[root@w541 ~1# 1s -1dZ /var/www/html/

drwxr-xr-x. 4 root root system u:object r:httpd sys content t:s@ 4096 Jun 27 G2Z:
27 Jvar/www/html/

[root@w541 ~1# B
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Real World Examples

* We actually want all of the files under /foo to have the right context, so we'll use a
regular expression (you can get the syntax from
[etc/selinux/targeted/contexts/files/file contexts):
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Terminal - root@w541: ~

File Edit Wiew Terminal Tabs Help

[root@w541 ~1# 1s -1dZ /var/www/html/

drwxr-xr-x. 4 root root system u:object r:|[giadeleiEsils
27 Svar/waww/html/

e |
LA o (=]

elgiN=nIumN : =0 4098 Jun 27 B0Z:

[root@w541 ~1# semanage fcontext -a -t httpd sys content t "/foo(/.*)?"B
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Real World Examples

* Or, if you're like me (lazy), you can use the -e (equals) argument to semanage
fcontext:
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Terminal - root@w541: ~ AR S [
File Edit Wiew Terminal Tabs Help

[root@wb4]l ~]# semanage fcontext -a -e /Svar/www/html /foo
[root@w541 ~1# B
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Real World Examples

* Now run restorecon against the directory:
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Terminal - root@w541:~ T S

File Edit Wiew Terminal Tabs Help

[root@wb4]l ~]# semanage fcontext -a -e /Svar/www/html /foo

[root@wb4]l ~]# restorecon -vR /foo

restorecon reset /foo context unconfined u:object r:default t:sU-zunconfined uU:o
bject r:httpd sys content t:s@

restorecon reset /foo/bar context unconfined u:object r:default t:sb->unconflned
_U:object r:httpd sys content t:sC

restorecon reset /foo/bar/index.html context unconfined u:object r:default t:s0-
>Jnconfined u:object r:httpd sys content t:sb

[root@w541 ~1# B
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Real World Examples

e Test the site:
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‘- Mozilla Firefox lﬁ} o= e
File Edit Wiew History Bookmarks Tools Help

| httpyffdumm...ample.com/ % |

s

| € | (0 durmmy-host.example.com v o | |-::-\ Search | % B 3 & 4 " Qv o =
f5Most Visitedv  EJRed Hat - Calendar @ 7524 Travel Vortal @ My Account Snapshot  ERMail summit 2016 emc... M Podcasts, Oggcasts... []Sats Stuffv

this is the dummy-host.example.com web page
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Policy Modules
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Creating Policy Modules

* In the case that a boolean or labeling does not fix your issue, you might have to create
a policy module.
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Creating Policy Modules

* In this example, | want to install squirrelmail on a RHEL 6 mall server. Other than using
journalctl instead of /var/log/messages, the process Is the same.
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SsquirrelMail = Login — Mozilla Firefox

File Edit View History Bookmarks Tools Help

. _iSqguirrelMail - Login || % |

e |[:3 armitage.tc.redhat.com/webmail/src/login.php

ElMost Visited ™ Mllred Hat WMl Customer Portal

Ml Documentation M Red Hat Network ZZimbra

SqguirrellNail

wwebrmail
for
nUCs

SquirrelMail version 1.4.22
By the SquirrelMail Project Team

SquirrelMMail Login

MName: |'|=r'EC|| |

Passwnrd:|-------- |

| Login |
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SsquirrelMail = Error connecting to IMAP server: localhost. — Mozilla Firefox

File Edit View History Bookmarks Tools Help
. _iSquirrelMail - Error connecting ... || T |

e |:: armitage.tc.redhat.com/webmail/src/redirect.php

ole

5l Most Visited~ MlRed Hat MM Customer Portal MM Documentation Ml Red Hat Metwork ©ZZimbra

SqguirreillNail
wwebrmrail

B - = r, T
T, L 3 fFor
@' E g | =+

o s
g et R

SquirrelMail version 1.4.22
By the Squirreliail Project Team

FRROR

Error connecting to IMAP server: localhost.
13 : Permission deniled

o to the login page

-
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root@armitage:~ it - =

File Edit Niew Search Terminal Help

type=AVC msg=audit (1340221054 . 097 :22692) 1 avc: denied { name connect } for pil
d=3592 comm="httpd" dest=143 scontext=unconftined u:system r:httpd t:s0 tcontext=
system uiobject r:ipop port t:s0 tclass=tcp socket

type=5SYSCALL msg=audit (1340221054 .097 :232659%2) 1 arch=cQ00003e syscall=42 success=n
o0 exit=-12 al=12 al=/7/7T0929a05%bb0 aZ=lc azZ=TtT0o00 items=0 ppid=35%90 pid=25932 auid=0
Uid=48 gid=48 euid=4E8 suid=48 fTsuid=4E8 egid=48 sgid=48 fTsgid=48 tty=(nong) sas=
1 comm="httpd" exe=" usr/sbin/httpd" subj=unconfined u:system r:httpd t:s0 key=|
P L L)

type=AV_ msg=audit (1340321054 . 098 :22693) ¢ avc: denied { name connect } for pi
d=359=2 comm="httpd" dest=143 scontext=unconftined u:system r:httpd t:s0 tcontext=
system uiobject r:ipop port t:sl tclass=tcp socket

type=SYSCALL msg=audit (1240221054 098 :22692) ¢ arch=cO00003e syscall=4r success=n
o exit=-12 ab=12 al=/71T093289a0c2:0 aZ=10 azi=/T09365891814c items=0 ppid=3%90 pid=259
2 aulid=0 uid=4E8 gid=4E euid=4E8 suid=48 Tsulid=48 egid=48 sgid=48 Tsgid=48 tty=(no
ne) ses=1 comm="httpd" exe="/usr/sbin/httpd" subj=unconfined u:system r:httpd t:
s key=(rnull)
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root@armitage:~ it =] =]
File Edit Miew Search Terminal Help

usr/shares/setroubleshoot/plugins/catchall boolean.py", LlLine 76, in check for man
#O1Z man_pade = name.split(" ")[0O0] + " selinux"#FO1Z2AttributeError: "'tuple' ob
ject has no attribute 'split'’
Jurn 21 18:22:21 armitage setroubleshoot: SELinux is preventing Susr/Ssbinshttpd T
rom rname connect access on the tcocp socket . For complete SELinux messages. run s
calert -1 fTodcaied-4ftel-4998-8Bheb-dedZba79dbZ
Jurn 21 18:23:21 armitage setroubleshoot: SELinux is preventing Afusr//sbin/httpd T
rom name connect access on the tocp socket . For complete SELinux messages. run s
calert -1 Todcaied-4TeZ-4998-8heb-dedZba79dbZ
Jun 21 18:24:15% armitage setroubleshoot: [avc .ERROR] Plugin Exception catchall b
oolean #0O01Z2Traceback (most recent call last) :#012 File "Jusr/lLibed/pythonZ.&/si
te-packages/setroubleshoot/analyze.py", Line 191, in analyze awvcH#OD1lL report =
plugin.analyze(avc #0012 File "Jusr/sharessetroubleshoot/pluginss/catchall boole
amn.py’', Line 2920, in analyze#O1lZ man_ page = self.check fTor man(b)#012 File "/
usr/sharessetroubleshoot/plugins/catchall boolean.py", Line 76, in check for man
H#HO1Z2 man_ pade = name.split("” ")J[O0] + " selinux"#FO1Z2AttributeError: "tuple' ob
ject has no attribute 'split'’
Jurn 21 18:24:1% armitage setroubleshoot: SELinux is preventing SJusrSsbinshttpd T
rom rname connect access on the tcocp socket . For complete SELinux messages. run s
calert -1 Tedcaied-4Tel-4998-Bheb-dedZ2ba 9dbZ

Jurn 21 18:24:1% armitage setroubleshoot: SELinux is preventing SJusrSsbinshttpd T
rom rname connect access on the tcocp socket . For complete SELinux messages. run s
calert -1 Tedcazied-4TtTel-4998-Bheb-dedZba 9dbZ l
[ root@armitage ~1# |}
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Creating Policy Modules

* Now that | know there Is an SELInux issue, | set SELInux enforcement to “permissive”
and then run the application through all its paces. In this case, sending and receiving
mail.

* This will log denials but not act on them. If you don't do this, you'll fix one, trigger a
second, fix the second, trigger a third, etc. It's easier to run the app in permissive mode
and catch all of them.
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root@armitage:™

File Edit WView

[ root@armitage
[ root@armitage

Search Terminal Help

~1# setenforce 0

~] # .

==
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TS quirrelMail 1.4.22 — Mozilla FireFos T e ]
File Edit WView History Bookmarks Tools Help
i squirrelMail 1.4.22 | # |

G-
5] Most Visited~ MlRed Hat MM Customer Portal MM Documentation Ml Red Hat NMetwork - ZZimbra

£
:

Compose Addresses Folders Options Search Help Scuirrellviail

i} armitage.tc.redhat.com/webmail/src/webmail.php V@| l":"'-"' Google Q| @

To:|barney@armitage.tc.redhat.com
CC:

Bco:

Subject:|test from SquirrelMail

Pric:rity| Nc:nrmaL| - | Recelipt: [ On Read L] On Delivery

Signature || Addresses || Save Draft || Send

this is a test of sending e-mail]

| Send *
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SsquirrelMail = Login — Mozilla Firefox

File Edit WView History Bookmarks Tools Help

. _ISqguirrelMail - Login || e |
@) [(B> cona-

&o |[:} armitage.tc.redhat.com/webmail/src/login.php
Ml Documentation M Red Hat Network [ ZZimbra

Sl Most Visited ™ Mlred Hat WM Customer Portal
Sqguirreillail
wwebrmail
for

g =

SquirrelMail version 1.4.22
By the SquirrelMMail Project Team

SquirrelMail Login

MName: |I::|E|rr'ue‘5,.r |

Passwr::nrd:|------ |

| Login .L
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TS quirrelMail 1.4.22 — Mozilla FireFos T e ]

File Edit WView History Bookmarks Tools Help

. _iSquirrelMail 1.4.22 H < ]
<o

5] Most Visited~ MlRed Hat MM Customer Portal MM Documentation Ml Red Hat NMetwork - ZZimbra

i} armitage.tc.redhat.com/webmail/src/webmail.php V@| l":"'-"' Google Q| @

Compose Addresses Folders Options Search Help Squirrelihail
Toggle All WViewlng IWMessage: 1 (1 total)
Move Selected To: Transform Selected Messages:
INED}{| - | | Mowve | | Forward | Read | | Unread | | Delete |
From m Date m Subject m

] fredaarmitage.tc.redhat.com 6:07 pm test from SquirrelMail

Toggle All WViewling MWMessage: 1 (1 total)
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— M

root@armitage:™

File Edit Niew Search Terminal Help
[ root@armitage —~]# sealert -1 Todcazed-4tel-4998 -8heb-dedZbas9db?
Gtk -Maessage: Failed to lLload module "pk-gtk-module": libpk-gtk-module.so: cannot

open shared object fTile: No such Tile or directory
SELinux 1is preventing Jusrssbinshttpd Trom name connect access on the tcocp socket

C B 2 I I::-‘L L-Igj_r'l |: -EI'IZ |: h-EI-L-L |: 'l E]E] i |: I:II.—.I -Fider—.ll: e :| Suggegt S b el ol ol ol ol e el e e ol ol el e e e ol ol e ol ol e e ol ol ol e

IT you believe that httpd should be allowed name connect access on the tocp sock

et by deftault.
Then yvou should report this as a bug.
You can generate a Local policy module to allow this access.

Do
allow this access fTor now by executing:

# grep httpd svar/slogsaudit/saudit.log | auditZallow -M mypol
# semodule -i mypol.pp

[ root@armitage ~]1# |
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— -

root@armitage:™

File Edit Niew Search Terminal Help

[ root@armitage ~]# grep httpd svarsloglaudit/ audit.log

lLocal

S e e i e D e G Do D D Depi D Jepi Dt Dep S D D D I MI::-DF{TAHT e ol e ol ol e e e e e o e ol e il ol e i e b ol

To make this policy package actiwve,
sagmodule -i sqguirrellocal (pp

[ root@armitage ~1# |

execulteae:

auditZallow

-M sqguirrel
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Note

* Actually, this error could be fixed by setting a boolean. | am just creating a policy
module so you can see it being done.

Hredhat #Hrhsummit




e

root@armitage:™ [
File Edit WView Search Terminal Help
[ root@armitage ~]1# cat sguirrellocal .te

module squirrellocal 1.0;

require {
type httpd T ;
type smitp port t;
type pop port T
class tcp socket name connect;

¥

#1111 This avec can be allowed using one of the these booleans:

= httpd can sendmail, allow ypbind, httpd can network connect
allow httpd t pop port t:tcp socket name connect;

FIMI This avec can be allowed using one of the these booleans:

= httpd can sendmail, allow ypbind, httpd can network connect

allow httpd t smtp port t:tcp socket name connect;
[ root@armitage —]1#
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root@armitage:~ aita, - B M)

File Edit Niew Search Terminal Help
[ root@armitage —~]# semodule -1 Squirrellmcal.pp.
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root@armitage:™

File Edit Niew

[ root@armitage
[ root@armitage

Search Terminal Help

~]1# setenforce 1

~]# .
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SsquirrelMail = Login — Mozilla Firefox

File Edit View History Bookmarks Tools Help

[pr—, |
"

b RHMN Satellite - Systems - 5., 0% “8 dovecot rhel6 - Google Sear... °2

i
e

I SqguirrelMail - Login % |

' RHEL 6 Dovecot - RHA-Wili

- =]

= 4

. [Dowvecot] [SOLVED] Cannot... &= " T |

<&o |[:3 armitage.tc.redhat.com/webmail/src/login.php

v & |

M~ Cooqle ﬁ-l T

E1Most Visited~ MlRed Hat MM Customer Portal MM Documentation Ml Red Hat Metwork [ ZZimbra

SqguirrellNail

wwebrmail
for
nUCs

SquirrelMail version 1.4.22
By the SquirrelMail Project Team

SquirrelMMail Login

MName: |'|=r'EC|| |

Passwnrd:|-------- |

| Login ]
3
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TS quirrelMail 1.4.22 — Mozilla Firefos T T T T

File Edit View History Bookmarks Tools Help

b RHM Satellite - Systems - S... &% H[jj} SquirrelMail 1.4.22 3 Hi]dm.re:ut rhel6 - Google Sear... i H[:} RHEL 6 Dovecot - RHA-Wiki 2 H[:} [Dovecot] [SOLVED] Cannot... = 1[ = ]
%

E1Most Visited~ MlRed Hat MM Customer Portal MM Documentation Ml Red Hat Metwork [ ZZimbra

i} armitage.tc.redhat.com/webmail/src/webmail.php V@| l"':""-" Google Q| @

Compose Addresses Folders Options Search Help Saguirrelviail

Mowve Selected To: Transform Selected Messages:
INED}{| - | | M owve | | Forward | Read | | Unread | | Delete |
From m Datem SubjectmD

THIS FOLDER IS EMPTY
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Enabling SELInux

Hredhat #rhsummit



Enabling SELInux

* To enable SELInux on a system, edit /etc/selinux/config and set SELINUX=permissive
* Do not set It to enforcing, as it will more than likely hang at boot time.
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Terminal - root@gluster-dev-aus-001:~ T

File Edit Wiew Terminal Tabs Help

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy 1s enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy 1s loaded.

SELINUX=permissiv@

# SELINUXKTYPE= can take one of three two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are pro
tected.

# mls - Multli Level Security protection.

SELINUXTYPE=targeted

"Jetc/selinux/config" 14L, 547C written
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Enabling SELInux

* Then create a file in the root of the filesystem called .autorelabel
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=

File Edit

root@g
root@g]

Terminal - root@gluster-dev-aus-001:~

View Terminal Tabs Help

Uster-dev-aus-0600E01 ~]

Uuster-dev-aus-001 ~

root@g]

uster-dev-aus-001 ~

# vl fetc/selinux/contig

|# touch /.autorelabel

1# B
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Enabling SELInux

* Reboot, and the system will relabel the filesystem.
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AN gluster-dev-aus-001.tc.redhat.com on QEMU/KVM

File Wirtual Machine View Send Key

|=| B il

Started Create list of required static device nodes for the current kernel.
Started Apply Kernel Variables.
Mounted Debug File System.
Mounted POSIX Message Queue File 3System.
started Remount Root and Kernel File Systems.
3tarted Journal Service.
Started LUMZ metadata daemon.
starting LUMZ metadata daemom...
starting Conf igure read-only root support...
starting Flush Journal to Perszistent Storage...
Starting Load-Save Random 3Jeed. ..
Starting wudev Coldplug all Dewvices...
starting Create 3tatic Device Nodes in ~dev. ..
dtarted Load-3ave Random Seed.
Started Flush Journal to Persistent Storage.
Started Create 5tatic Device Nodes in ~dev.
Started Conf igure read-only root support.
Reached target Local File Systems (Pre).
Starting wdev Kernel Device Manager...
Started udev Coldplug all Devices.
Started uwdev Kernel Device Manager.
Created =slice system-lumssZdpuscan.zlice.
starting LUMZ PU scan on device £52:2...
Starting LUMZ PU scan on device 252:17...
Found device rsdevsdisks/by-uuidraedbedce-bbHe-4648-8335-311714682c77d .
Mounting ~boot...
Found device -sdevwsmapper-rhel_gluster--dev-—-auz--B81-swap.
Activating swap sdevsmapper-rhel_gluster--dev--aus--8B81-swap. ..
Activated swap sdevsmapper-rhel_gluster--dev--aus--BH1-swap.
Reached target Swap.
Mounted ~boot.
Started Monitoring of LUMZ mirrors, snapshots etc. using dmeventd or progress polling.
Reached target Local File Systems.
starting Import network conf iguration from initramfs...
starting Tell Plymouth To Write Out Runtime Data...
Starting Relabel all filesystemz, if necessary...
dtarted LUMZ PU scan on device 252:17.
Started Import network configuration from initramfs.
starting Create Uolatile Files and Directories...

1 Started LUMZ PU scan on device Z252:2.

1 Started Tell Plymouth To Write Out Runtime Data.

Warning —- 3ELinux targeted policy relabel is required.
Relabeling could take a very long time, depending on file
system =zize and speed of hard drives.
rning: Skipping the following R-0 filesystems:
sys-fs/cgroup
31 .8
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Enabling SELInux

* You can also run fixfiles relabel.

—-Don't do it in runlevel 5 - it deletes everything in /tmp and your X font server will get
real cranky about that.

e Reboot after it's done.
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AN gluster-dev-aus-001.tc.redhat.com on QEMU/KVM

File Wirtual Machine View Send Key

|=| | w

[rootlgluster-dev-aus-B81 “1#t fixfiles relabel

Files in the stmp directory may be labeled incorrectly, this command
can remove all files in stmp. If you choose to remove files from tmp,
a reboot will be required after completion.

Do you wish to clean out the ~tmp directory [N]1? y

leaning out ~tmp

raning: Skipping the following R-0 filesystems:

sys-fs/cgroup

raning: Skipping the following R-0 filesystems:

sys-fz/cgroup
Relabeling ~ ~boot rdev sdewshugepages ~sdevsmqueue sdewspts sdewsshm /run srunsuser-sH -ssys
188 . B2

leaning up labels on Atmp
[rootlgluster-dev-aus-H81 ™ 1#

Hredhat #Hrhsummit

Q redhat



Enabling SELInux

* After everything Is relabeled, then set it to enforcing in /etc/selinux/config and reboot or
run setenforce 1.
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Graphical Tools
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Graphical Tools

* This stuff Is so easy, even a Windows admin can do it!

- |nstall xorg-x11-xauth, a font (I like bitmap-fixed-fonts, or you can do yum groupinstall
fonts), and policycoreutils-gul. and you can ssh -Y into the box and run system-
config-selinux
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Terminal - root@gluster-dev-aus-001:~ P

File Edit Wiew Terminal Tabs Help

[root@gluster-dev-aus-60601 ~]1# yum -y 1nstall xorg-xll-xauth policycoreutlils-gul
bitmap-fixed-fontsh
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File Edit Wiew Terminal Tabs Help

psmisc x86 B4
pulseaudio-libs x86 64
pyCcalro x86 64
pyatkZ x86 64
pyatkZ-1l1bglade x86 64
pyorblit x86 64
python-1IPy noarch
rest x86 B4
sellinux-pollcy-devel noarch
setools-1l1bs x86 64
sound-theme- freedesktop noarch
startup-notification x86 64
UdisksZ x86 64
Usermode-gtk x86 64
Xch-util x86 B4
Xml-common noarch

Transactlon sSummary

(+120 Dependent packages)

Install 3 Packages
Total download size: 5l
Installed size: 172 M

Is this ok [y/d/N]: v

Terminal - root@gluster-dev-aus-001:~

22.20-9. el7/
6.0-7.el’/
1.8.10-8.el
2.24.0-9. el
2.24.0-9. el
2.24.0-15.e
B./>-b.el’/
B.7.92-3.el/
3

3

0

0

Z

1

0

0

N

v

13.1-80.el7 2.7
3.7-4b.el’
.8-3.el/
12-8.el7
1.2-6.el7/
.111-5.el7/
?
1

AL 0-2.el

T T T T T T T T T T T T T T T

.fi}*z.lﬁl?-;-iﬂ

l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-7-server-rpms
l-/7-server-rpms
l-/7-server-rpms
l-/7-server-rpms

l-/7-server-rpms

140
576
157
914
23
51
32
62
3.3
485
377
39
312
1106

M A A A A A A A A A A A A A
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Terminal - root@gluster-dev-aus-001:~

File Edit Wiew Terminal Tabs Help

mesa-Libglapl.x86 64 0:10.6.5-3.20150824.el7/
pango.x86 64 0:1.36.8-2.el/

pixman.x86 64 0:0.32.6-3.el/
policycoreutlils-devel.x86 64 (0:2.2.5-20.el7/
policycoreutlils-python.x86 64 0:2.2.5-20.el/
psmisc.x86 64 0:22.20-9.el/
pulseaudio-libs.x86 64 0:6.0-7.el/
pycalro.x86 64 @:1.8.10-8B.el/

pygtkZ.x86 b4 ©0:2.24.0-9.el/
pygtkZ-libglade.x86 64 @:2.24.0-9.el7/
pyorblt.x86 64 0:2.24.0-15.el7/
python-IPy.noarch 0:0.75-6.el7

rest.x86 64 0:0.7.92-3.el/
selinux-pollicy-devel.noarch @:3.13.1-60.el/7 2.7
setools-libs.x86 64 (0:3.3.7-4b.el/
sound-theme-freedesktop.noarch 0:0.8-3.el/
startup-notification.x86 64 @0:0.12-8.el/
udisksZ.x86 64 @:2.1.2-6.el/

usermode-gtk.x86 64 ©:1.111-5.el7/
xch-utll.x86 64 0:0.4.0-2.el/
*mlL-common.noarch 0:0.6.23-29.el/

Complete!
[root@gluster-dev-aus-6001 ~]4# I

e |
LA o (=]
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n

Terminal - root@gluster-dev-aus-001:~ L=l s

File Edit Wiew Terminal Tabs Help

[Tcameron@wbd]l ~]1% ssh -Y root@gluster-dev-aus-001
Warning: Permanently added "'gluster-dev-aus-6001,192.168.124.125" (ECDSA) to the
list of known hosts.

root@gluster-dev-aus-6001's password:
Last login: Mon Jun 27 18:07:04 2016 from wi4l.tc.redhat.com

This 1s a private system. Trespassers wlill be violated!
Jusr/bin/xauth: file /Jroot/.Xauthority does not exist
[root@dgluster-dev-aus-0601 ~]# I
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File Edit Wiew Terminal Tabs Help

Terminal - root@gluster-dev-aus-001:~

Last Llogin: Mon Jun 27 18:0/7:04 201t from wbhidl.tc.rednhat.com
This 1s a private system. Trespassers wlll be violated!

JSusr/bin/xauth:

file /root/.Xauthority does not exlist

root@gluster-dev-aus-601 ~]# SEElIEIelaiREeER=1=1NR gV}
GConft Error: Client falled to connect to the D-BUS dasmon:
Soin/dbus-Llaunch terminated abnormally without any error message
fusr/share/system-config-selinux/system-conflg-selinux.py://7: Warning: g object
get vallist: object class 'GnomeProgram’' has no property named 'default-icon’

ML = gtk.glade.XML ("/usr/share/system-config-selinux/system-config-selinux.g

lade"” , domaln=PROGNAME)

GConft Error: Client falled to connect to t
Jobin/dbus-launch terminated abnormally wit
GConft Error: Client falled to connect to t
Soin/dbus-Llaunch terminated abnormally wit
GConft Error: Client falled to connect to t
Jobin/dbus-launch terminated abnormally wit
GConft Error: Client falled to connect to T
Sobin/dbus-launch terminated abnormally wit
GConft Error: Client falled to connect to t
Jobin/dbus-launch terminated abnormally wit
GConft Error: Client falled to connect to t
Soin/dbus-Llaunch terminated abnormally wit
GConft Error: Client falled to connect to t
Jobin/dbus-launch terminated abnormally wit

ne D-BUS
nout any
e D-BUS
nout any
ne D-BUS
nout any
ne D-BUS
nout any
ne D-BUS
nout any
e D-BUS
nout any
ne D-BUS

nout any

daemon :
error message
daemon :
error message
daemon :
error message
daemon :
error message
daemon :
error message
daemon :
error message
daemon :
error message

AT S

Hredhat #Hrhsummit




[ﬁ SELinux Administration (3]

File Help

select: System Default Enforcing Mode Permissive v
Boolean Lurrent Entorcing Mode Fermissive i
File Labeling System Default Policy Type:  targeted i
User Mapping —- Relabel on next reboot.

SELinux dser
Metwork Fort
Folicy Module

Frocess Domailn
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[

SELinux Administration

File Help
aelect: =
status “ a
Rewert Lustomlzed
Eoolean
File Lakeling Filter |
User Mapplng
SEL 5 AU Lleen ACctiwve ‘Mudule hd DEE:FiFtiDn =
Metwork Eont ~ abrt Determine whether abrt-handle-upload
: abrt Determine whether AERET can run 1n th
Folicy Module
: abrt Allow AERET to modity public +1les us
Frocess Domaln
antivirus Determine whether can antivirus prog
antivirus Allow antivirus programs to read non
apache Allow httpd to access cits file syst
apache Allow Apache to modity public files
apache Dontaudit Apache to search dirs.
apache Allow Apache to guery M: records
~ apache Allow httpd cg1l support
apache Allow Apache to communicate with sss
apache Allow httpd to run gpg
apache Allow HTTFD scripts and modules to C_J

b
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d
File Help

Select:
Status

Eoolean

File Labeling

User Mapplng
sELinux User
Metwork Fort
Folicy Module

Frocess Domailn

Hredhat Hrhsummit

SELinux Administration

+ ]

Acld Froperties
Filter
File
specitication

=)
T

Customlzed

il

Delete

Selilnux
Fi1le Type

File
Type

Aok detault_t:=s0 all -
ALTA T4+ etc_runtime_t :s0 regl
fat's mht_t:s0 dlre
;fa?quutaﬂ.[uzerlgruup] quota_db_t :s0 rEgL
/N Lautofsck etc_runtime_t sl [ =1=40!
A oadtorelabel etc_runtime_t sl e
Ahaculals )7 bhacula_store_t:sU all -
Ab1n bin_t:s0 all -
Abhins L® bin_t:s0 all -
fbhindalsaunmute alsa_exec_t:s0 [ =1=40!
fbhindbash shell_exec_t:sl e
fhinshashs shell_exec_t:s0 regu
AR ArY ash chell awvar t ==l (aI=T=d N
e — *




.

File Help

Select:
Status

Boolean

File Labeling

User Mapping
SELINux User
Metwork Port
Policy Module

Process Domaln

SELinux Administration £ EN
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% <l ® Q

Add Properties  Delete  Customized

Filter [fn:n:u|
File v Selinux
Specification File Type

httpd sys content_t:s

jusrishareffoormnatic/dbfoldprinterids  cupsd _rw_etc_t:s0

pvarfcachefoormatic(y *)7 cupsd _rw_etc t:s0




E SELinux Administration |r{h_._._|:| o
File Help
Select: — —

Status + ! @ E;E Q

= oolean Add Properties Delete Group VWiew Customized

File Labeling Filker | |

User Mapping SELinux Port v Protocol  MLS/MCS |

SELinux User Type Level

afs3 callback port t

Policy Module afs3 callback port t tep 50 7001

Process Dormain afs bos port t udp s0 7007
afs fs port t udp 50 7000
afs fs port t tep 50 2040
afs fs port t udp 50 7005
afs ka port_ t udp 50 7004
afs _pt port_t udp s0 7002
afs vl port t udp 50 7003
agentx_port_t udp 50 705
agentx_port_t tcp s0 f03
amanda _port_t udp 50 10080-10082
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File Help

Select:
Status

Boolean
File Labeling
User Mapping

SELInUx User

Metwork Port

Policy Module

Process Domaln

SELinux Administration |r{h_._._|:| '
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4 <l ® Q

Add Properties Delete Group VWiew Customized

I‘ﬁ'
!

Filter | http

%ﬁiﬂux Hort v Protocol tﬂEI;SéFII‘-HES Port
http_cache port t tep s0 8118
http_cache port t tep 50 8080
http_cache port t udp 50 3130
http port_t tep 50 488
http port_t tep s0 443
http port_t tep s0 81
http_port_t

http_port_t tep 50 8008
http_port_t tep 50 8009
http_port_t tep 50 8443
http_port_t tep 50 9000
pegasus_http port t tcp s0 oDEB




SELinux Administration (on armitage.tc.redhat.com)

File Help

Select: : oo
otatus LJ & — EEE -
Eon] e e Rcd Femowe Enable Audit
File Labeling Filter |
User Mapplng Module Mame 1’|UEP51DH |E]
SEL1nux User
Hetwork Fort accountso 01 .0
Folicy Module acda S
Frocess Domaln af= R

: 3liccu 0.0
> aide .
0.0

SlSe=er

BB R N R R R R R R R R
|_"|.
N
O

amanda

amawl1s 10 .45

amtu EA

apache 1 .=

apcupsd b.l

arpuwatch 2.1

asterisk . |
00,
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' SELinux Administration {on armitage.tc.redhat.com) it = = s

File Help

Sselect : - i
— I":II:II:""
status LJ %% . :
RI=10 Fclcd Femowe Enable Audit
Eoolean
File Lakbeling Filter-laquirreﬂ
U=ser Mapplng Module Mame | Wersion —
SEL1nu= User souirrellocal

MHetworlk Fort
Folicy Module

Frocess Domaln
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Conclusion
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Hopefully you feel like this, now!

Cohlm iT] %4 TIRED OF BEING |
A SEINNY SCARE RS

CHARLES AFLAS SAVE B
Al MAKE ME 4 WEwW gy

- HERES A LOVE-TAR o aH, JOE ! Youl e
s FROM THAT “BAG OF BOMES, /| | ARE A REAL < 0

1
"
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Final Thoughts

* Don't turn It off!

* SELInux can really save you in the event of a breach.

* [t's much easler to use SELInux today than it was just a few years ago
* NSA grade security Is available at no extra cost - use It!
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Thank You!

* If you liked today's presentation, please rate it!
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More Information

 SELInux Guide:
https://access.redhat.com/site/documentation/en-US/Red Hat Enterprise Linux/7-
Beta/html/SELInux Users and Administrators Guide/index.html

* Fedora Project SELIinux Docs: http://fedoraproject.org/wiki/SELInux
* fedora-selinux-list (mailing list):
- https://www.redhat.com/mailman/listinfo
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More Information

* http://access.redhat.com has several videos about SELInux. Dave Egts and Dan
Walsh have covered topics from confining users to sandboxing.

* Dan Walsh's blog:
- http://danwalsh.livejournal.com/
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THANK YOU!
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LEARN. NETWORK.
EXPERIENCE OPEN SOURCE.
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LEARN. NETWORK.
EXPERIENCE OPEN SOURCE.

Hredhat #Hrhsummit




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100
	Slide 101
	Slide 102
	Slide 103
	Slide 104
	Slide 105
	Slide 106
	Slide 107
	Slide 108
	Slide 109
	Slide 110
	Slide 111
	Slide 112
	Slide 113
	Slide 114
	Slide 115
	Slide 116
	Slide 117
	Slide 118
	Slide 119
	Slide 120
	Slide 121
	Slide 122
	Slide 123
	Slide 124
	Slide 125
	Slide 126
	Slide 127
	Slide 128
	Slide 129
	Slide 130
	Slide 131
	Slide 132
	Slide 133
	Slide 134
	Slide 135
	Slide 136
	Slide 137
	Slide 138
	Slide 139
	Slide 140
	Slide 141
	Slide 142
	Slide 143
	Slide 144
	Slide 145
	Slide 146
	Slide 147
	Slide 148
	Slide 149
	Slide 150
	Slide 151
	Slide 152
	Slide 153
	Slide 154
	Slide 155
	Slide 156
	Slide 157
	Slide 158
	Slide 159
	Slide 160
	Slide 161
	Slide 162
	Slide 163
	Slide 164
	Slide 165
	Slide 166
	Slide 167
	Slide 168
	Slide 169
	Slide 170
	Slide 171
	Slide 172
	Slide 173
	Slide 174
	Slide 175
	Slide 176
	Slide 177
	Slide 178
	Slide 179
	Slide 180
	Slide 181
	Slide 182
	Slide 183
	Slide 184
	Slide 185
	Slide 186
	Slide 187
	Slide 188
	Slide 189
	Slide 190
	Slide 191
	Slide 192
	Slide 193
	Slide 194
	Slide 195
	Slide 196
	Slide 197
	Slide 198
	Slide 199
	Slide 200
	Slide 201
	Slide 202
	Slide 203
	Slide 204
	Slide 205
	Slide 206
	Slide 207
	Slide 208
	Slide 209
	Slide 210
	Slide 211
	Slide 212
	Slide 213
	Slide 214
	Slide 215
	Slide 216
	Slide 217
	Slide 218
	Slide 219
	Slide 220
	Slide 221
	Slide 222
	Slide 223
	Slide 224
	Slide 225
	Slide 226
	Slide 227
	Slide 228
	Slide 229
	Slide 230
	Slide 231
	Slide 232
	Slide 233
	Slide 234

