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Thomas's Contact Info

● thomas@redhat.com

● choirboy in #rhel on Freenode

● thomasdcameron on Twitter

● http://people.redhat.com/tcameron

● http://excogitat.us



Lon's Contact Info

● lhh@redhat.com

● http://lon.fedorapeople.org/

● lon on Freenode



Agenda

● Red Hat and Clustering

● Architecture

● Configure the Shared Storage (iSCSI Target)

● Configure the Shared Storage (iSCSI Initiator)

● Install web server software on all nodes



Agenda

● Connect to the web management UI

● Define a Cluster

● Create Cluster Filesystem

● Mount point clustered vs. persistent



Agenda

● Define the fence device

● Assign hosts to fence device ports

● Define Failover Domains

● Define Resources For Clustered Web Service

● Define Clustered Web Service

● Test Clustered Web Service

● Test Failover



Red Hat and Clustering

● Red Hat leads the way in Open Source clustering

● Acquired Sistina for $31 million in early 2004, including 
Global Filesystem and ClusterSuite.

● Made the code Open Source in mid-2004.

● Red Hat now offers Resilient Storage (clustered 
filesystem - GFS2) and High Availability (high 
availability application services) as layered products.



Architecture

● We will be demonstrating a three-node cluster



Architecture

● The management node is lady3jane.tc.redhat.com. It 
runs the cluster management web interface and also 
happens to be an iSCSI target (iSCSI is not necessary 
on the management node, we're only using it for 
demonstration purposes). It has two gigabit NICs.

● Installed with:
● @ High Availability Management
● @ Network Storage Server





Architecture

● The cluster nodes are neuromancer.tc.redhat.com, 
finn.tc.redhat.com, and armitage.tc.redhat.com. They 
connect using iSCSI in a multipath configuration over 
two gigabit NICs.

● Installed with:
● @ iSCSI Storage Client
● @ Storage Availability Tools
● @ High Availability
● @ Resilient Storage







Architecture

● The end result will be an Apache web server which 
uses a “floating” IP address so it can move from one 
physical machine to another.

● The web site will use a GFS2-formatted filesystem 
which is concurrently accessible, read-write, by all 
three nodes of the cluster.



Configure the Shared Storage (iSCSI Target)

● Verify the Network Storage Server group is installed 
(should have been done by kickstart).





Configure the Shared Storage (iSCSI Target)

● On the target (in this case lady3jane, but can be any 
RHEL box):

● Create a partition. In this case, use fdisk to create 
/dev/sda4 (might require reboot)







Configure the Shared Storage (iSCSI Target)

● On the target (in this case lady3jane, but can be any 
RHEL box):

● Edit /etc/tgtd/targets.conf









Configure the Shared Storage (iSCSI Initiator)

● On each cluster node, ensure that the following groups 
are installed:

● iSCSI Storage Client
● Storage Availability Tools
● High Availability
● Resilient Storage

(This should have been done by kickstart.)





Configure the Shared Storage (iSCSI Initiator)

● Make sure iscsid and iscsi are chkconfig'd on.





Configure the Shared Storage (iSCSI Initiator)

● Discover the target using both “paths” (in this case, 
subnets).





Configure the Shared Storage (iSCSI Initiator)

● Log into the portal via both paths.





Configure the Shared Storage (iSCSI Initiator)

● From each initiator, define the multipath connection to 
the target.





Configure the Shared Storage (iSCSI Initiator)

● I like to set both paths enabled, so I set 
path_grouping_policy multibus

● I prefer to send the next I/O based on how free a path 
is, so I set path-selector to “service-time 0”

● See http://docs.redhat.com/docs/en-
US/Red_Hat_Enterprise_Linux/6/html-
single/DM_Multipath/index.html#config_file_defaults 
for details.





Configure the Shared Storage (iSCSI Initiator)

● Once you've modified your /etc/multipath.conf file, 
restart multipathd service and check with multipath -ll.





Configure the Shared Storage (iSCSI Initiator)

● I recommend you copy your /etc/multipath.conf and 
/etc/multipath/bindings files to the other nodes to make 
sure you have persistent naming.





Configure the Shared Storage (iSCSI Initiator)

● Verify all nodes are connected.





Configure the Shared Storage (iSCSI Initiator)

● Use your favorite partitioning tool to create a partition 
on the mpath device.

● You may need to run partprobe or log out and log back 
into the target to re-read the partition table.

● Once you've partitioned, leave it. We will create a 
clustered filesystem later on.







Install web server software on all nodes

● Run yum -y groupinstall web-server





Install web server software on all nodes

● Make sure that httpd is chkconfig'd off – we want the 
clustering software to start it, not the OS boot process.





Install web server software on all nodes

● Set the web server to listen on the “floating” IP address 
you'll be assigning to the web site.

● Change the “Listen” directive in 
/etc/httpd/conf/httpd.conf on all nodes in the cluster.







Make Node Manageable

● Make sure that ricci is chkconfig'd on and you've set 
the password for the ricci user.

● We'll manage these nodes from the management 
console or the command line from here on out.





Connect to the web management UI

● On the management server (lady3jane) make sure that 
luci is chkconfig'd on, and running.





Connect to the web management UI

● Go to the URL listed when it starts 
(https://host.domain.tld:8084)

● It's a self-signed certificate, so you'll have to add a 
security exception.









Define a Cluster

● Manage Clusters/Create
● Name the cluster
● List the members and their ricci passwords
● Download new or use local packages
● Reboot?
● Enable shared storage?







Define a Cluster

● From the command line:
● ccs -h armitage --createcluster summit
● ccs -h armitage --addnode armitage.tc.redhat.com
● ccs -h armitage --addnode finn.tc.redhat.com
● ccs -h armitage --addnode neuromancer.tc.redhat.com
● ccs -h armitage --sync --activate
● ccs -h armitage --startall











Define a Cluster

● To connect to the running cluster via the web UI, 
choose to “add” instead of “create” a cluster.









Create Cluster Filesystem

● We created a multipath block device earlier, now we're 
going to carve it up. We'll use LVM to create a slice for 
the web service.

● Make sure you enable clustered LVM on each node. If 
you don't do this, your volume groups will be 
inaccessible!













Create Cluster Filesystem

● You can add the clustered filesystem resource to your 
cluster (mounted on one node at a time), or mount it 
via /etc/fstab (all nodes concurrently).



Create Cluster Filesystem

● Via /etc/fstab looks something like this.







Create Cluster Filesystem

● We'll show you how to make a filesystem resource 
available in a clustered service shortly.



Define the fence device

● A fence device is designed to STONITH to protect your 
data.

● You don't want two nodes to think they both own a 
filesystem but not tell each other about writes to that 
filesystem.

● It's better to take a node offline or otherwise isolate it 
from data.

● Can be managed power ports, fiber switch ports, SCSI 
reservations, iLO, DRAC, RSA, etc. This presentation 
will show setting up a WTI power switch.



Define the fence device

● From the web UI.































Define the fence device

● From the command line.









●Define Failover Domains

● Failover domains are used to assign host priorities for 
a running service. 

● The lower the priority, the higher the likelihood of a 
service running on a host (like nice).

● You can create failover domain(s) for each service you 
define.



●Define Failover Domains

● From the web UI.

















●Define Failover Domains

● From the command line.







Define Resources For Clustered Web Service

● We'll start with the GFS2 filesystem we created earlier. 

● If you want it to be available to one host at a time, you 
can define it as a resource to be used by a service.













Define Resources For Clustered Web Service

● Next we'll add an IP address to use a resource.







Define Resources For Clustered Web Service

● Now the start/stop script for Apache.







Define Resources For Clustered Web Service

● Or from the command line:









Define Clustered Service

● In this case, a clustered web service.



Define Clustered Service

● From the web UI.

















Define Clustered Service

● There is built in logic that gives filesystems priority over 
IP addresses, which have priority over network 
services. You can set parent/child relationships, but for 
simple services like this, you don't strictly need to.



Define Clustered Service

● From the command line











Test Clustered Web Service

● Manual migration from the web UI









Test Clustered Web Service

● Manual migration from the command line









Test Clustered Web Service

● Crash one of the resources













Test Clustered Web Service

● Crash one of the hosts























And that's it! You're all clustered up!

● We've shown you how to do this from the web UI and 
the command line!

● As an appendix to this deck, there are two shell scripts 
I use to build and destroy my cluster at 
http://people.redhat.com/tcameron/



Thank You!

● If you liked today's presentation, please fill out the 
evaluation form!



Questions?
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