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RED HAT NETWORK POWER 

USER TIPS AND TRICKS (PART 1)



Agenda

● Red Hat and Red Hat Network Satellite Server
● Spacewalk

● Assumptions

● There is a method to the madness!

● Installation tips

● Organizations

● Configuration file management
● Advanced use including macros

● System Groups



Agenda

● Channel Cloning

● Locked Channels

● Internally developed or third party packages

● Activation keys

● Kickstart profiles

● DHCP/PXE/tftp for kickstart



Red Hat and Red Hat Network Satellite Server

● RHN Satellite is the best systems management 
solution for Red Hat products.

● Mature, robust product with hundreds of thousands of 
servers under management at customers in practically 
every vertical you can imagine.



Red Hat and Red Hat Network Satellite Server

● As Fedora is the upstream, community project for Red 
Hat Enterprise Linux, Spacewalk is the upstream, 
community project for Red Hat Network Satellite 
Server

● http://spacewalk.redhat.com/

http://spacewalk.redhat.com/


Assumptions

● You are already familiar with RHN Satellite/Fedora 
Spacewalk

● This is not an introduction, we will be moving rather 
quickly!



Assumptions

● When we talk about the Navigation Bar, we mean the 
tabs at the top of the screen:



Assumptions

● When we talk about the left navigation bar, we mean 
the gray box at the left of the screen:



Assumptions

● When we talk about sub-tabs, we are talking about the 
tabs in the middle of each page:



There is a method to the madness!

● Well, ok... maybe...
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There is a method to the madness!

● We're going to lay the foundation to making kickstart 
work really well

● Minimize human interaction/error
● Decrease deployment time/time to market

● Bear with us as we show you how to set up some 
prerequisite components which will make kickstart 
fly! It will seem as though we're bouncing around, 
but we'll tie it all up in the end.



Madness Break!

● Tips and tricks for RHN Satellite installation...

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html


Installation Tips

● Register your machine to RHN before you start the 
installation process

● Upload your Satellite certificate your machine's 
definition on RHN before you start the local installation, 
this will make the latest RHN Satellite packages 
available when installing

● Copy the certificate to the local hard drive as well





Installation Tips

● Make sure you import the Red Hat gpg key before 
installing

● rpm ­­import /etc/pki/rpm­gpg/RPM­GPG­
KEY­redhat­release



Installation Tips

● Install in disconnected mode
● mkdir /mnt/loop/

● mount ­o loop satellite­embedded­oracle­
5.4.0­20101025­rhel­5­x86_64.iso 
/mnt/loop/

● cd /mnt/loop/

● ./install.pl ­­disconnected



Installation Tips

● After installing in disconnected mode, go to Admin tab, 
then RHN Satellite Configuration in the left nav bar. 
Deselect the “Disconnected Satellite” check box. This 
will fix /etc/rhn/rhn.conf so it reads:

● server.satellite.rhn_parent = satellite.rhn.redhat.com







Installation Tips

● Before you start syncing content, su ­ oracle and 
extend the DATA_TBS tablespace to about 8GB 







Installation Tips

● Ensure you have resolvable (forward and reverse) 
FQDNs!

● Clients and the Satellite itself



Installation Tips

● The first satellite-sync is always slow. Choose the 
smallest channel you can, sync it, wait for the machine 
to settle down, and restart the satellite server service.



Madness Break

● Installation's in the Bunsen burner, now organizations.
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Organizations

● RHN Satellite had the ability to define multiple 
organizations.

● Divisions
● Internal IT vs. outsource management
● Other scenarios



Organizations

● We recommend that you define an organization right 
out of the box, even if you're completely, positively, 
100% certain that you will never, ever need multiple 
organizations.



Organizations

● Because you're wrong.



Organizations

● And it sucks to retrofit organizations into your Satellite 
server.



















Madness Break

● Organizations in the cyclotron, now to config files!
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Configuration File Management

● Configuration file management is used for keeping 
configs consistent

● Consistent == easier (cheaper) to manage





















Madness Break

● Config files in the beaker, now to system groups!
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System Groups

● Define system groups based on any number of criteria
● System Location (Austin, Raleigh, Westford)
● System Role (DB, Mail, Web)
● Satellite Admin (John, Paul, George or Ringo)

● Work with unions and intersections













Madness Break

● System groups in the autoclave. Channel cloning next!
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Channel Cloning

● Channel cloning allows you to make a copy of the 
content you receive from Red Hat and freeze it at a 
point in time.



Channel Cloning

● Great foundation for a dev -> qa -> production cycle.
● Create dev channels
● Clone content from Red Hat to dev channel
● Subscribe dev systems to dev channels
● Test in that context



Channel Cloning

● Great foundation for a dev -> qa -> production cycle.
● Create qa channels
● Clone content from dev to qa channel
● Subscribe qa systems to qa channels
● Test in that context (get user community buy-in here!)



Channel Cloning

● Great foundation for a dev -> qa -> production cycle.
● Create prod channels
● Clone content from qa to prod channel
● Subscribe prod systems to prod channels



Channel Cloning

● This web UI is great for cloning the original state of the 
channel or creating a clone of the channel as it is 
provided today.

● It is pretty painful if you want to clone a channel 
“locked” at a specific update - RHEL 5.4, RHEL 4.6, 
and so on.

● For now we'll demonstrate cloning dev, qa and 
production channels at the current state - we'll come 
back to setting up a “locked” channel later.











Channel Cloning

● This will take a while, it's making duplicate entries for 
each package (plus its metadata) in the database

● Packages themselves are not duplicated







Channel Cloning

● Now clone the appropriate child channels













Channel Cloning

● Take a look at the Errata sub-tab and the the 
List/Remove sub-tab to see that all of the errata 
(bug, security and enhancement) have been cloned.

● Cloned errata can be viewed in order of errata type, 
advisory name, or date.

● Date is very handy for backing out errata so as to be 
able to “lock” a channel, but there's still a better 
method.

● See http://bit.ly/fQCW71 for the release dates of all 
Red Hat Enterprise Linux versions.

http://bit.ly/fQCW71




Channel Cloning

● Now clone the clone.  Clone DEV to QA.  Then clone 
the QA channels to PROD.

● As new errata become available from Red Hat, you will 
clone them to DEV.  After you've done the 
development work in DEV, clone them to QA.  Once 
you are ready to put them into production, clone away.





Madness Break

● Channel cloning is in the Petri dish, on to locked channels
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Locked Channels

● To create a locked channel, use spacewalk-create-
channel from the spacewalk-remote-utils package





























Locked Channels

● Note that RHN Tools are not released as updates like 
Red Hat Enterprise Linux. Even if you use spacewalk-
create-channel, you will get a channel with 0 RPMs:







Locked Channels

● Use the web UI to copy the latest RHN tools into the 
channel.



















Locked Channels

● The man page for spacewalk-create-channel describes 
how to update a channel cloned with it to a newer 
update.

● e.g. change ­­update=gold to ­­update=1 



Madness Break

● Locked channels x-rayed, now on to internally 
developed or third party packages!
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Internally developed or third party packages

● For a session on how to create internally developed 
packages and create packages out of 3rd party COTS 
software, come to  part 2 of this presentation in this 
room in the next hour.



Internally developed or third party packages

● Two components to creating custom channels
● Web UI
● Command line



Internally developed or third party packages

● Web UI



Internally developed or third party packages

● Choose the parent channel, if any
● Note that for apps and such, you do need to make your 

custom channel a child channel.  I recommend you 
make it a child channel of a Red Hat-provided channel 
and then clone it to be a child of your cloned parent 
channels.

● In this example, I will be creating a child channel for 
the “foo” application.













Internally developed or third party packages

● Command line



Internally developed or third party packages

● For security purposes, packages must be GPG signed 
before you upload

● Please come to the second part of this presentation in 
the next hour for full details on setting up GPG



Internally developed or third party packages

● Sign your package





Internally developed or third party packages

● Make sure the rhnpush package from the RHN Tools 
channel is installed





Internally developed or third party packages

● Upload the package using rhnpush:







Internally developed or third party packages

● Import the GPG key into the Satellite Server for future 
kickstarts









Internally developed or third party packages

● Copy the GPG key into /var/www/html/pub the 
Satellite Server so that existing servers can access 
it.

● rpm ­­import http://[server]/pub/[key] 









Madness Break

● Third party packages are bubbling in the test tube, let's 
move to activation keys!
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Activation Keys

● Without activation keys, you'd have to register a 
system to the Satellite server by passing a username 
and password to rhn_register or rhnreg_ks.

● From command line means not automated
● Scripted means insecure
● Only registers to base channel
● Doesn't join any system groups
● Doesn't register to config channels



Activation Keys

● With activation keys, you can specify that when a 
server registers, it also subscribes to specified base 
and child channels, config channels, joins groups, 
even installs additional packages.





























Activation Keys

● You can define multiple keys for geography, server 
role, administrative group, etc.

















Madness Break

● Now that the activation keys are in the centrifuge, we'll 
tie it all together with kickstarts!
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Sanity!

● As we indicated, the seemingly random steps we've 
defined so far (organizations, config channels, system 
groups, cloned channels, locked channels, custom 
content, activation keys) are going to all come together 
in the kickstart process.





Kickstart

● Kickstart is Red Hat's hands-free, automated 
installation process.











































































DHCP/PXE

● With the advent of Satellite 5.3, all of the manual PXE 
setup is handled.  No more system-config-netboot!

● Make sure that tftp and xinetd are installed and turned 
on on the Satellite.

● Make sure that iptables is set to allow tftp through.

● Run cobbler check from the command line and 
follow the instructions there.







DHCP/PXE

● Note that even after running the selinux commands, 
we still had to create a couple of very basic policies for 
sendmail, tftp and initrc

● For more on SELinux, see Thomas's presentation 
SELinux for Mere Mortals 









DHCP/PXE

● Make sure you sync your kickstarts with cobbler.
● Log in as a Satellite admin for web UI





DHCP/PXE

● Make sure you sync your kickstarts with cobbler.
● Log in as root for CLI







DHCP/PXE

● Set up dhcpd.conf on your DHCP server has the 
following stanza:







DHCP/PXE

● Cobbler will build a PXE boot environment based on 
the kickstart we've defined:































And that's it!

● All the seemingly disconnected parts come together to 
make a system which can be managed at first boot.

● There is a method to the madness!



Questions?



Thank you!

● If you liked today's presentation, please let us know!

● Rick's contact info:
● spurgeon@redhat.com

● Thomas's contact info:
● thomas@redhat.com
● choirboy on #rhel on Freenode
● thomasdcameron on Twitter
● http://people.redhat.com/tcameron

mailto:spurgeon@redhat.com
mailto:thomas@redhat.com
http://people.redhat.com/tcameron
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