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Agenda

Red Hat and RHN Satellite
● Spacewalk

Assumptions

There is a method to the madness!

Setting up configuration file management
● Example of advanced use cases including configuration 

file macros

Setting up System Groups



Agenda

Channel cloning

Creating channels "locked" at a certain update

Custom channels for third party or internally developed 
content

Using activation keys for highly flexible group 
assignment, configuration file deployment, and pre-
installation and post-installation software provisioning



Agenda

Setting up kickstart profiles to perform automated 
installations

● Example of advanced kickstart options like partitioning 
and activation keys

Setting up a DHCP/PXE/tftp environment to enable 
automated installations



Red Hat and RHN Satellite

RHN Satellite is the best-in-breed systems management 
platform for Red Hat products.

Mature, robust product with hundreds of thousands of 
servers under management at customers in practically 
every vertical you can imagine.



Red Hat and RHN Satellite

As Fedora is the upstream, community project for Red 
Hat Enterprise Linux, Spacewalk is the upstream, 
community project for RHN Satellite.

http://www.redhat.com/spacewalk/

http://www.redhat.com/spacewalk/


Assumptions

You are already familiar with RHN Satellite/Fedora 
Spacewalk

● This is not an introduction, I will be moving rather 
quickly.

When I talk about the Navigation Bar, I mean the tabs at 
the top of the screen:



Assumptions

When I talk about the left navigation bar, I mean the gray 
box at the left of the screen:



Assumptions

When I talk about sub-tabs, I am talking about the tabs in 
the middle of each page:



There is a method to the madness!

Well, ok, maybe...  :-)

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html


There is a method to the madness!

We're going to lay the foundation to making kickstart 
work really well

● Minimize human interaction/error
● Decrease deployment time/time to market

Bear with me as I show you how to set up some 
prerequisite components which will make kickstart fly!



Configuration File Management

Go to the configuration tab at the top of the page, then 
Configuration Channels on the left nav bar.

Click on “create new config channel”

Fill out the required information











Configuration File Management

Click “Add Files” in the sub-tabs

Upload, import or create a file in the sub-tab
● In this example, I'll create a new directory called 

/etc/summit owned by root:root and with permissions 
rwxr-xr-x







Configuration File Management

Now add a new config file in /etc/summit

Click on the config channel name (“Summit Config 
Channel”)

Click on Add Files sub-tab

Click on Create File subtab

Create the file - path, owner, permissions, content
● Note the macro example
● See section 6.7.5.1 of the RHN Reference Guide for 

details about macros (http://tinyurl.com/pjndxr)

http://tinyurl.com/pjndxr












Madness break!

Now that we've got a config channel defined, we're going 
to let it simmer over a Bunsen burner for a while...

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html


Set up System Groups

Click on Systems Tab

Click on System Groups in the left nav bar

Click on “create a new group”











Madness break!

Now that we've defined a system group, we'll leave it in 
the cyclotron for a while...

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html


Channel Cloning

Channels Tab

Manage Software Channels in the left nav bar

Click “clone channel”
● Channel to clone
● Clone State

● Current state
● Original state
● Select errata

● Click “Create Channel”



Channel Cloning - note...

This web UI is great for cloning the original state of the 
channel or creating a clone of the channel as it is 
provided today.

It is pretty painful if you want to clone a channel “locked” 
at a specific update - RHEL 5.2, RHEL 4.6, and so on.

For now I'll demonstrate cloning dev, qa and production 
channels at the current state - we'll come back to 
setting up a “locked” channel later.











Channel Cloning

This will take some time depending on the processing 
power and disk speed of your Satellite server.

Each of the package entries in the database from the 
Red Hat provided channel (in this case RHEL 5 i386) 
will be cloned and show up as part of the newly cloned 
channel

The packages themselves are not copied - it's just the 
entries in the database.  This minimizes disk usage.



Channel Cloning

You can fill out information about the Basic Channel 
Details, Contact/Support Information, Channel Access 
Control, and GPG Security information.









Channel Cloning

Take a look at the Errata sub-tab and the the 
List/Remove sub-tab to see that all of the errata (bug, 
security and enhancement) have been cloned.

Cloned errata can be viewed in order of errata type, 
advisory name, or date.

● Date is very handy for backing out errata so as to be 
able to lock a channel, but there's still a better, albeit 
unsupported, method.

● See http://www.redhat.com/security/updates/notes/ for 
the release dates of all Red Hat Enterprise Linux 
versions.

http://www.redhat.com/security/updates/notes/








Channel Cloning

Clone the child channels appropriate for your 
environment.  In this example, RHN Tools for RHEL 5 
x86_64:











Channel Cloning

Again, you can fill out Basic Channel Details, 
Contact/Support Information, Channel Access Control, 
and GPG Security information



Channel Cloning

Lather, rinse, repeat for each of the child channels which 
make sense.  In this example, I've cloned Clustering, 
Cluster-Storage, and Virtualization.





Channel Cloning

Now clone the clone.  Clone DEV to QA.  Then clone the 
QA channels to PROD.

As new errata become available from Red Hat, you will 
clone them to DEV.  After you've done the development 
work in DEV, clone them to QA.  Once you are ready to 
put them into production, clone away.







Creating a “locked” channel

Justin Sherrill (ridiculously smart guy) of the 
Spacewalk/Satellite team (ridiculously smart team) 
came up with a peach of a script

Currently not part of RHN Satellite, hosted at 
https://fedorahosted.org/spacewalk/wiki/channel-to-update

This is not supported by Red Hat.  The only promise we 
make is that if it breaks...  you get to keep all the 
pieces.

See Appendix A of this slide deck on how to use it.  Time 
permitting I'll show Appendix A.

https://fedorahosted.org/spacewalk/wiki/channel-to-update


Madness break!

Now that we've cloned channels, we'll leave them in the 
test tube for a while...

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html


Custom Channels

For internally developed or other non-Red Hat packages.



Custom Channels - web UI actions

Channels tab

Manage Software Channels

“Create new channel” link on the right



Custom Channels - web UI actions

Choose the parent channel, if any
● Note that for apps and such, you do need to make your 

custom channel a child channel.  I recommend you 
make it a child channel of a Red Hat-provided channel 
and then clone it to be a child of your cloned parent 
channels.

In this example, I will be creating a channel for the 
utilities I need to manage my iPod.  I'll make it a child 
channel of the standard RHEL 5 server x86_64 parent.

I'm going to talk about GPG signatures later











Custom Channels - shell actions

For security those packages must be GPG signed before 
you upload

● I recommend a secure signing process - have an 
account somewhere where only trusted admins can 
sign packages

● Multi-factor/checks and balances is not a bad thing - 
one person or group can sign packages but a 
separate person or group has to upload them to the 
Satellite

The GPG information should also be uploaded to the 
Satellite server



Setting up GPG

Define your package signer.  In this example, we have a 
system other than the Satellite server which has all 
the development/build tools installed on it.  It also has 
an account on it called “rpmadmin” which can 
build/sign packages

rpmadmin creates a GPG key and exports it.

gpg --gen-key

gpg --export -a [name] > [public key]



Setting up GPG

Add lines to /home/rpmadmin/.rpmmacros

● %_signature gpg 
● %_gpg_name [your key ID]

Once the packages are built and signed, upload them to 
a directory on the Satellite server and upload them using 
the rhnpush command











Sign the RPMs

In this example, there are four packages needed.  I used 
the ones from Fedora Core 6.

gtkpod

libgpod

libid3tag

libmp4v2

Have the root user of the rpm signing station import 
rpmadmin's gpg key

Copy the packages to the rpm signing station



Sign the RPMs

Have the rpmadmin account sign them with rpm --resign

Check the signature with rpm --checksig







Transfer RPMs to Satellite Server and upload

scp the packages to the Satellite server and upload them

In this example

Upload the packages to the channel using:

    rhnpush -d [directory] -c [channel] \

    -u [satellite user] --server [server]







Import the GPG Key into the Satellite Server

Systems Tab

Kickstart in left nav

GPG and SSL Keys in left nav

Create new stored key/cert









Put the public key in /var/www/html/pub

Or anywhere else that everyone on the network can get 
to it.

Since we've added it to the Satellite Server it is available 
for all machines installed in the future.  For existing 
machines it is simply a matter of having them run a 
command like:

rpm –import \

https://cho.salab.dfw.redhat.com/pub/summit.pubkey





Madness break!

Now that we've created a custom channel, we'll let it spin 
in the autoclave for a while...

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html


Set up an activation key

Go to the Systems tab

Click on Activation Keys in left nav bar

Click on “create new key”

Description

Key (note the 1-[key] format)

Usage

Base Channels

Add-on Entitlements (note virt vs virt-platform!)

Universal Default

Click “Create Activation Key”









Make Sure You Check the “Configuration File 
Deployment” Checkbox

This will automatically add some packages under the 
“Packages” tab.





Note about Base Channel

“Default” just means use the channel which is the default 
for the distro installed on disk.

If you want to use one of the cloned channels we 
created earlier, change it here.

In this example we're changing this key to register 
systems to the DEV channel





Customize the activation key

Click on the key name (it's a hyperlink)

Go through Details, Child Channels, Packages, 
Configuration, Groups and Activated Systems sub-tabs





Customize the activation key

Add child channels

Make sure you add the channel for your custom content!





Madness from the method!

Note that because we checked the boxes for 
virtualization and configuration file deployment, we 
automatically get some packages added.

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html

I recommend you add the 
osad package as well so 
you can issue remote 
commands from the 
Satellite server once the 
system is activated

http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html










Note about Base Channel

In the next slide I've created activation keys for each of 
the cloned channels we discussed earlier





Madness break!

Now that the activation key is set up, we'll leave it in the 
centrifuge for a bit...

This image is listed as free clip art at from http://www.cksinfo.com/cartoons/miscellaneous/people/page2.html
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Sanity!  Tying it all together

As I indicated, the seemingly random steps we've 
defined so far (config channels, activation keys, 
system groups, cloned channels, custom channels) are 
going to all come together in the kickstart process.



Kickstart

System Tab

Kickstart in left nav

Create a new kickstart

● Kickstart Profile Label

● Base Channel

● Kickstartable Tree

● Virtualization Type





Kickstart

This this case, a RHEL 5.4 machine









Kickstart

Once complete, you can define logging and ks.cfg 
preservation and kernel options.







Kickstart

Under Kickstart/Operating System you can define which 
child channels you want available to the installer.

If you don't specify an activation key, you can turn on 
repositories via the “Child Channels” section (but you 
should always use an activation key).

The “Repositories” section will turn on repositories for 
the %files section.







Kickstart Details/Advanced Options

Pretty much anything you can do in ks.cfg is an option 
here







Kickstart Details/Bare Metal Kickstart

You can get the URL to the virtual kickstart file here.  
This is needed to set up PXE or boot CDs.  Remember 
that there is not actually a physical file - it is just a web 
representation of entries in the database.

You can also associate kickstarts with a range of IP 
addresses in this interface.





System Details/Details

“Kickstart Network Connection” is only used for auto-
kickstart

SELinux (Please see my “SELinux for Mere Mortals” 
presentation and set it to Enforcing)

Enable RHN Configuration Management

Enable RHN Remote Commands

Root password







System Details/Locale

Set time zone and whether the clock is set to UTC.





System Details/Partitioning

You can do LVM, RAID, etc. here.  

I strongly recommend you cheat - set up one system by 
hand and then grab the partitioning info which was 
written in /root/anaconda-ks.cfg





System Details/GPG & SSL

Here is where you can add in the GPG key you defined 
earlier





Software/Package Groups

Add individual files by name

Add package groups with @ [group]

Get groups via “yum grouplist” or look at the comps*.xml 
files in each repository on the installation media

/Server, /Cluster, ClusterStorage and /VT

Skip files by using “-name”

Note that if you “-name” a package which is a prerequisite 
for another package, the prerequisite file will get 
installed.





Software/Package Profiles

You can capture a profile of a “golden image” system 
and then use it as a template.

We'll come back to this in the section on package 
profiles.





Activation Keys

Here you can associate the keys you defined earlier with 
your kickstart.

You can associate multiple keys to “stack” or mix-n-
match capabilities.





Scripts

You can add %pre, %post and %post --nochroot scripts 
here.

You can choose your interpreter - bash, perl, python, etc.

%pre scripts are run before partitioning or installation.  
Great place to write logic for partitioning.

%post --nochroot scripts are run while the target disk is 
still mounted under /mnt/sysimage

%post scripts are run after the installer chroot's 
/mnt/sysimage to /







Kickstart File

This is not the URL for kickstart, this is merely a way for 
you to check out what the final product looks like.  The 
URL to the kickstart “file” can be gotten under Kickstart 
Details/Bare Metal Kickstart















DHCP/PXE

With the advent of Satellite 5.3, all of the manual PXE 
setup is handled.  No more system-config-netboot!

Make sure that tftp and xinetd are installed and turned on 
on the Satellite.

Make sure that iptables is set to allow tftp through.

Set up dhcpd.conf on your DHCP server has the 
following stanza:





DHCP/PXE

Cobbler will build a PXE boot environment based on the 
kickstart we've defined:







DHCP/PXE

We see the new machine, takai.salab.dfw.redhat.com













And that's it!

All the seemingly disconnected parts come together to 
make a system which can be managed at first boot.

There is a method to the madness!



Thank You Very Much!

If you liked today's presentation, please let us know!

If you have questions, you can reach me at 
thomas@redhat.com, choirboy on #spacewalk on 
Freenode, or thomasdcameron on Twitter.

mailto:thomas@redhat.com




Appendix A - channel-to-update script

Grab the tarball from 
https://fedorahosted.org/spacewalk/wiki/channel-to-update 
to a temporary directory.

Unpack it on your Satellite server

Read The Fine Manual - see the README file in that 
directory.

Create a parent channel with syntax like:

    ./create-channel-update -l satadmin \

    -s satellite.tc.redhat.com -D ./data/5-u2-server-i386 \

    -d rhel-5.2-i386-server

https://fedorahosted.org/spacewalk/wiki/channel-to-update




Appendix A - channel-to-update script

Create any child channels.  For example, here is the 
syntax for creating the clustering child channel:

    ./create-channel-update -s satellite.tc.redhat.com \

    -l satadmin -D ./data/5-u2-server-i386-Clusterstorage \ 

    -c rhel-i386-server-cluster-storage-5 \

    -d rhel-5.2-i386-cluster-storage -P rhel-5.2-i386-server





Appendix A - channel-to-update script

Repeat for each other child channel you want.  

Take a peek in ./data for the names of the channels 
available.

Note that this does not clone package groups - yum 
grouplist, yum groupinstall and yum groupremove will 
not work.
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