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Cluster Failover For Any Application
● This session will present the installation and configuration of 

a high availability cluster of virtual machines using Red Hat 
Enterprise Linux Advanced Platform (RHEL AP).  

● Demonstrations will include:
● setting up an iSCSI target (server)
● setting up iSCSI initiators (clients)
● Red Hat Global Filesystem and Red Hat Cluster Suite 

functionality included in RHEL AP
● the Conga web-based cluster management tool



Cluster Failover For Any Application (cont.)
● This presentation will include:

● setting up clustered logical volumes
● deploying and clustering virtual machines
● managing applications on that cluster

● This presentation is available online at
http://people.redhat.com/tcameron



All hosts are in the
fictional “redhat.lan”
DNS domain.

wintermute, case and 
molly are physical 
servers.

case and molly are 
iSCSI initiators 
(clients) and they 
connect to 
wintermute, an iSCSI 
target (server)



case and molly make 
up the dom0-cluster.

armitage and 
lady3Jane are domU 
guests on molly.

thefinn and hideo are 
domU guests on case.

armitage, lady3Jane, 
thefinn and hideo 
make up the Apache 
cluster



The apache-cluster is 
a cluster of web 
servers.  These 
servers run on the 
four domU machines.



Setting up the dom0 cluster
● Ensure that the Clustering and Cluster Storage groups are 

installed
● yum grouplist

Installed Groups:
Cluster Storage
Clustering



Setting up the dom0 cluster
● Install luci on a machine which will not be a part of the 

cluster.  For this presentation, wintermute is not actually part 
of the cluster.

● yum install luci
● luci_admin init and set administrative password
● chkconfig luci on
● service luci restart



Setting up the dom0 cluster



Setting up the dom0 cluster

● Go to the URL mentioned by when restarting the luci 
service

● In this case, https://wintermute.redhat.lan:8084
● Note that you'll have to add an exception in Firefox since it is 

a self-signed certificate

https://wintermute.redhat.lan:8084/




Setting up the dom0 cluster
● Click on the Cluster tab, then on the “Create a new cluster” 

link
● In this example, the dom0 cluster is called “dom0-cluster.”  

Not imaginative, but effective.
● The two members are case and molly.
● Choose the “Download packages” radio button – the nodes 

will download the necessary packages from RHN
● Verify that “Enable Shared Storage Support” is checked
● Verify that “Reboot nodes before joining cluster” is checked to 

make sure that the systems join cleanly at boot time
● “Check if node passwords are identical” if they are





Setting up the dom0 cluster
● Click on Submit to install and reboot





Setting up the dom0 cluster
● When the systems come back up the cluster and the nodes 

should all show up in green







Setting up the iSCSI Target
● RHEL 5 AP with

● @ Clustering
● @ Cluster Storage
● scsi-target-utils



Setting up the iSCSI Target
● In this case, wintermute will be the target
● First, set up partition(s) to export
● /sbin/fdisk to create partitions

● For this demonstration, three 9GB partitions were created, 
/dev/hda5, /dev/hda6 and /dev/hda7



Setting up the iSCSI Target



Setting up the iSCSI Target
● Verify that scsi-target-utils is installed
● Enable the tgtd service with your favorite service 

management tool



Setting up the iSCSI Target



Setting up the iSCSI Target
● Use tgtadm to define the iSCSI target qualified names
● tgtadm --lld iscsi --op new --mode target \

--tid 1 -T iqn.2008-06.lan.redhat.disk1
● /usr/sbin/tgtadm is the SCSI target admin tool
● --lld iscsi defines the low level driver as iSCSI
● --op new defines an operation to create a new definition
● --mode target defines that definition as a target
● --tid 1 defines the target identifier as “1”
● -T iqn.2008-06.lan.redhat.disk1 defines the 

iSCSI qualified name with the date (year and month), 
reversed hostname and the disk label



Setting up the iSCSI Target
● Use tgtadm to add the partitions created earlier as targets
● tgtadm --lld iscsi --op new --mode \

logicalunit --tid 1 --lun=1 -b /dev/hda5
● --mode localunit defines the new device as a LUN
● --tid 1 matches to the target identifier previously defined
● --lun=1 defines this as the first logical unit (LUN)
● -b /dev/sdb2 associates that LUN to the block 

device /dev/hda5
● Repeat for each of the partitions created earlier



Setting up the iSCSI Target
● Use tgtadm to allow clients to attach to the targets
● tgtadm --lld iscsi --op bind --mode target --
tid 1 -I 172.31.100.3

● Or
● tgtadm --lld iscsi --op bind --mode target --
tid 1 -I ALL
● --op bind defines a bind operation
● -I [addr] or -I ALL allows a specific host or 

everyone to connect



Setting up the iSCSI Target



Setting up the iSCSI Target
● Use tgtadm to verify that you are exporting all targets 

correctly:
● tgtadm --lld iscsi --op show --mode target



Setting up the iSCSI Target



Setting up the iSCSI Target
● To make it persistent, either create a custom startup script or 

just add the lines to /etc/rc.d/rc.local



Setting up the iSCSI Target



Setting up the iSCSI Initiator
● Use the iscsadm utility to determine what the target is 

exporting:
● iscsiadm -m discovery -t sendtargets -p 
[host]:3260
● -m discovery tells iscsiadm to discover new information
● -t sendtargets says that information should be target 

definitions
● -p [host]:3260 is the host and optionally the port 

number to discover



Setting up the iSCSI Initiator



Setting up the iSCSI Initiator
● Use the iscsadm utility to log into the target
● iscsiadm -m node -T \

iqn.2008-06.lan.redhat.disk1 \
-p 172.31.100.9 -l
● -l logs the initiator into the target



Setting up the iSCSI Initiator



Setting up the iSCSI Initiator
● Verify that the LUNs are available to the initiator
● fdisk -l



Setting up the iSCSI Initiator



Setting up clustered logical volumes
● Ensure that clvmd is running and will survive a reboot
● Create partitions using fdisk



Setting up clustered logical volumes
● Use Conga to create a volume group
● Storage tab, select the host, Volume Groups, New Volume 

Group







Setting up clustered logical volumes
● Use Conga to create a logical volume
● Storage tab, select the host, Volume Groups, select the VG, 

then New Logical Volume at the bottom of the screen





Setting up clustered logical volumes
● Define the content
● Give the cluster a name
● Verify the journal size
● Define the mount point
● Define whether to mount at boot time
● Define whether to modify fstab
● Set the number of journals.  Note that with GFS2, the 

journals are files so adding more later is not painful
● Define whether this is a clustered filesystem



Setting up clustered logical volumes
● PLEASE NOTE THAT GFS2 IS A TECH PREVIEW





Setting up clustered logical volumes
● Note that you'll need to manually edit the /etc/fstab on the 

other node(s), restart clvmd and mount the filesystem there



Setting up clustered logical volumes manually
● Turn on clustered logical volume management with 

the /usr/sbin/lvmconf utility:
● lvmconf --enable-cluster

● Changes /etc/lvm/lvm.conf so that the 
locking_type entry is changed to “3” (built-in cluster-
wide locking)

● Ensure that clvmd is running and will survive a reboot
● Create partitions using fdisk
● Create physical volumes using pvcreate or Conga

● pvcreate /dev/sdb1 /dev/sdc1 /dev/sdd1



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Run pvdisplay /dev/sdb1 /dev/sdc1 /dev/scd1 on 

the other initiator(s) in the cluster to verify that they see the 
physical volumes



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Create volume groups using /usr/sbin/vgcreate

● vgcreate XenVol \
/dev/sdb1 /dev/sdc1 /dev/sdd1

● You can determine how many free physical extents available 
using /usr/sbin/vgdisplay



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Create logical volume using /usr/sbin/lvcreate

● lvcreate -n XenLV -l 6441 XenVol
● Alternatively, you can specify a percentage of free space 

as in
● lvcreate -n XenLV -l 100%FREE XenVol



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Verify that the other node can “see” the logical volume

● /usr/sbin/lvdisplay



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Set up the shared GFS version 2 filesystem 

using /sbin/mkfs.gfs2 (TECH PREVIEW)
● mkfs.gfs2 -j 3 -p lock_dlm -t \

dom0-cluster:gfs /dev/XenVol/XenLV
● mkfs.gfs2 creates the gfs2 filesystem
● -j 3 defines the number of journals – in this case, one for 

each node plus one extra in case the cluster is expanded
● -p lock_dlm defines the locking protocol.  In this case, 

distributed lock manager
● -t dom0-cluster:gfs specifies the lock table name, 

which is the cluster name and the shared filesystem name
● /dev/XenVol/XenLV is the device to be formatted



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Mount the newly created GFS filesystem.  In this case 

on /var/lib/xen/images for both dom0 machines
● mount /dev/XenVol/XenLV /var/lib/xen/images

● You can check /var/log/messages to see that the shared 
storage was mounted correctly



Setting up clustered logical volumes manually



Setting up clustered logical volumes manually
● Add the mount point to /etc/fstab on both hosts



Setting up clustered logical volumes manually



Installing the domU machines
● Use your favorite installer (/usr/sbin/virt-manager if 

you're a Windows™ admin or /usr/sbin/virt-install if 
you're a real sysadmin)



























Installing the domU machines
● virt-install -n armitage -r 384 \

-f /var/lib/xen/images/armitage.disk \
-s 3 --nonsparse -m 00:16:3e:30:9c:e3 \
--nographics --os-type linux --os-variant \
rhel5 --paravirt --location \
http://wintermute.redhat.lan/rhel5 \



Installing the domU machines

-x "ip 172.31.100.10 netmask 255.255.255.0 \
gateway 172.31.100.1 dns 172.31.100.9 \
noipv6 text \
ks=http://wintermute.redhat.lan/ks.cfg”

● Make sure that the Clustering and Cluster Storage groups 
are part of your installation

http://wintermute.redhat.lan/ks.cfg


Installing the domU machines



Installing the domU machines
● Verify that all hosts are up





Installing the domU machines
● Make sure that ricci is set to start at bootup
● Make sure ricci is running



Installing the domU machines



Define the domUs as cluster resources
● Since the domU cluster will be a clustered service, disable 

the per-dom0 xendomains service
● chkconfig xendomains off
● service xendomains stop

● Move the config files for each domU from /etc/xen 
to /var/lib/xen/images



Create the domU Cluster



Define the domUs as cluster resources
● Define each dom0 as a failover domain

● prefer_case
● prefer_molly

● Choose the dom0 cluster, go to “Failover Domains,” then 
“Add a Failover Domain,” then create the domains

● Set prioritization so that the preferred machine has a lower 
number









Create the domU Cluster
● Enable live migration by setting the following three settings 

in /etc/xen/xend-config.sxp:
● (xend-relocation-server yes)
● (xend-relocation-port 8002)
● (xend-relocation-address '')

● The '' in xend-relocation-address is two single quotes, not a 
double quote

● Be aware of the security implications of having this wide 
open, you can also specify a space separated list of regular 
expressions for hostnames or ip addresses

● Restart the xend service



Create the domU Cluster
● Test live migration.  
● From case, issue the command:

● xm migrate -l armitage molly



Create the domU Cluster



Create the domU Cluster



Define the domUs as cluster resources
● Define the domUs as resources for the dom0 to which they 

are assigned
● Choose the cluster, then “Services,” then “Add a Virtual 

Service.”
● Name of domU
● Path to config
● Automatically start
● Failover domain
● Recovery policy
● Migration type

● Do this for all domUs







Define the domUs as cluster resources
● Test that Conga will migrate a domU to a different dom0







Set up the Apache cluster
● Using similar steps as the dom0 cluster, set up a cluster of 

domUs
● Set up a prioritized failover domain which sets the service to 

prefer armitage, then hideo, then lady3jane, then thefinn









Set up the Apache cluster
● Define the following resources in apache-cluster

● A script resource
● /etc/rc.d/init.d/httpd

● An ip address resource
● 172.31.100.20









Set up the Apache cluster
● Assign those resources to a service

● web-cluster
● The script resource should be a child of the ip address 

resource, as the ip address needs to be up before Apache 
will bind to it







Add a virtual fence device
● Go to the domU cluster

● Shared fence devices
● Add fence device
● Virtual machine fencing
● Choose a name





Add a virtual fence device
● Go to a domU machine
● Fencing
● Add fence device to this level
● Select your fence device
● Type virtual domain name (domU name)
● Update main fence properties
● Repeat for each domU





Set up the Apache cluster
● To test, you can do something simple like

● hostname > /var/www/html/index.html





Test the Apache cluster
● Fail the web-cluster service to another domU







Test the Apache cluster
● Or you can “kick the plug” out of the domU

● virsh destroy hideo
● echo s > /proc/sysrq-trigger ; echo b 
> /proc/sysrq-trigger



This presentation is available online at 
http://people.redhat.com/tcameron
● You can contact Thomas Cameron at tcameron@redhat.com
● You can contact Lon Hohberger at lhh@redhat.com

● Thank you very much for attending!

http://people.redhat.com/tcameron
mailto:tcameron@redhat.com
mailto:lhh@redhat.com


Questions?


