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Getting Started




Installation

* Install Packages

yum install cockpit

* Enable Cockpit

systemctl
systemctl
or
systemctl
systemctl
* Open firewall

firewall-cmd —-—-add-service=cockpit —-permanent

enable

start

enable

start

cockpit
cockpit

cockpit
cockpit

.socket

.socket

.service

.service

firewall-cmd —-—-add-service=cockpit
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Installation

* Install Packages
yum install setroubleshoot-server sos
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Connecting & Logging In

RED HAT ENTERPRISE LINUX SERVER

B Reuse my password for privileged tasks

Your favorite web browser to:

* https://localhost:9090

* https://hostname:9090

Login with appropriate credentials

* Supports password, Kerberos, multi-factor
Other options - Connect to:

* Supports passthrough to other systems
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Dashboard

RED HAT ENTERPRISE LINUX SERVER @ Llocked X root~

El Machines i Dashboard

edhat.com
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System View

RED HAT ENTERPRISE LINUX SERVER X root ~
E| rhel74 Dashboard
System
- Red Hat KV
Logs
eb61db31bcddalb...
Storage

Networking
Containers
Accounts

Services

Diagnostic reports
Kernel dump configura...
SELinux

Subscriptions

Terminal
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Logs

RED HAT ENTERPRISE LINUX SERVER X root >
E| rhel74 Dashboard

System September 13, 2017 ~ rrors | Warnings | Motices | All

Logs

Storage

Metworking

reloaded. .. t tt s ) 1 gd

Containers temd- jour ) ) temd

Accounts md-Tlogind. se ] [ nd

Services

Diagnostic reports
Kernel dump configura...
SELinux

Subscriptions

Terminal
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INSERT DESIGNATOR, IF NEEDED
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Log Detall

RED HAT ENTERPRISE LINUX SERVER @ Locked
[E] rheiza v Dashboard
Systermn
Logs
Storage ed5S AT-0400 (EDT)

Networking

Containers

Accounts
watchdog

Services

Diagnostic reports

Kernel dump configura...

SELinux

Subscriptions

Terminal

rhel74

e5ebf1db31bc4da0babledfadcad
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Storage

RED HAT ENTERPRISE LINUX SERVER 2 root
[F] rhei7a Dashboard
System
Logs
Storage

Metworking
Containers
Accounts

Services

Diagnostic reports Name Mount Point

Kernel dump cenfigura...

1de 1014 MiB
o [ Virtlo D

B Hard Disk

SELinux

Subscriptions ’ " y ! - 1.4/7.1GiB

Terminal
Storage Logs

September 13, 2017
12:55 Loading module libstoraged_lv
12:55 Loading module libsto
12:5¢ juired the name org

12:55 storaged daemon ve
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orage Details

RED HAT ENTERPRISE LINUX SERVER a

E rhel74 ~

System
Logs
Storage rhel W Rename
MNetworking
Containers
Accounts

Services

Diagnostic reports
Kernel dump configura...
SELinux

Subscriptions

Terminal 710G em fdev/rheliroot

Jdevirhel/swap

Storage Log

September 13, 2017

12:55 Loading module libsto

ged on the

ting

"

INSERT DESIGNATOR, IF NEEDED
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Network

RED HAT ENTERPRISE LINUX SERVER

E rhel74 Dashboard
System
Logs
Storage
Networking
Containers
Accounts

Services ; .
Interfac Add Bond || Add Team | Add Bridge | Add VLAN

IDIEFETSIE i Name IP Address Sending Receiving

Kernel dump configura...

etho
SELinux
Subscriptions Networking Logs
Terminal September 13, 2017

bound to 192.1& 2.101 -- renewal in 1284
[1505321624.6301] ( ed bound -= bound

fo= [1¢

REQUEST on ethd to 1

12 INSERT DESIGNATOR, IF NEEDED pr rednat



Network Detail

RED HAT ENTERPRISE LINUX SERVER @ Locked & root -
E rhel74 v Dashboard
System

Logs

5 minutes

Storage
MNetworking
Containers
Accounts

Services

Diagnostic reports ath0 Red Hat, Inc Vir
Kernel dump configura...
SELinux

Subscriptions

Terminal
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Accounts

RED HAT ENTERPRISE LINUX SERVER X root ~
E| rhel74 Dashboard

System

Logs

Storage

) Terminate
MNetworking

Containers
Accounts

services E 3mMe  root

Logged In
Diagnostic reports OgEe

Kernel dump configura...
SELinux
Subscriptions

Autho
Terminal

pladd
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Services

RED HAT ENTERPRISE LINUX SERVER & Locked X root~
E| rhel74 Dashboard

i Targets . System Services - Sockets | Timers | Paths

Logs : .

Storage Enabled

Networking

Description Id
Containers

Security Auditing Service auditd.s
Accounts
Senvices autovt®@.service Template

NTP client/server
Diagnostic reports

Kernel dump configura... Command Scheduler
SELinux firewalld - dynamic firewall daemon

Subscriptions getty® service Template

Terminal

The Apache HTTP Server

irgbalance daemon

Login and scanning of iSCSI devices
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Service Detail

RED HAT ENTERPRISE LINUX SERVER & locked AL root~
E rhel74 = Dashboard

System SErvices hittp

Logs

Storage The Apache HTTP Server

Metworking

Containers Stop | ~
Accounts

. enabled) Disable | ~
Services
Kernel dump configura... September 12, 2017
P 16:36 Reloaded The Apache HTTP Server.
SELinux

. httpd: Could not reliably determine the server
Subscriptions
Started The Apache HTTP Server,

Terminal 147 A 8. httpd: Could not reliably determine the server's ful.

15:47 Starting The &pache HTTP Server...
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Diagnostic Reports

RED HAT ENTERPRISE LINUX SERVER @ Locked X root~
|§| rhel74 ¥ Dashboard
System

Logs

Create diagnostic report

Storage

Networking G) The generated archive contains data considered sensitive and its content should be
ginating organization g ed to any third party.

Containers

Accounts Donel
Services Download report

Diagnostic reports

Kernel dump configura...

SELinux
Subscriptions

Terminal

17 INSERT DESIGNATOR, IF NEEDED pr redhat



Diagnostic Reports

RED HAT ENTERPRISE LINUX SERVER @& Llocked X root -
E rhel74 = Dashboard

System

Logs

Storage

Metworking
Containers
Accounts ) ) o A ) . S f

ruration and diagnostic information from this system for use with diag ms with the

Services

The cellected information will be stored locally on the sy

Diagnostic reports Create report

Kernel dump cenfigura...

SELinux
Subscriptions

Termina
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SELIinux

RED HAT ENTERPRISE LINUX SERVER & Llocked X root -
EI pladd.remote.c.. ~ Dashboard

System

Logs

MNetworking
Accounts
Services

“  SELinux is preventing /var/lib/pcp/pmdas/proc/pmdaproc from using the sys_ptrace capability.
Diagnostic reports

X Itions Audit log Occurred b
Kernel dump cenfigura... e
= Hm ptrace cap efault.
Subscriptions You s " t A n generate a local policy
Unable to apply this solution automatically
Terminal

Allow this ac gals) # ausearch -c '‘pmdaproc —raw | audit2allow -M my-pmdaproc # semodule -

i my-pmdaproc.pp

SELinux is preventing /usr/libexec/colord from read access on the file /etc/udev/hwdb.bin.

SELinux is preventing /usr/bin/ps from search access on the directory fvar/log/gdm.

19 INSERT DESIGNATOR, IF NEEDED pr rednat



kdump

RED HAT ENTERPRISE LINUX SERVER @ Locked X root~
El rhel72.pmluse.. ~ Dashboard
System

Logs

. «dlu m Service is running
Metworking =

2 161 MIiB
Accounts

. locally ir
Services

Test Configuration | €)

Diagnostic reports
Kernel dump configur...
SELinux

Subscriptions

Terminal
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Subscriptions

RED HAT ENTERPRISE LINUX SERVER & Locked | X root -
[F] rhei7a v Dashboard
System

Logs

Status: Current [NILTERSEN

Storage

MNetworking
Containers
Red Hat Enterprise Linux Server

Accounts

Services

Diagnostic reports
Kernel dump cenfigura...
SELinux

Subscriptions

Terminal
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Terminal

RED HAT ENTERPRISE LINUX SERVER @ Locked A root -
|E| rhel74 w Dashboard
System
root@rhel74: ~
Logs
Storage oot@rhel74 ~]# whoami

sh: '": event not found

Networking oot@rhel74 ~]#

[r
roo
[root@rhel74 ~]# echo "Hello World!"
ba
[r

Containers
Accounts

Services

Diagnostic reports
Kernel dump configura...
SELinLx

Subscriptions

Terminal
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ontainers

RED HAT ENTERPRISE LINUX SERVER

|E| atomic-1.local... ¥ Dashboard

System
Services
Containers
Logs
MNetworking

SELinux Treubleshoot
ntair

Accounts
Diagnostic reports Name Image
Software Updates

Subscriptions

Terminal

Command

Created

Mig Combined memory usa

CPU  Memory

Running ~

MIB
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Container Detalil

RED HAT ENTERPRISE LINUX SERVER

IE atomic-1.local.. ~
System
Services
Containers
Logs

Networking

SELinux Troubleshoot
Accounts

Diagnostic reports
Software Updates
Subscriptions

Terminal

Dashboard

7f1cal2ad9el4c
-09-13T19:21:54.
a8adbb
n/bash

Up sinc

0%

Change resource limits

[root@fb7a8f877f1c /12 |}

Stop

Restart

24
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Documentation

* RHEL 7 Cockpit users quide:
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/getting_started_with_cockpit/

* Cockpit upstream project: C O C K P I T
http://cockpit-project.org/
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- redhat

THANK YOU

84' plus.google.com/+RedHat f facebook.com/redhatinc
(]

|n linkedin.com/company/red-hat ’ twitter.com/RedHatNews
You

youtube.com/user/RedHatVideos
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