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Customer challenge: Enabling teams on Kubernetes

CONFIDENTIAL Designator

“>80% of my development teams aren’t

Kubernetes and container experts”

Challenge

e Development happens on laptops: not in
Kubernetes, sometimes in containers

e |Tis moving to Kubernetes in production

e Devs have programming knowledge, but little
experience with containers and Kubernetes

e Training every developer to become a
container and Kube expert isn’t viable: too
hard, too long

Need a way to make devs productive on Kube now,
but enable their learning journey going forward

Google Search Trend: Kubernetes and Linux Containers

5 year old
technology..
very new!
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Customer challenge: Making remote developers and consultants more efficient

CONFIDENTIAL Designator

“My remote development offices and development

consultants aren’t as efficient as | need them to be”

Challenges

e Consultants often take 5-10 days to get setup on internal systems
o Get approved laptop
o Get access to relevant tools
o Get access to shared dev clusters
©)

e Remote development offices are inefficient due to high turnover
and ongoing setup and ramp-up
o VDI solutions are slow and painful for developers: makes them
less agile and effective

e Goals should be:
o Near-instant provisioning of a new consultant or developer
o Ability to reproduce product environment in development
(to speed releases and reduce “it works on my machine” issues)

Average Time To First Project Contribution

2-3 weeks - >3 weeks
8.3% 7.3%

<1 day

6-13 days
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CONFIDENTIAL Designator

CODEREADY WORKSPACES TEAMS
SPEND MORE TIME CODING

ENVIRONMENT MANAGEMENT +  ADMINISTRATIVE
BRAINSTORMING, DESIGN AND CODING BUILD / TEST WAITING TASKS

oerore 27 |

30% MORE TIME FOR CODING.




RESULTS: MORE COMMITS, FASTER
TURNAROUND FOR FIXES

BEFORE AFTER

NNNNNNNNNNNNNNNNNNNNNN

COMMITS / DAY / ENGINEER 5 20
FIX TO PRODUCTION (HOURS) 368 4

& RedHat



CONFIDENTIAL Designator

Traditional IDE + Laptop Approach

e Project sources Very hard to secure laptops (lost, stolen,
« Dependencies hacked) so sources are always at risk.

o Developer Tools: language servers, debuggers, testing tools, security tools, etc...
e Commands
o Build and packaging tools
e Terminal
e Operating system
Hard to « Web server / application server
Share 1 e Database
e (All other runtime components)

A laptop solution makes it hard to replicate, share and
secure everything the developer needs.
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Easy to Share
and Secure

Managed in a
containerized
Workspace
hosted in an
IT-Managed
OpenShift
cluster.

CONFIDENTIAL Designator

CODEREADY WORKSPACES METHOD

Project sources

Dependencies

Developer Tools: language servers, debuggers, testing tools, security tools, etc...
Commands

Build and packaging tools

Terminal

Operating system

Web server / application server

Database

(All other runtime components)
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CODEREADY WORKSPACES

Make developing container-based applications and services on the
Red Hat OpenShift Kubernetes platform easy.

Accelerates projects and onboarding of developers.

Removes inconsistencies and “it works on my machine...” delays.
Protects source code by removing it from hard-to-secure laptops.
Eliminates the need to run hypervisors on non-Linux laptops

P WN -
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CODEREADY WORKSPACES 2.x

CONFIDENTIAL Designator

Red Hat CodeReady Workspaces 2.x

a Cloud-Native IDE for OpenShift

Kubernetes with Zero Effort
Embed a CodeReady Workspaces link in a project
repo or issue tracker and anyone with a browser can

be contributing code in <2 minutes.

Protect your Code
Source code is never cloned to a hard-to-secure
laptop. Code stays in an IT controlled sandbox, but

one that reacts as quickly as a developer’s laptop.

Developer Environment as Code

Developer environments are codified with a Devfile:
consistent; reproducible. Store them in the repo for
auditability and to provide a GitOps experience.

Openshift Developer Perspective
Integration
Workspaces are accessible from the OpenShift

console, making the onboarding even smoother.

Air-Gap Install
Deploy on your OpenShift cluster, behind your
firewall. Air-Gap capabilities. Easy to monitor and

administrate.

New Built-in Editor
New browser based editor, providing a fast desktop
like experience. Compatibility with Visual Studio

Code extensions.

& RedHat
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CONFIDENTIAL Designator

Devfile

‘ Red Hat .._:T RedHat

Developer



DEVFILE

CONFIDENTIAL Designator

Devfile: Developer environment as code

Project

Repo Branch

Editor

Tools

Runtime Env

Build Env

Commands

Run

Devfile Definition

The devfile provides easy-to-configure, highly reproducible
definitions of portable developer environments.

It is a declarative abstraction of a replicable developer
workspaces, which includes the runtime environments, the
source code of the projects mapped to repositories and the
tools, plugins and commands needed to code, build, test, run
and debug a project.
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DEVFILE apiVersion: 1.0.0
metadata:

generateName: java-web-vertx-
projects:

- name: java-web-vertx
. source:
Devfile Example type: git

location: "https://github.com/che-samples/web-java-vertx"

components:

- type: chePlugin

id: redhat/java/latest

- type: dockerimage
List of components of the workspace AARSE TEVEDR

Project information

image: quay.io/eclipse/che-java8-maven:latest
Plugin component env:

- name: JAVA_OPTS

Runtime image value: "-Duser.home=/home/user"

- name: MAVEN_OPTS

Env variables to configure the container value: $(JAVA_OPTS)
memoryLimit: 512Mi

End-points definition endpoints:
- name: '8080/tcp'
port: 8080
mountSources: true
volumes:

- name: m2

containerPath: /home/user/.m2



Red Hat certified and curated images

List of out-of-the-box stacks

Versions
.NET Net 2.1
C/C++ C/C++
GO Go 1.11.5

JAVA-EAP-MAVEN

JAVA-MAVEN

JAVA-SPRINGBOOT

JAVA-VERTX

JAVA-THORNTAIL

NODEJS

NODEJS-MONGODB

PHP

PYTHON

RED HAT FUSE

CONFIDENTIAL Designator

All stacks are built from the available images on the container catalog and
UBI based.

<«

OpenJDK 8, Maven 3.5, EAP 7.2

OpenJDK 8, Maven 3.5

OpenJDK 8, Maven 3.5

OpenJDK 8, Maven.35

OpenJDK 8, Thorntail 2.5

NodeJS 10

NodeJS 10, MongoDB 3.4

PHP 7.1

Python 3.6

C & catalog.redhat
H Apps B Red Hat External B Red Hat Presentat
Provider
REDHAT
Category

Developer Tools

Product

Red Hat CodeReady Workspaces

Image Type

Containerized Product Component

Architecture

amdé4

Release Category

Generally Available

Tech Preview

Workspaces - Node 10 Stack
by REDHAT

codeready-workspaces/stacks-node
Red Hat CodeReady
Workspaces - Node 8 Stack
by REDHAT

Red Hat CodeReady Workspaces - Node

8 Stack on RHEL 7

Workspaces - Python Stack

codeready-workspaces/stacks-dotnet-.
Red Hat CodeReady
Workspaces - .Net Stack

by REDHAT

q=crwip=1 * @ B 0
@ RedHatE-Busine.. @ Red HatSupport @ ITNewHireHub @ ITToolbox  [C] Concur > Travel @ SFDC
dereadh d coderead: python-r. codeready-workspaces/stacks-golang-r.
Red Hat CodeReady Red Hat CodeReady Red Hat CodeReady

Workspaces - Golang Stack
by REDHAT

codeready-workspaces/stacks-java-rhel8
Red Hat CodeReady
Workspaces - Java Stack

by REDHA

Red Hat CodeReady Workspaces - Java

Stack

Updated 3 days ago Have feedback?
.== RedHat
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CONFIDENTIAL Designator

Devfile: Made for Team

7

Manage Consistency Easy to Integrate Simple to Share Extensible
First class support of K8S, Devfiles are easy to Devfiles live with Customize per task, with
manage the complexity of ~ :  integrate with any tools. source code, are . plug-in and developer
developer environments . Developer environments  : easy to modify, fork preferences
take out the pain. can be created from and share. :

anywhere at anytime.
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The IDE
Experience
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NEW EDITOR CONFIDENTIAL Designator

New Editor: VSCode in the browser
Containerizing the Editor: zero install and automate configuration

- : ‘, Extended Eclipse Theia, to provide a

top-of-the-art editor experience.
Your new Cloud-
Native application

Isireacy! Built-in:

Congratulations,  Applica -~ Languages Server Protocol

you have created Groupld:

com.exam|

a new Quarkus ~ Debug Adapter Protocol

i i hello-
e application. ks

[hello-qua -0-SNAPS - Version:

[hello = e L 7 =
fhetts £0-SNAPSHOT rumer 115 con Why do you see i

README.md thello-q
11

ie1ot APaHOT_ run this? Quarkus
g Compatible with VSCode extensions
This page i served by Quarkus. The
Nless
INF/resources/index.html.
: ou [hello endpoint:
ing on: http://0.0.

2010-67-30 13:57 +0000 Sun Tan hello
1 ) In:

started

fixi ild and devfi Gl
[main] 15ad3a725fbd6210fafblcdfe745401fa3faaaef - commit 1 of 237% ek

)
Lnl4,Col24 LF Spacesi4 Java ¢ O

b master's 5 Q0A0 X1
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Description

List of Plug-ins

Version

JAVALS

TYPESCRIPTLS

NODE DEBUG

OPENSHIFT
CONNECTOR

KUBERNETES

DEPENDENCY
ANALYTICS

CAMEL TOOLING

YAML LS

XMLLS

Java Language Support (Intellisense and Debugger)

Typescript Language Support (Intellisense and
Debugger)

Node >= 8.0 Support (Debugger)

Interact with an OpenShift Cluster

Red Hat Dependency Analytics plug-in

Camel Language Support

YAML Language Support

XML Language Support

CONFIDENTIAL Designator

Description Version

OMNISHARP

GO

PHP

CPPTOOLS

PROJECT INITIALIZER

WSDL2REST

PYTHON

.Net Language Support
GO Language Support
PHP Language Support (Intellisense and Debugger)

C/C++ Language Support (Intellisense and Debugger)

Python Language Support
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NEW EDITOR

o

CONFIDENTIAL Designator

Customize with VSCode extensions

PLUGINS

vscode-kubernetes-tools EICE &

“  Develop, deploy and debug Kubernetes applications

ms-kubernetes-tools VS Code extension

python latest ¥

Linting, Debugging (multi-threaded, remote), Intellisense, code formatting,
refactoring, unit tests, snippets, and more.

ms-python VS Code extension Install

go latest ¥
©  This extension adds rich language support for the Go language

ms-vscode VS Code extension

node-debug latest
Node debug (legacy) is the debugger for Node.js versions < 8.0. Together
with Node Debug forms the Node.js debugging experience.

ms-vscode VS Code extension Install

node-debug2 latest ¥
che Node Debug is the debugger for Node.js versions >= 8.0. Together with
Node Debug (legacy) forms the Node.js debugging experience.

s-vscod
ms-vscode VS Code extension Install

e Visual Studio Code extensions compatibility
e Extensions packaged with their dependencies
e Plug-in registry with predefined set of plug-ins

All Red Hat extensions available for VSCode will be available with
CodeReady Workspaces 2.
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Simplifies adoption of secure and high quality open source packages

Red Hat CodeReady Dependency Analytics

Analyze application stack

for open source
vulnerabilities, licenses,
popularity &
maintainability.

Analyze, Report, Update
directly from IDE

Support for Java,
Javascript, Python
applications

Enable developers to find and remedy issues without leaving source code editor & RedHat =

EXPLORER

4 OPEN EDITORS

requireme... 2, M

X = Dependency Ana...

4 DETECTRON
Y

>

3

>

3

4 vscode
settingsjson U

» cmake

» configs

» demo

» detectron

» docker

» projects

target

tools

gitignore
CMakeLists.txt
CODE_OF_CONDUC
CONTRIBUTING.md
FAQ.md

«««««3XI

INSTALL.md
LICENSE
Makefile
MODEL_Z00.md
NOTICE

) README.md

« X

®

requirements.... 2, M
# setup.py

OUTLINE
CODEWIND
MICROCLIMATE
MAVEN PROJECTS
SERVERS
Pmasterr O ©240

requirements.txt

U Security Issues

Dependencies with high common
vulnerabilities and exposures (CVE) score.
Click this card to see the details of all
CVE(S).

Total es found 3

lighest CVSS Score

cies with this CVSS

Dependency Analytics Report X

[ Licenses

Recommended license for your
application stack, flag any
unknown/restrictive license(s) present.
Click this card to see the detailed
information

ted License

License Conflicts 0
Unknown Licenses 3

Restrictive Licenses 0

@ Add-ons

Complementary dependencies that can
be added to your application stack or
replace current dependencies with

alternate one. Click to see details.

Total Dependencies

Usage Out
Companion

Dependencies

CONFIDENTIAL Designator

© Dependency Details

Dependencies analyzed based on
versions and popularity. Click this card to
see security, license and usage

information for each dependency.

Analyzed 9

Depende

Analyzed Transitive 32
Dependencies
Unknown

Dependencies

GETTING_STARTED....

Dependencies with security issues in your stack

Alist of the dependencies affected with common vulnerabilities and exposures (CVE), dependency with the highest common vulnerability score (CVSS), and its CVE ID. You can take corrective actions by

reporting the issues.
Direct Dependencies with Security Issues |

# Dependencies

| | Transitive ©

No. of CVE(s)

Highest CVSS Score

CVE ID of highest CVSS score

1 pyyaml

Details of the dependency: pyyaml

Affected Direct
Dependency

connexion

Affected Version

1 7.5/10

GitHub Statistics:

14615

CVE-2017-18342

Contributors Forks Dependent Repos Stars Usage

19 203 50593 731

RedHat
Developer
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Kubernetes-Based
Workspaces
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WHAT ARE WORKSPACES? CONFIDENTIAL Designator

Workspaces: Developer Sandbox centrally hosted on
OpenShift

A CRW workspace is a developer sandbox running on OpenShift, where everything needed to code on a project is
packaged into containers.

It provides:

- Application runtimes

- Build tools

- Development tools: Browser based editor + plugins
- Project source code repositories

‘ Red Hat _.? RedHat
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WHAT ARE WORKSPACES? CONFIDENTIAL Designator

Workspaces: Developer Sandbox

Containerizing everything you need to develop, build, run, test and debug your application.

Workspace Pod

Editor Dependency Mgt Runtime Dep Testing Tools Debugger

Plug-ins Compilers Env Variables Target environment Debug Configuration

Common Libraries Env Variables

Commands

Build Configuration Log services

VCS

Tools Build Env Runtime Env Test Env Debug Env
& RedHat | = feiter




WHAT ARE WORKSPACES? CONFIDENTIAL Designator

Workspaces: Developer Sandbox

Source code is getting mounted in your workspace, accessible from all containers.

Workspace

Tools Build Env Runtime Env Test Env Debug Env

Mounted

‘ Red Hat _:? RedHat
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DEMO
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Install as Operator on OpenShift

9% Administrator

Home
Dashboards
Projects
Search
Explore

Events

Operators

OperatorHub

Installed Operators

Workloads

Networking

Storage

Builds

Project: workspaces +

Ancnore (U)
Apicurio Project (0)
AppDynamics (0)
Appsody (0)

Show 65 more

CAPABILITY LEVEL
Basic Install (7)

Seamless Upgrades (7)
Full Lifecycle (1)

Deep Insights (0)

Auto Pilot (0)

native aevelopment al

Nexus Operator
provided by m88i Labs

Community

Nexus Operator to deploy and

manage Nexus 3.x servers

0\

Red Hat CodeReady
Workspaces
provided by Red Hat, Inc

A Kube-native development

solution that delivers |

@ Installed

o

~

J

serveriess applications

: Community

OpenShift Pipelines
Operator
provided by Red Hat

OpenShift Pipelines is a
cloud-native CI/CD solution
for building pipelines (

Community

Ripsaw
provided by Red Hat
Performance

Ripsaw is a benchmark
operator to benchmark k8s
and certain applicatio

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

Kupernetes Installatiol

=

OpenShift Serverless
Operator
provided by Red Hat, Inc

Provides a collection of API's
based on Knative to support
deploying and serving

Community

G

TriggerMesh
provided by TriggerMesh, Inc

A serverless management
platform that runs on Knative.
TriggerMesh provides
continuous delivery of

& RedHat
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TRY IT NOW

HTTPS://CHE.OPENSHIFT.IO
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https://che.openshift.io

CONFIDENTIAL Designator

T H A N K YO U In linkedin.com/company/red-hat

@ outube.com/user/RedHatVideos
£ facebook.com/redhatinc

Y twitter.com/RedHat
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