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Why PiHole

* ISP problems:
* Your ISP hijacks DNS
* You don't trust your ISP’'s DNS

* Privacy:
* Ad blocking
* Choose your DNS provider
e Use multiple DNS providers

* Replace Broken or Limited Home Network Equipment

o
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Features

 Allow and Block Lists
* Logging

 Auditing

* Monitoring

* Statistics

* DHCP Server

o
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Tech

* Lightweight, but scalable with larger hardware
» 2GB storage, 4GB recommended
 512MB RAM

* Underlying bits:
dnsmasq

curl

lighttpd

php

AdmInLTE dashboard
sglite3

o
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Dashboard

Pi-hole LEENENEA pihole. home. pladd. net Pi-hole

Status

Queries Blocked Percent Blocked Domains on Block

13,973 16.3% 93,492
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Query Types Queries answered by
I A (IPva) I blocklist
I AAAA (IPVE) I cache
I srv Il dns.google
I PTR I dns.google
I T I one.one.one.one
0 NAPTR Il usp-home.home.pladd.net
I RRSIG Il one.one.one.one
I DNSKEY
I OTHER
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Dashboard (cont’d)

Top Permitted Domains Top Blocked Domains
Domain Hits Frequency Domain Hits Frequency |
31726 . api.amplitude.com 6191  m— |
thv.home.pladd.net 12694 W device-metrics-us.amazon.com 1384 W
pihole.home pladd.net 4180 1 ads.mopub.com 740 ]
auth.docker.io 1229 | aax.amazon-adsystem.com 666 1
registry.redhat.io 1215 | ssl.google-analytics.com 562 [
registry-Ldocker.io 1199 zmoatads.com 395 1
www.google.com 809 I cdn.optimizely.com k173 1
pihole home pladd.net home.pladd.net 766 | log.go.com 357 ' ‘{
d3pszroffast17.cloudfront.net 748 | secure-drm.imrworldwide.com 349 1
web.facebook.com 570 | api.appodealx.com 333 1 |
Top Clients (total) Top Clients (blocked only)
Client Requests  Frequency Client Requests  Frequency
ogre.home.pladd.net 44676 — amazon-12ad0dbffhome pladd.net 6665 —
pladd-laptop.home.pladd.net 11831 [ ] patricks-noteg.home.pladd.net 5602 [ i
patricks-notes.home pladd.net 11162 [ ] tap-626200ud home.pladd.net 584 1 I
amazon-12ad0dbff.home pladd.net 7928 [} iphones.home pladd.net 462 1
iphones.home.pladd.net 2760 1 amazon-dob15b26a.home.pladd.net 134 |
192.168.42.129 1683 1 amazon-889c4aslc.home pladd.net 165 |
tap-626200ud.home pladd.net 867 | amazon-docabgadf.home.pladd.net 147 1
amazon-d9b15b26a. home.pladd.net 704 | pladd-laptop.home.pladd.net 133 |
192.168.42.101 634 | amazon-5895e028fhome.pladd.net 17
amazon-889c4asic.home.pladd.net 571 [ laptop.home.pladd.net H |
|
W Donate if you found this useful ]
Pi-hole V.12 Web Interface v5.1.1 FTLV5.2
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Query Log

Pi-hole®

Recent Queries (showing up to 100 queries), show all

Show 10 :lenlnes

Time 15 Type

2020-09-01 10:53:31 A

2020-09-01 10:53:31 AAAA
2020-09-01 10:53:31 A

2020-09-01 10:53:31 AAAA
2020-09-01 10:53:31 A

2020-09-01 10:53:31 AARA
2020-09-01 10:53:31 AAAA
2020-09-01 10:53:31 AAAA
2020-09-01 10:53:31 AAAA
2020-03-01 10:53:31 AAAA

Time Type

Showing 1 to 10 of 100 entries

Filtering options:

Domain

altz-mtalk.google.com

metrics-logger.spot.im

metrics-logger.spot.im

readmo.yahoo.com

readmo.yahoo.com

pihole.home.pladd.net

pihale.home pladd.net

pihole.home.pladd.net

pihale.home pladd.net

at.atwola.com

Domain

Previ

Client

192.168.42.101

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

pladd-
laptop.home.pladd.net

Client

Previous

SR pihole. home. pladd. net

Search: T

ious - 2 3 4 5

Status

OK (forwarded)
Blocked (gravity)
Blocked (gravity)
C?K (forwarded)
OK (forwarded)
OK (cached)

OK (cached)

OK (cached)

OK (cached)
Blocked (gravity)

Status

Reply

CNAME
(27.7ms)

IP (0.2ms)

IP {0.5ms)

CNAME
(22.6ms)

CNAME
(16.8ms)

NODATA
(0.1ms)

NODATA
(0.1ms)

NODATA
{0.1ms)

NODATA
(0.1ms)

IP (0.2ms)

Reply

Pi-hole

10 Next

Action

© Blacklist

+ Whitelist

+ Whitelist

© Blacklist

© Blacklist

© Blacklist

© Blacklist

© Blacklist

© Blacklist

 Whitelist

Action

10 Next




Graphical Log Summary

¢

Pi-hole®

Pi-hole

WOHOEMEN pihole. home. pladd. net Pi-hole

Status
® Actived Temp: 1
o

Compute graphical statistics from the Pi-hole query database

Select date and time range

© August 3rd 2020, 10:54 to September 15t 2020, 10:54

Queries over the selected time period
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Log Search

[EERRA i hole. hone. pLadd. net: Pi-hole

Specify date range to be queried from the Pi-hole query database

Select date and time range

o September 15t 2020, 00:00 to September 1st 2020, 10:56
Query status:
Permitted: forwarded Blocked: gravity Blocked: exact blacklist Blocked: gravity (CNAME} i
Permitted: cached Blocked: external Blocked: regex blacklist Blocked: exact blacklist (CNAME) -

Blocked: regex blacklist (CNAME)

8,364 0 8,364 100.0 %

Queries Blocked Queries Blocked (Wildcards) Queries Total Queries Blocked

Recent Queries

search:
Show| 10 :Ie”“‘“ Previous - 2 3|4 5 .. 83| Net

Time 1F Type Domain Client Status Action

2020-09-01 105540 A ssl.google-analytics.com patricks- Blocked (gravity)  Whitelist
notes home.pladd.net

2020-09-01 105532 A reports.crashlytics.com patricks- Blocked {gravity)  Whitelist
notes home.pladd.net

2020-09-01 1055525 A remote-data.urbanairship.com patricks- Blocked (gravity) o Whitelist
notes home pladd.net

2020-09-01 105523 A device-metrics-us.amazon.com amazon- Blocked (gravity)  Whitelist
dob1sb26a.home.pladd.net

2020-09-01 10:55:17 A device-metrics-us.amazon.com amazon- Blocked (gravity)  Whitelist L
889c4aslc home.pladd.net i

2020-09-01 10:55:12 A device-metrics-us.amazon.com amazon- Blocked (gravity) + Whitelist
889c4a8lc.home.pladd.net

2020-09-01 10:54:58 A www.googleadservices.com patricks- Blocked (gravity) + Whitelist
noted.home.pladd.net

2020-09-01 10:54:58 A googleads.g doubleclick.net patricks- Blocked (gravity)  Whitelist

notes.home.pladd.net

Pi-hole®



Top Lists

= LSO pinole. home. pladd . net Pihole

Select date and time range
© August 3rd 2020, 10:57 to September 1st 2020, 10:57

Top Domains Top Blocked Domains
Domain Hits Frequency Domain Hits Frequency
Ldebian.pool.ntp.org 553462 W api.amplitude.com 619 W
0.debian. pool.ntp.org. 553337 W device-metrics-us.amazon.com 4129 mm
3.debian.pool.ntp.org 553237 W ads.mopub.com B2 N
2.debian.pool.ntp.org 553004 W fls-na.amazon.com LTI |
1.debian.pool.ntp.org home pladd.net 289270 W aax.amazon-adsystem.com niu
2.debian. pool.ntp.org home.pladd.net 289268 W ssl.google-analytics.com 1015 8
0.debian. pool.ntp.org home.pladd.net 289264 W www.google-analytics.com 782 1
3.debian. pool.ntp.org home.pladd.net 289264 B googleads g doubleclick.net 436 1 |
rhv.home.pladd.net 218546 B zmoatads.com 134 1
connect.mygdevice.com 120644 1 cdn.optimizely.com 398 1

Top Clients
Client Requests  Frequency
localhost 3392056 EE—
ogre home.pladd.net 254734 1 )
192.166.42.113 240061 1
polycom_0004126049aL.home.pladd.net 127192 1
laptop.home.pladd.net 103426 I

Pi-hole®



Local DNS

Pi-hole®

Pi-hole

Status

Local DNS Records

On this page, you can add domain/IP associations

Add a new domain/IP combination

Domain:

Add a domain (e

List of local DNS domains
Show 10 :lentries

Domain

Showing 0 to 0 of 0 entries

IP Address:

Associated IP address

It

No data available in table

GEROGEMER pihole. home. pladd. net

Action

Search:

Previous

Pi-hole

Add

Next
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Network List
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Temporary Disable

© Frorsminutes
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Install

One-Step Automated Install

Those who want to get started quickly and conveniently may install Pi-hole using the following command:

curl -sSL https://install.pi-hole.net | bash

Info

Piping to bash is a controversial topic, as it prevents you from

reading code that is about to run on your system.

If you would prefer to review the code before installation, we provide these alternative
installation methods.

Alternative 1: Clone our repository and run

git clone --depth 1 https://github.com/pi-hole/pi-hole.git Pi-hole
cd "Pi-hole/automated install/"
sudo bash basic-install.sh

Alternative 2: Manually download the installer and run

wget -0 basic-install.sh https://install.pi-hole.net
sudo bash basic-install.sh

¢

Pi-hole®


https://pi-hole.net/2016/07/25/curling-and-piping-to-bash/
https://github.com/pi-hole/pi-hole/blob/master/automated%20install/basic-install.sh

Post-Install

» Configure DHCP server to point to PiHole IP address

e Updates:

Preparing new gravity database

* Run sudo pihole -up; sudo apt upgrade
sudo pihole -up Target: https://raw.githubusercontent.com/StevenBlack/hosts/master/hog|

checkll:\g for updates. .. Processing triggers for libc-bin (2.28-10+rpil) e e

Pi-hole Core: Performing reconfiguration, skipping download of local repos Enabling Lighttpd service to start on reboot Received 55654 domains
[l T e Resetting repository within /etc/.pihole. .. ey (o e pHm e
FTL: e ;E"“SJ‘:'Yk‘VJ‘“J" (R YD Target: https://mirrorl.malwaredomains.com/files/justdomains
iain Dependency checks. .. :
(hs(kms for (io,\ FTL Checks... Status: Retrieval successful
Checking for curl Received 26854 domains
FTL out of date, it will be updated by the installer. creenTnof L . L) Detected ARN-F architecture (armv7e)
Checking for lsof Checking for existing FTL binary. . i
Root user check Checking for netcat [/] Downloading and Installing FTL Target: http://sysctl.org/cameleon/hosts

Checking for psmisc Installing scripts from /etc/.pihole Status: Retrieval successful
Checking for sudo Received 20567 domains
E:“‘:J"v ;‘" W:P Installing configs from /etc/.pihole...
ecking for wge 4 J .
Checking for idn2 Existing dnsmasg.conf found... it is not a Pi-hole file, leaving alon Target: https://s3.amazonaws.com/lists.disconnect.me/simple_tracking.t]
Copying 01-pihole.conf to /etc/dnsmasq.d/01-pihole.conf
Checking for sqlite3 Status: Retrieval successful
Checking for Libcap2-bin el 20 ¢
Checking for dns-root-data Installing blocking page... Received 34 domains
Checking for Libcap2 Creating directory for blocking page, and copying files
Checking for lighttpd Eac:u;g Tu lnjEX-‘{la:Hng-:tm{ File found ok Target: https://s3.amazonaws.com/lists.disconnect.me/simple ad.txt
Checking for php?.3-common No default index.lighttpd.html file found... not backing up status: Retrieval successful
Checking for php7.3-cgi
Checking for php7.3-sqlite3 Installing sudoer file Received 2701 domains
[i] Checking for php7.3-xml (will be installed)
[i] Checking for php7.3-intl (will be installed) . . _
1) Frommmty) epears M) Tors (il (-, (Esn eally Installing latest Cron script ';r?st. ?ttps.(/_hus;sfhl:.nst/ad servers. txt
atus: Connection Refuse
List download failed:

Selecting previously unselected package libxsltl.l:armhf. [/] Installing latest logrotate script

(Reading database ... 45794 files and directories currently installed.) Backing up /etc/dnsmasq.conf to /etc/dnsmasq.conf.old
Preparing to unpack .../@-libxsltl.1 1.1.32-2.2~debl0ul armhf.deb ... man pages installed and database updated . .
unpacking libxsltl.1:armhf (1.1.32-2.2~debleul) . Testing if systemd-resolved is enabled Storing downloaded domains in new gravity database
Preparing to unpack .../1-php7.3-sqlite3 7.3.19-1~debl0ul_armhf.deb ... Systend-resolved is not enabled Building tree

Restarting lighttpd service... Swapping databases
;:‘t’;:jnélg:;:Sjg:”““ o st o0 frstace Number of gravity domains: 105810 (93492 unique domains)

Enabling pihole-FTL service to start on reboot... Number of exact blacklisted domains: @
Restarting pihole-FTL service. .. Number of regex blacklist filters: &
Creating new gravity database Number of exact whitelisted domains: @

Update local cache of available packages Migrating content of /etc/piholesadlists.list into new database Number of regex whitelist filters: @

Existing PHP installation detected : PHP version 7.3.14-1-debloul Migrating content of /etc/pihole/regex.list into new database

! Flushing DNS cache

Performing unattended setup, no whiptail dialogs will be displayed Deleting existing List cache o

Disk space check Neutrino emissions detected. .. Cleaning up stray matter
Pulling blocklist source list into range

Checking apt-get for upgraded packages... 82 updates available L SVl 45 M)

Pi-hole blecking is Enabled

Installer Dependency checks The install log is located at: /etc/pihole/install.log
Checking for dhcpcds

Checking for git

Checking for iproute2
Checking for whiptail
Checking for dnsutils

Current Pi-hole version is v5.1.2.
Current AdminLTE version is v5.1.1.
Current FTL version is v5.2.




Settings

Pi-hole = pihole.home.pladd.net Pi-hole
Status
System Blocklists DNS DHCP API / Web interface Privacy Teleporter
Network Information FTL Information

Pi-hole Ethernet Interface: etho FTL version: vd.3.1

Pi-hole IPv4 address: 192.168.42.53/24 Process identifier (PID): 713

Pi-hole IPv6 address: Time FTL started: Aug 04

Pi-hole hostname: pihole.home.pladd.net User [ Group: pihole / pihole
Total CPU utilization: 0.2%
Memory utilization: 0.8%
Used memory: 32.65MB
DNS cache size: 10000
DNS cache insertions: 4325
DNS cache evictions: 0

See also our DNS cache documentation.

Danger Zone!

Pi-hole®




Settings (Lists)

Pi-hole H (PG pihole.home pladd.net Pi-hole

Status

Adlist group management

Add a new adlist

Address: Comment:
URL or space-separated URLs Adlist description (optional
Hints:
1.Please run pihole -g orupdate your gravity list online after modifying your adlists. l

2. Multiple adlists can be added by separating each unigue URL with a space

List of configured adlists

Show 10 :Ienmes Search:
Group
Address Status Comment assignment Action
https://raw.githubusercontent .com/StevenBlack/hosts Migrated from fetc/piholes oy

/master/hosts

https://mirrorl.malwaredemains.com/files/justdomains Migrated from /etc/pihole; Tl

http://sysctl.org/cameleon/hosts Enabled

Migrated from fetc/pihole; Default~

/simple tracking.txt

https://s3.amazonaws.com/lists.discennect .me Migrated from fetc/pihole, oy
/simple ad. txt

https://hosts-file.net/ad_servers.txt Wigrated from fetc/pihole; e

Next

https://53.amazonaws.com/lists.disconnect.me Migrated from fetc/pihole, Demulie .

Showing 1 to 6 of 6 entries Previous

Pi-hole®



Settings (DNS)

Pi-hole = pihole.home.pladd.net Pi-hole
Status
System Blocklists DNS DHCP APl [ Web interface Privacy Teleporter
Upstream DNS Servers Upstream DNS Servers
Py PG Name Custom 1 (IPv4) Custom 32 (IPv6)
Google (ECS)
Custom 2 (IPv4) Custom 4 (IPV6)
OpenDNS (ECS)
Level3
Comodo Interface listening behavior
DNS.WATCH

Listen on allinterfaces
Allows only queries from devices that are at most one hop away (local

Quad3 (filtered, DNSSEC) .
devices)

Quads (unfiltered, no DNSSEC) Listen only on interface eth0
(O Listen on allinterfaces, permit all origins

Quad? (filtered + ECS) . . . .
Note that the last option should not be used on devices which are directly

connected to the Internet. This option is safe if your Pi-hole is located within
your local network, i.e. protected behind your router, and you have not
forwarded port 53 to this device. In virtually all other cases you have to make
ECS (Extended Client Subnet) defines a mechanism for recursive resolvers to sure that your Pi-hole is properly firewalled.

send partial client IP address information to authoritative DNS name servers.

Cloudflare

¢

Content Delivery Networks (CDNs) and latency-sensitive services use this to
give geo-located responses when responding to name lookups coming
through public DNS resolvers. Note that ECS may result in reduced privacy.

Pi-hole®




Settings (Advanced DNS)

¢

Pi-hole®

Advanced DNS settings

Never forward non-FQDNs
Never forward reverse lookups for private IP ranges

Note that enabling these two options may increase your privacy slightly, but may also prevent you from being able to access local hostnames if the Pi-hole is not
used as DHCP server

Use DNSSEC

validate DNS replies and cache DNSSEC data. When forwarding DNS queries, Pi-hole requests the DNSSEC records needed to validate the replies. If a domain fails
validation or the upstream does not support DNSSEC, this setting can cause issues resolving domains. Use Google, Cloudflare, DNS WATCH, Quad9, or another DNS
server which supports DNSSEC when activating DNSSEC. Note that the size of your log might increase significantly when enabling DNSSEC. A DNSSEC resolver test
can be found here.

Conditional Forwarding

If not configured as your DHCP server, Pi-hole won't be able to determine the names of devices en your local network. As a result, tables such as Top Clients will
only show IP addresses.

One solution for this is to configure Pi-hole to forward these requests to your DHCP server {(most likely your router), but only for devices on your home network. To
configure this we will need to know the IP address of your DHCP server and the name of your local network.

Note: The lecal domain name must match the domain name specified in your DHCP server, likely found within the DHCP settings.

Use Conditional Forwarding

IP of your router Local domain name

192,168.42.1 home.pladd.net




Settings (DHCP)

Pi-hole pihole.home.pladd.net Pi-hole

System Blocklists DNS DHCP APl /Web interface Privacy Teleporter

DHCP Settings Advanced DHCP settings

Pi-hole domain name
DHCP server enabled

Domain  lan
Range of IP addresses to hand out

From 192.168.42.201 To 192.168.42.251 DHCP lease time

Lease time in hours 24
Router (gateway) IP address

Router 192.168.42.1 Hint: 0=infinite, 24 = one day, 168 = one week, 744 = one month, 8760 = one
year

Enable IPv6 support (SLAAC + RA)

Enable DHCP rapid commit (fast address assignment)

DHCP leases

Currently active DHCP leases

MAC address IP address Hostname

No data available in table
Showing 0 to 0 of 0 entries Search:
Static DHCP leases configuration
MAC address 1= 1P address Hostname

No data available in table

Pi-hole®




Settings (Allow List)

Pi-hole

HGBGETEN pihole . home. pladd. net Pi-hole
Status

Whitelist management

Add a new whitelisted domain or regex filter

Domain Regkx filter

Domain: Comment:

Domain to D

Add domain as wildcard
Check this box if you want to involve all subdomains. The entered domain will be converted to a RegEx filter while adding.

List of whitelisted entries

Show| 10 :lentries Search:

Domain/RegEx Type Status Comment Action

¢

No data available in table

Showing 0 to 0 of 0 entries Previous Next

Pi-hole®



Settings (Block List)

¢

Pi-hole®

Blacklist management

Add a new blacklisted domain or regex filter

Domain RegEx filter
Domain: Comment:
Domain to be added

Add domain as wildcard

Check this box if you want to involve all subdomains. The entered domain will be converted to a RegEx filter while adding.

List of blacklisted entries
Show 10 :Ientnes

Domain/RegEx Type Status Comment

No data available in table

Showing 0 to 0 of 0 entries

Search:

UERGENTN pihole. home. pladd. net

Pi-hole

Add to Blacklist

Action

Previous

Next
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