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Why PiHole

● ISP problems:
● Your ISP hijacks DNS
● You don’t trust your ISP’s DNS

● Privacy:
● Ad blocking
● Choose your DNS provider
● Use multiple DNS providers

● Replace Broken or Limited Home Network Equipment



  

Features

● Allow and Block Lists
● Logging
● Auditing
● Monitoring
● Statistics
● DHCP Server



  

Tech

● Lightweight, but scalable with larger hardware
● 2GB storage, 4GB recommended
● 512MB RAM

● Underlying bits:
● dnsmasq
● curl
● lighttpd
● php
● AdminLTE dashboard
● sqlite3



  

Dashboard



  

Dashboard (cont’d)



  

Query Log



  

Graphical Log Summary



  

Log Search



  

Top Lists



  

Local DNS



  

Audit



  

Network List



  

Temporary Disable



  

Install

One-Step Automated Install

Those who want to get started quickly and conveniently may install Pi-hole using the following command:

curl -sSL https://install.pi-hole.net | bash
Info
Piping to bash is a controversial topic, as it prevents you from 
reading code that is about to run on your system.
If you would prefer to review the code before installation, we provide these alternative 
installation methods.

Alternative 1: Clone our repository and run

git clone --depth 1 https://github.com/pi-hole/pi-hole.git Pi-hole
cd "Pi-hole/automated install/"
sudo bash basic-install.sh

Alternative 2: Manually download the installer and run

wget -O basic-install.sh https://install.pi-hole.net
sudo bash basic-install.sh

https://pi-hole.net/2016/07/25/curling-and-piping-to-bash/
https://github.com/pi-hole/pi-hole/blob/master/automated%20install/basic-install.sh


  

Post-Install

● Configure DHCP server to point to PiHole IP address

● Updates:

● Run sudo pihole -up; sudo apt upgrade



  

Settings



  

Settings (Lists)



  

Settings (DNS)



  

Settings (Advanced DNS)



  

Settings (DHCP)



  

Settings (Allow List)



  

Settings (Block List)
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