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What Kinds of Things, You Ask?

Small core-utils style approach

Running without root

Easily move between Podman and Kubernetes

Build Images with Declarative Languages (Ex. Ansible)
Enabling security compliance

Virtual machine isolation

Multiple architectures

Application Specific Security Profiles

Q redhat.



WHY CONTAINERS



Historic Challenges

IT Delivers many different
applications

Each requires different
languages, and libraries
Deploy, configure, manage and
maintain is complex

Expensive - time and money

Q. redhat


http://www.youtube.com/watch?v=n-JwAM6XF88

Why Containers

Each application comes with
its own dependencies
Portable and consistent
application environments
Developer choices don’t
interfere with host
Operations choices don’t
interfere with applications

Q. redhat



We already have the technology...

Not exactly, it’s about finding, running, building, sharing, integrating, and deploying services
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Good at exposing resources Just enough. Easy to Good at quick deployments,
(CPU, RAM) but collaboration collaborate, rebuild, combine but too inflexible to modify
is like emailing Word docs and share with others services easily
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The Journey

Single Node

Traditional Development
\ /

FIND RUN BUILD
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The Journey

Single Node+
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The Journey
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The Journey

Can start anywhere

4 N 4 N
AN [ :9.9.¢ 0 HE o
aCf === 583
\ Traditional Development / \_ Cloud Native Y.
FIND RUN BUILD SHARE INTEGRATE DEPLOY
[ Podman/Buildah/Skopeo J [ Quay } [ OpenShift J

12 Scott McCarty Twitter: @fatherlinux ‘ redhat



WHAT RED HAT PROVIDES



Customer Needs

Mapping customer needs to solutions

Capability Technology
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What are the lower level components?

The foundation for OpenShift

Linux Container Host

Regular Orchestration Container Engine Containerized
Processes Node Processes

Tightly coupled communication through the stack
- all or nothing feature support:

Container
Runtime

e Orchestration Node (Kublet, OpensShift Node)
e Container Engine (Docker, Podman, CRI-O) o
e Container Runtime (runc, gVisor, Kata)
o Operating System (Linux kernel) s eme! overlay

i
Sk

XFS
VFS
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Container Engines

Pluggable within most container orchestration
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Why & What:

Run & Build containers

Many, many, projects...

What are Moby, Docker CE, and
Docker EE?

CRI-0 gaining popularity

Podman, Buildah, Skope are exciting

Q. redhat



Container Runtimes

Pluggable in within most container engines

State of container runtimes:

99% of the world uses runc
Pluggable because of the OCI Container
Runtime Specification
e Kata & gVisor both look interesting
o Red Hat is engaged upstream
o Not mature enough to be on our
product roadmaps

LI opencontainers / runc

katacontainers

gVisor

Q. redhat



OPEN CONTAINERS



Containers Are Open

FORMATS AND RUNTIME

Established in June 2015 by Docker and other leaders in the container
industry, the OCI currently contains three specifications which govern,
building, running, and moving containers.

19 INSERT DESIGNATOR, IF NEEDED ‘ redhat



Standards Are Well Governed
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facebook
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O redhat

Virtuozzo

Governed by The Linux
Foundation

Ecosystem includes:

o Vendors

o Cloud Providers

o Open Source Projects

Q. redhat



Overview of Important Standards

Vendor, Community, and Standards Body driven
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Open Containers Initiative (OCI)
Image Specification
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Open Containers Initiative (OCI)
Distribution Specification

Open Containers Initiative (OCI)
Runtime Specification

Many different standards

kubernetes

Container Runtime Interface
(CRI)

CN

Container Network Interface
(CNI)

Q. redhat



CRI-O & CRICTL

Interfaces for humans and robots

Governing
Standard

®

Container Runtime Interface
(CRI)
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Kubernetes

(Orchestration)

Workflow

CRI Compliant
Container Engine

crictl

(Human)

Q. redhat



RED HAT INVESTMENT



Container Engine/Runtime Strategy
% cri-o
= build

docker
podman
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% cri-o

Experience:

A lightweight, OCl-compliant container runtime designed for Kubernetes
Runs any OCI compliant, Docker compatible container images

Focus on stability and life cycle with the platform

Improve container security & performance at scale

Roadmap

Now running in production under OpenShift Online clusters

Permanent Kubernetes project

Continues to track and release with upstream Kubernetes

On track to become the default container engine for nodes

Converting node troubleshooting documentation to use crictl for human interface to CRI-O
Adding user namespace support

Integrating libpod for better CLI integration with Podman

Q redhat.


https://www.redhat.com/en/blog/cri-o-now-running-production-workloads-openshift-online

Experience

Will be embedded in OpenShift build strategies, mostly transparent (except custom build strategy)
OCI Container images compatible with Docker format

Multi-stage builds supported with and without dockerfiles

Customizable image layer caching

Shares the underlying image and storage components with CRI-O

Roadmap:

GA support with RHEL 7.5

User namespace enablement

Working towards unprivileged, non-root container builds

Future integrations with Ansible (new work on Ansible Builder), and OSBS

Q redhat.



Experience

e Provides a familiar command line experience compatible with the docker cli

e  Great for running, building, and sharing containers outside of OpenShift

e Can be wired into existing infrastructure where the docker daemon/cli are used today

e Simple command line interface, no client-server architecture, so more agile in many use cases
Roadmap:

e GAInRHELT7.6

e Run containers as non-root (enhanced user namespaces)

e Docker compatible health checks

e  Atomic run label support

Q redhat.
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To say
Container Registries
Rather than

Docker reqistries
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To say
Container Images
Rather than

Docker images
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To say
OCI Containers
Rather than

Docker Containers



Please Sit



Q&A



Source Material

Presentations, Blogs, Etc

List:

° State of Container Technologies in the Operating System -
Dan Walsh 10/2018

° Collabzone - Red Hat Container Engines, Tools, and Images
- Scott McCarty 10/2108

° High Touch Beta (HTB) for RHEL 7.6: What to expect with
podman? - Dan Walsh 09/2018

° RHTE - Docker What? Buildah, Podman et al - William Henry
09/2018

° Red Hat Container Tools - Ben Breard & Scott McCarty
10/2018
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https://docs.google.com/presentation/d/1RcaJsw0Xfjp8Uq2W0KaHglny1AT8dlf2yY-Uo-MrK7E/edit#slide=id.g328f787b2a_0_195
https://docs.google.com/presentation/d/1Z2MpgJnW_fB03QfBkHHzajNGIwk_IBJ7Qz0AF2YWUzQ/edit#slide=id.g429deb87fc_1_172
https://docs.google.com/presentation/d/1iXrfO7SNVorwBG0TJwhptFpMmWx-VKZ2lbONP6JR5oQ/edit#slide=id.g1f5ebd6ba0_1_21
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https://docs.google.com/presentation/d/1kgqvq8wUwayNlbsJjp0Zd5eu7-90YuFaEEXs1uZPTeg/edit#slide=id.g413203baf1_1_0
https://docs.google.com/presentation/d/1fOkswE-s18TOPU8QH0tJHeT4klTgqRF35m6EFOkG28k/edit#slide=id.g3c687ea1c3_2_9
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