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Principal RHEL Specialist Solutions Architect



Hardware
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●ASRockRack – EPYC3251D4I-2T Motherboard
● SoC - AMD EPYC 3251 8 Core / 16 Threads @ 2.5Ghz

●128 GB ECC RAM @ 2666 MT/s
●Intel Dual port 2.5GB NIC
●ASRock PCIe x16 quad NVMe adaptor running bifurcation 4x4x4x4
●Four 1TB Samsung NVMe disks (VM IMAGES)
●Dual 60GB SSD (OS)
●Lian-Li 750 Watt SFX Power Supply
●Silverston SG13 Case
●Noctua 140mm PWM Case Fan



Case Mods
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●BIGRED needs to be red!



Case Mods
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●3D Printing
● Handle ● SFX Power Supply Mount



Features
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●ASRock IPMI



Overheating Issue
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●Critical Sensors
●Fan Speeds – Stuck at 400!



Fan Control
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●lm_sensors?

#sensors | grep -i fan 

fan1:                     0 RPM  (min =    0 RPM) 

fan2:                     0 RPM  (min =    0 RPM) 

fan3:                     0 RPM  (min =    0 RPM) 



Fan Control
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●IPMI Command Line Tool
● 0x3a = IPMI Network Function Code
● 0x01 = Command ID for Thermal Fan Control
● 0x64 = 100 in Hexadecimal for 100% fan speed

# ipmitool -I open raw 0x3a 0x01 0x00 0x00 0x64 0x00 0x00 
0x00 0x00 0x00

# ipmitool sensor reading FAN3 

FAN3             | 1400



Fan Control
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●Quick SystemD OneShot Service 

#cat /etc/systemd/system/fan3-set-1400rpm.service  
[Unit] 
Description=Run Custom IPMItool Command 
After=network.target 
[Service] 
Type=oneshot 
ExecStart=/usr/bin/ipmitool -I open raw 0x3a 0x01 0x00 0x00 0x64 0x00 0x00 
0x00 0x00 0x00  
RemainAfterExit=yes 
[Install] 
WantedBy=multi-user.target



Fan Control
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●More air flow removes the thermal issue 
●Fan Speeds – 1,400 much better



Check on NVMe Temperatures
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●NVMe thermal throttle over 70C
●nvme command line

# nvme smart-log /dev/nvme0 | grep "^temperature"

nvme0: temperature                              : 41 °C (314 K, 105 °F)



Check on CPU Temperatures
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●EPYC 3251 CPU thermal throttles over 105C
●Check with sensors

#sensors | grep Tctl 

Tctl:         +41.2°C 



Disk Configuration
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●Dual SATA 60 GB SSD
● mdadm RAID-1 for OS

●Quad NVMe 1 TB drives in software RAID-5
● mdadm RAID-5 for VM IMAGES
● mounted at /var/lib/libvirt/images



Check SSD Drive Firmware
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●Use smartctl to check SSD information
# smartctl -a /dev/sda
=== START OF INFORMATION SECTION === 
Model Family:     Samsung based SSDs 
Device Model:     SAMSUNG SSD 830 Series 
Serial Number:    S0VTNYAC100177
LU WWN Device Id: 5 002538 043584d30 
Firmware Version: CXM03B1Q



Check NVMe Drive Firmware
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●Use nvme to check NVMe information
# nvme list
# nvme id-ctrl /dev/ng0n1 
NVME Identify Controller: 
vid       : 0x144d 
ssvid     : 0x144d 
sn        : S4S2NA1N932005       
mn        : SAMSUNG MZ1LB960HAJQ-000FB               
fr        : EDA73F2Q



Software Stack
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●Base OS – RHEL 10.latest
●Using KVM as hypervisor
●Using libvirtd as hypervisor API



Networking
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●Dual port 2.5GB Intel NIC
●MTU 9000
●Configured as LACP bond10 with VLANs

● VLAN (default untagged) - KVM
● VLAN (tagged 40) - RHLAB
● VLAN (tagged 60) - OPENSHIFT

●Commands to view network settings
# cat /proc/net/bonding/bond10
# nmcli connection



Management
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●VM management via light weight client virt-manager
●Cockpit for management of entire system

● Demo after after



Containers and VMs
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●Containers
● Red Hat Offline Knowledge Portal

●VMs
● Satellite
● RHEL 7, 8, 9, 10

● ELS
● Image Builder
● Image Mode
● OpenSCAP with CIS
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Red Hat Offline Knowledge Portal 
with Podman Quadlets



What is Podman?
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●Podman is short for Pod Manager
● Pods are one or more containers running a process utilizing one or more resources

●Podman is a fully open source daemonless container manager
●Podman is OCI (Open Container Initiative) compliant
●Podman by default uses runC (the OCI runtime) to launch containers
●Podman can leverage containerfiles (OCI) and dockerfiles for builds
●Podman supports both root and rootless containers
●Podman (modular) is a drop in replacement for Docker (monolithic)
●Podman plugs into SystemD
●Additional tooling

● Buildah – builds OCI container images
● Skopeo – manages images, copy, inspect, sign
● Quadlet – run containers as SystemD services

RHOKP



Root vs Rootless Containers

22

●Root container launch with root privileges
● Full access
● Easy, more flexible, more risk

●Rootless container launch without root privileges 
● Limited access
● More secure / isolated
● Operate within a users namespace

RHOKP



What are Quadlets?
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●Declarative way to manage containers with SystemD unit files

●Quadlet types
● .container – defines a Podman container
● .kube – used to define pods and containers based on Kubernetes YAML
● .volume – creates a Podman volume, allowing persistent storage
● .network – defines a Podman container network device
● .build – handles the building of images
● .image – manages container image pulls or configuration
● .artifact – defines artifacts for Podman

● Learn Quadlets now – “podman generate systemd” is DEPRECATED!

RHOKP



What are Quadlets?
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●Once unit files created, reload SystemD to automatically generate service and start

 # systemctl –-user daemon-reload

RHOKP



What are Quadlets?
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Podman rootful locations (in order of precedence)

● Temporary and testing quadlets
● /run/containers/systemd/

● System Administrator's defined quadlets
● /etc/containers/systemd/

● Distribution defined quadlets:
● /usr/share/containers/systemd/

RHOKP



What are Quadlets?
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Podman rootless locations

● $XDG_RUNTIME_DIR/containers/systemd/
● $XDG_CONFIG_HOME/containers/systemd/ or ~/.config/containers/systemd/
● /etc/containers/systemd/users/${UID}
● /etc/containers/systemd/users/
● /usr/share/containers/systemd/users/${UID}
● /usr/share/containers/systemd/users/

RHOKP



What is the Red Hat Offline Knowledge Portal?
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●Containerized Red Hat Knowledge Portal, available to Satellite customers

●Download, deploy on any OCI container runtime

●Can be used in 100% offline or hybrid, where majority is offline, but additional links send you 
to Red Hat Portal

●Updated monthly

●Currently, about 10GB uncompressed

RHOKP



What is the Red Hat Offline Knowledge Portal?
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●Requirements to run
● Red Hat Portal account

● RHOKP container image download
● Internet access to registry.redhat.io

● Access Key
● https://access.redhat.com/offline/access/

● Registry Service Account
● https://access.redhat.com/terms-based-registry/

● Resources
● 2 vCPU
● 2 GB RAM
● 75 GB Storage

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Obtain Access Key
● https://access.redhat.com/offline/access/

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Create Registry Service Account – I called my “quadlet”
● https://access.redhat.com/terms-based-registry/

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Create a user to run the container – rootless requires a user
# useradd rhokp

●Must be logged in as user rhokp – not “su – rhokp” / logged in directly

●Create directory structure for Quadlet files
# mkdir .config/containers/systemd -p
# mkdir .config/systemd/user -p

●Create two Quadlet files and one SystemD timer 

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Create rhokp.container Quadlet file
[Unit] 

Wants=podman-auto-update.timer 

[Container] 

ContainerName=rhokp 

Environment=ACCESS_KEY=mskinner@redhat.com_RANDOM-NUMBERS

Environment=ONLINE_VIEW=true 

Image=rhokp.image 

PublishPort=8080:8080 

AutoUpdate=local 

[Service] 

Restart=always 

[Install] 

WantedBy=default.target

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Use Creds from Service Account [username:password] 

●Create rhokp.image Quadlet file
[Image] 

Policy=newer 

Image=registry.redhat.io/offline-knowledge-portal/rhokp-rhel9:latest 

Creds= username:password

[Service] 

RemainAfterExit=no

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Create rhokp-image.timer SystemD unit file
[Unit] 

Description=timer for rhokp-image.service 

[Timer] 

OnCalendar=daily 

Persistent=true 

[Install] 

WantedBy=timers.target

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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● Force SystemD to generate a service unit file from Quadlets
# systemctl –-user daemon-reload

●Start and Enable SystemD Timer
# systemctl –-user enable -–now rhokp-image.timer

●DISK SPACE ALERT – USES APPROX 14GB - /home/rhokp

●Start container for first time – forcing image download
# systemctl –-user start rhokp.service

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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● List “rhokp” unit files

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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● Tree view of Quadlets and Unit files in user file structure

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Podman process and image view

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Podman quadlet listing

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●View user SystemD Timer information

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●What happens when the user “rhokp” logs out?

●All services will shutdown … unless, root enables Linger!

# loginctl enable-linger rhokp
# loginctl show-user rhokp

● This will also, ensure the user container restarts on reboot.

RHOKP



How to install RHOKP using Rootless Podman Quadlets
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●Connect to URL: 
http://rhokp.i.skinnerlabs.com:8080

● Top right corner – updated as of 9/15/2026

RHOKP

http://rhokp.i.skinnerlabs.com:8080/


linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you
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