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Security and Compliance
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Common Criteria (CC)

Protection Profile(PP) Security Target (ST) Security Functional Req. (SFRs)

{Requirements} {Combined Function}{Properties}
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EVALUATION ASSURANCE LEVEL (EAL)

EAL1: Functionally Tested

EAL2: Structurally Tested

EAL3: Methodically Tested and Checked

EAL4: Methodically Designed, Tested and Reviewed  

EAL5: Semiformally Designed and Tested

EAL6: Semiformally Verified Design and Tested

EAL7: Formally Verified Design and Tested

(vSphere 5.1-5.5)

(vSphere 5.0, RHEL6, WIN2k8)

(e.g. Smart Card Readers)

(e.g. Integrated Circuits IC’s)



EAL’s  
DO NOT =  
SECURITY

Without Testing…



● Security Technical Implementation Guide (STIGs)
+ PostgresSQL

● United States Gov Config Baseline (USGCB)

● Federal Information Processing (FIPS140)

● Payment Card Industry (PCI)





What is SCAP?



What is SCAP?
● Security Content Automation Protocol (SCAP) is a collection of standards managed 

by National Institute of Standards and Technology (NIST). It was created to provide 
a standardized approach to maintaining the security of enterprise systems, such as 
automatically verifying the presence of patches, checking system security 
configuration settings, and examining systems for signs of compromise. 

● The key step in the implementation of SCAP within the organization is having the 
security policy in the form of SCAP.

● It is a collection of data formats.



What is SCAP?
● For each of the SCAP components mentioned, the standard defines a document 

format with syntax and semantics of the internal data structures. 

● All the component standards are based on Extensible Markup Language (XML) and 
each component standard defines its own XML name-space 

● Any tool which is certified against SCAP 1.2 is required to understand all of the 
previous versions of the component standards.



SCAP Components
● SCAP languages:

● OVAL®:  A language for making logical assertions about the state of an 
endpoint system – describing the desired state.

● XCCDF:  A language to express, organize, and manage security guidance 
that references OVAL.

● OCIL:  Open Checklist Interactive Language: a language to provide a 
standard way of querying for a human user.

● ARF: Asset Reporting Format: a language to express the transport format 
of information about assets, and the relationships between assets and 
reports.



What is OpenSCAP?
● A framework of libraries and tools to improve the accessibility of SCAP and enhance 

the usability of the information it represents. 

● On 04/29/2014 OpenSCAP project received SCAP 1.2 certification from NIST. 
● http://nvd.nist.gov/scapproducts.cfm



What tooling is available for SCAP?
● OpenSCAP: suite of open source tools and libraries for security automation

● OpenSCAP Scanner: command line tool for configuration and vulnerability 
measurements

● SCAP Workbench:  a GUI tool for scanning and content tailoring, GUI front-end for 
OpenSCAP

● SCAP Security Guide: The project provides pre-built profiles for common 
configuration requirements, such as DoD STIG, PCI, CJIS, and the Red Hat Certified 
Cloud Provider standards.



What tooling is available for SCAP?
● OSCAP Anaconda: An add-on for the Anaconda installer that enables administrators 

to feed security policy into the installation process and ensure that systems are 
compliant from the very first boot.

● Red Hat Satellite: Centralized systems life-cycle manager with enterprise 
vulnerability measurements.

● Red Hat CloudForms: to manage security through the full life cycle of systems and 
apps in open hybrid cloud environments (want to scan Amazon AMIs?).

● Red Hat Atomic:  The ability to scan Docker container images.



What is the SCAP Security Guide?
● The project provides practical security hardening advice for Red Hat products and 

also links it to compliance requirements in order to ease deployment activities, such 
as certification and accreditation.

● The project started in 2011 as open collaboration of U.S. Government bodies to 
develop next generation of United States Government Baseline (USGCB) available 
for Red Hat Enterprise Linux 6. 

● In addition to the policy for Red Hat Enterprise Linux 6 and 7, there are policies 
growing for other Red Hat products, such as JBoss Application Server

● Take policy requirements and present them as machine readable formats.



18

RHEL 7

Optional

Security

Policy



OpenSCAP in Satellite 6
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Three Steps Needed

● Client configuration
● Satellite 6 configuration
● SCAP content
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Prepare RHEL 7 Client

● Requirements
#  yum -y install puppet puppet-foreman_scap_client

# systemctl start puppet

# systemctl enable puppet

# puppet agent -t --server sat6.i.skinnerlabs.com
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Prepare Satellite 6

● Requirements
# satellite-installer –enable-foreman-plugin-openscap

# yum -y install puppet-foreman_scap_client

# foreman-rake foreman_openscap:bulk_upload:default
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RHEL7 SCAP Content

● Requirements
# yum install scap-workbench

# yum install scap-security-guide

# scap-workbench
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RHEL7 SCAP

● Profiles
● Common Profile for General-Purpose Systems
● Draft PCI-DSS v3 Control Baseline for RHEL7
● Red Hat Corporate Profile for Certified Cloud Provider
● Standard System Security Profile
● Pre-release Draft STIG for RHEL7
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scap-workbench
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scap-workbench
scanning...
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scap-workbench
tailoring...
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OpenSCAP in Satelltie 6

● Requirements
# mkdir -p /etc/puppet/environments/RHUG/modules

● Click on Configure  Environments→
● Import from Satellite button
● Select “RHUG”
● Click Update
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OpenSCAP in Satelltie 6

● Upload SCAP content into Satellite
● Grab content from RPM file: scap-security-guide
● Hosts  SCAP Contents→
● /usr/share/xml/scap/ssg
● ssg-rhel7-ds.xml
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OpenSCAP in Satelltie 6

● New Compliance Policy
● Hosts  Policy→
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OpenSCAP in Satelltie 6

● New Compliance Policy – select SCAP Content



32

OpenSCAP in Satelltie 6

● New Compliance Policy – select schedule
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OpenSCAP in Satelltie 6

● New Compliance Policy – select Location/Organization …
● Select Hostgroups
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OpenSCAP in Satelltie 6

● Assign Policy to Hosts
● Hosts  All Hosts  Select Action→ →
● Assign Compliance Policy
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OpenSCAP in Satelltie 6

● Wait 15 minutes or run manually on each client
● # foreman_scap_client 3

● Policy number can be found in /etc/foreman_scap_client/config.yaml
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OpenSCAP in Satelltie 6

● Hosts  Policies  Your Policy → →
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OpenSCAP in Satelltie 6
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OpenSCAP in Satelltie 6
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OpenSCAP in Satelltie 6
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OpenSCAP in Satelltie 6

● Hosts  Reports →



OpenSCAP in CloudForms
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CONTAINER SCANNING WITH CLOUDFORMS



INSERT DESIGNATOR, IF NEEDED43





INSERT DESIGNATOR, IF NEEDED45



INSERT DESIGNATOR, IF NEEDED46



INSERT DESIGNATOR, IF NEEDED47



INSERT DESIGNATOR, IF NEEDED48



INSERT DESIGNATOR, IF NEEDED49
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Resources

● RHEL 7 Security Guide

https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/chap-
Compliance_and_Vulnerability_Scanning.html

● Satellite 6.2 Security Compliance

https://access.redhat.com/documentation/en/red-hat-satellite/6.2/paged/host-
configuration-guide/chapter-4-security-compliance-management

 
● CloudForms 4.1 OpenSCAP Integration

https://access.redhat.com/documentation/en/red-hat-cloudforms/4.1/policies-and-
profiles-guide/policies-and-profiles-guide#openscap



THANK YOU

plus.google.com/+RedHat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHatNewslinkedin.com/company/red-hat
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Fedora
Orange
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