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Common Criteria (CC)

ANTI-ACRONYM ASSOCIATION OF AMERICA

| Protection Profile(PP) | | Security Target (ST) | | Security Functional Req. (SFRs) |

{Requirements} {Properties} {Combined Function}



EVALUATION ASSURANCE LEVEL (EAL)

EAL1: Functionally Tested

EAL2: Structurally Tested

EAL3: Methodically Tested and Checked

EAL4: Methodically Designed, Tested and Reviewed
EALS5: Semiformally Designed and Tested

EALG6: Semiformally Verified Design and Tested

EAL7: Formally Verified Design and Tested

(vSphere 5.1-5.5)

(vSphere 5.0, RHEL6, WIN2k8)

(e.g. Smart Card Readers)

(e.qg. Integrated Circuits IC’s)

Q rednhat.



Without Testing...

EAL’s / \

DO NOT =
SECURITY




® Security Technical Implementation Guide (STIGS)
+ PostgresSQL

® United States Gov Config Baseline (USGCB)

® Federal Information Processing (FIPS140)

® Payment Card Industry (PCI)



Security policies available in the SCAP Security Guide

The SCAP Security Guide is not just one security policy, but a These guides to secure configuration of following platforms with following profiles are
whole number of them. For each platform, there are several currently available:

profiles which provide security policies implemented according

to security baselines. You can view the guide by clicking the Fedora Linux v

respective platform.

Red Hat Enterprise Linux 7 v

Other profiles can be derived from existing profiles using the

SCAP Workbench. For more information, please see U.S. Government Commercial Cloud Services (C2S)
CNSSI 1253 Low/Low/Low Control Baseline for Red Hat Enterprise Linux 7
Customization Common Profile for General-Purpose Systems

Criminal Justice Information Services (CJIS) Security Policy

Payment Card Industry — Data Security Standard (PCI-DSS) v3

Red Hat Corporate Profile for Certified Cloud Providers (RH CCP)

STIG for Red Hat Enterprise Linux 7 Server

STIG for Red Hat Enterprise Linux 7 Server Running GUls

STIG for Red Hat Enterprise Linux 7 Workstation

Standard System Security Profile

United States Government Configuration Baseline (NIAP OSPP v4.0, USGCB, STIG)



What is SCAP?

« rednat



What is SCAP?

« Security Content Automation Protocol (SCAP) is a collection of standards managed
by National Institute of Standards and Technology (NIST). It was created to provide
a standardized approach to maintaining the security of enterprise systems, such as
automatically verifying the presence of patches, checking system security
configuration settings, and examining systems for signs of compromise.

 The key step in the implementation of SCAP within the organization is having the
security policy in the form of SCAP.

 |tis acollection of data formats.

Q rednhat.



What is SCAP?

 For each of the SCAP components mentioned, the standard defines a document
format with syntax and semantics of the internal data structures.

« All the component standards are based on Extensible Markup Language (XML) and
each component standard defines its own XML name-space

 Any tool which is certified against SCAP 1.2 is required to understand all of the
previous versions of the component standards.

Q rednhat.



SCAP Components

« SCAP languages:

« OVAL®: A language for making logical assertions about the state of an
endpoint system - describing the desired state.

« XCCDF: A language to express, organize, and manage security guidance
that references OVAL.

 OCIL: Open Checklist Interactive Language: a language to provide a
standard way of querying for a human user.

 ARF: Asset Reporting Format: a language to express the transport format
of information about assets, and the relationships between assets and
reports.

Q rednhat.



What is OpenSCAP?

A framework of libraries and tools to improve the accessibility of SCAP and enhance
the usability of the information it represents.

« 0On04/29/2014 OpenSCAP project received SCAP 1.2 certification from NIST.
e http://nvd.nist.gov/scapproducts.cfm

Q rednhat.



What tooling is available for SCAP?

« OpenSCAP: suite of open source tools and libraries for security automation

« OpenSCAP Scanner: command line tool for configuration and vulnerability
measurements

« SCAP Workbench: a GUI tool for scanning and content tailoring, GUI front-end for
OpenSCAP

« SCAP Security Guide: The project provides pre-built profiles for common
configuration requirements, such as DoD STIG, PCI, CJIS, and the Red Hat Certified
Cloud Provider standards.

Q rednhat.



What tooling is available for SCAP?

« OSCAP Anaconda: An add-on for the Anaconda installer that enables administrators
to feed security policy into the installation process and ensure that systems are
compliant from the very first boot.

 Red Hat Satellite: Centralized systems life-cycle manager with enterprise
vulnerability measurements.

« Red Hat CloudForms: to manage security through the full life cycle of systems and
apps in open hybrid cloud environments (want to scan Amazon AMIs?).

« Red Hat Atomic: The ability to scan Docker container images.

Q rednhat.



What is the SCAP Security Guide?

The project provides practical security hardening advice for Red Hat products and
also links it to compliance requirements in order to ease deployment activities, such
as certification and accreditation.

The project started in 2011 as open collaboration of U.S. Government bodies to
develop next generation of United States Government Baseline (USGCB) available
for Red Hat Enterprise Linux 6.

In addition to the policy for Red Hat Enterprise Linux 6 and 7, there are policies
growing for other Red Hat products, such as JBoss Application Server

Take policy requirements and present them as machine readable formats.

Q rednhat.



fx Red af 1 2 3 r

%
SECURITY POLICY RED HAT ENTERPRISE LINUX 7.2 INS

R H E L 7 Change content Apply security policy:

Choose profile below:

Default
The implicit XCCDF profile. Usually, the default contains no rules.

Standard System Security Profile
This profile contains rules to ensure standard security base of Red Hat Enterprise Linux 7 system.

Draft PCI-D5S5 v3 Control Baseline for Red Hat Ente rprise Linux 7

Optional This is a *draft* profile for PCI-DSS v3

Red Hat Corporate Profile for Certified Cloud Providers (RH CCP)
This is a *draft* SCAP profile for Red Hat Certified Cloud Providers

Security

Commen Profile for General=Purpose Systems
This profile contains items commen to general-purpose desktop and server installations.

Policy

Pre-release Draft STIG for Red Hat Enterprise Linux 7 Server
This profile is being developed under the DoD consensus model to become a STIG in coordination with DISA FSO.

Select profile

Changes that were done or need to be done:

Mo profile selected




OpenSCAP in Satellite 6

« rednat
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Three Steps Needed

« Client configuration
o Satellite 6 configuration
« SCAP content

Q rednhat.
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Prepare RHEL 7 Client

Requirements

# yum -y install puppet puppet-foreman_scap_client
# systemctl start puppet

# systemctl enable puppet

# puppet agent -t --server saté.i.skinnerlabs.com

Q rednhat.
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Hosts « Configure ~

All hosts
Prepare Satellite 6 Content Hosts

Host Collections

Discovered hosts

Mew host

. ds tl
Requirements cthe
# satellite-installer -enable-foreman-plugin-openscap g | enectures

Hardware models

# yum -y install puppet-foreman_scap_client Installation media

Operating systems

# foreman-rake foreman_openscap:bulk_upload:default

Partition tables
Provisioning templates

Job templates

i Policies

SCAP contents

Reports

ftware
ards fo

to hosts



RHEL7 SCAP Content

 Requirements ,
€5 4 @ @38
# yum install scap-workbench emeuter | e

| ssg-rhels-ds.xml
| ssg-rhel7-cpe-dictionaryxml
0 o o | ssg-rhel7-cpe-oval xml
# yum install scap-security-quide
ssg-rhel7-oval xml
| ssg-rhel7-xccdfxml

# scap-workbench

ssg-rhel7-ds.xmil
Source DataStream, XCCDF file or SCAP RPM (*.xml *.rpm)

Q rednhat.
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RHEL7 SCAP

Profiles

Common Profile for General-Purpose Systems

Draft PCI-DSS v3 Control Baseline for RHEL7

Red Hat Corporate Profile for Certified Cloud Provider
Standard System Security Profile

Pre-release Draft STIG for RHEL7

Q rednhat.



scap-workbench

(no tailoring)
Common Profile for General-Purpose Systems

Ensure /var/log Located On Separate Partition

Ensure /var/log/audit Located On Separate Partition

Disable the Automounter

Ensure rsyslog is Installed

Enable rsyslog Service

Record attempts to alter time through adjtimex

Record attempts to alter time through settimeofday

Record Attempts to Alter Time Through stime

Record Attempts to Alter Time Through clock_settime

Record Attempts to Alter the localtime File

Record Events that Modify User/Group Information

Record Events that Modify the System's Network Environment
Record Events that Modify the System's Mandatory Access Controls
Record Events that Modify the System's Discretionary Access Contro...
Record Events that Modify the System's Discretionary Access Contro...

25

Q rednhat.



scap-workbench
scanning...

(no tailoring)
Commeon Profile for General-Purpose Systems

Record Events that Modify the System's Discretionary Access Contro...
Record Events that Modify the System's Discretionary Access Contro...
Record Events that Modify the System's Discretionary Access Contro...
Ensure auditd Collects Unauthorized Access Attempts to Files (unsuc...
Ensure auditd Collects Information on the Use of Privileged Comma...
Ensure auditd Collects Information on Exporting to Media (successful)
Ensure auditd Collects File Deletion Events by User

Ensure auditd Collects System Administrator Actions

Ensure auditd Collects Information on Kernel Module Loading and U...
Disable Automatic Bug Reporting Tool (abrtd)

Disable ntpdate Service (ntpdate)

Disable Odd Job Daemon (oddjobd)

Disable Apache Qpid (qpidd)

Disable Network Router Discovery Daemon (rdisc)

Disable At Service (atd)

Q rednhat.



scap-workbench
& [£] Guide te the Secure Configuration of Red Hat Enterprise Linux 7
t 3 I g : % A conditional clause for check statements.
al orlng.oo = O [ introduction

B0 [ General Principles
Encrypt Transmitted Data Whenever Possible

-0 [ Minimize Software to Minimize Vulnerability
-0 ﬁ Run Different Network Services on Separate Systems

O E Configure Security Tools to Improve System Robustness
-0 [E5 Least Privilege
B0 [ How to Use This Guide
- Read Sections Completely and in Crder
- [ Test in Non-Production Environment

O E Root Shell Environment Assumed

O [B§ Formatting Conventions
- [E§ Reboot Required
System Settings
Installing and Maintaining Software

Disk Partitioning

O E Ensure /tmp Located On Separate Partition
-0 Ensure /var Located On Separate Partition
- E Ensure Jvar/log Located On Separate Partition

|| Ensure jvar/log/audit Located On Separate Partition

Ensure /fhome Located On Separate Partition
E| Encrypt Partitions

Updating Software
Ensure Red Hat GPG Key Installed This profile contains items common to general-
-0 Ensure gpgcheck Enabled In Maln Yum Configuration purpose desktop and server installations.
-0 Ensure gpgcheck Enabled For All Yum Package Repos

| Ensure Software Patches Installed
=0 Software Integrity Checking

- Verify Integrity with AIDE

Q rednhat.
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OpenSCAP in Satelltie 6

Requirements

# mkdir -p /etc/puppet/environments/RHUG/modules

Click on Configure — Environments

Import from Satellite button

Select “RHUG”
Click Update

Changed environments

Select the changes you want to realize in Satellite
Toggle: & New | & Updated | & Obsolete
& Environment

KT_SkinnerLabs_LAB_RHELT_VM2_11

o o

KT_SkinnerLabs_Library_RHELT_VM2_11

&

RHUG

O

example_env

O productior

Operation

Add:

Add:

Add:

Add:

Add:

Puppet Modules
ccess_insights_c
s5_insights_c
cess_insights_c
ccess_insights_c

t, foreman_sca
t, forema
£, foreman_sca
t, foreman_sca

t, foreman_sca

client, and
scap_client, and
client, and stc
client, and stc

client, and std

stdlib

stdlib
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OpenSCAP in Satelltie 6

Upload SCAP content into Satellite

Grab content from RPM file: scap-security-quide
Hosts — SCAP Contents
/Jusr/share/xml/scap/ssg

Upload new SCAP content file

Ssg-rhe|7-ds‘xm| File Upload Locations Organizations

Title * RHEL7-RHUG-default

Scap file * No file selected.

Upload SCAP DataStream file

Q rednhat.



30

OpenSCAP in Satelltie 6

New Compliance Policy
Hosts — Policy

New Compliance Policy

m SCAP Content Schedule

MName * RHEL7-RHUG-Policy-Common-Profile

Q rednhat.



OpenSCAP in Satelltie 6

New Compliance Policy - select SCAP Content

New Compliance Policy

BN create policy m B3 schedule I3 Locations

SCAP Content

RHEL7-RHUG-default

XCCDF Profile

Commeon Profile for General-Purpose Systems

| Q

Default *CCDF profile
Standard System Security Profile

Draft PCI-DSS v3 Control Baseline for Red Hat Enterprise
Linux 7

Red Hat Corporate Profile for Certified Cloud Providers {RH
ccp)

Commen Profile for General-Purpose Systems

Pre-release Draft STIG for Red Hat Enterprise Linux 7 Server

B3 organizations

I Hostgroups

Cancel

Next

31

Q rednhat.



OpenSCAP in Satelltie 6

« New Compliance Policy - select schedule

New Compliance Policy

Create policy

Period

Cron line

32

Custom

15 % # % *

Locations

Organizations Hostgroups

You can specify custom cron line, e.g. "0 3% * *", separ

ate

each of 5 values by space

Cancel

Q redhat
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OpenSCAP in Satelltie 6

New Compliance Policy - select Location/Organization ...
Select Hostgroups

New Compliance Policy

Create policy SCAP Content Schedule Locations Organizations

Hostgroups Alliterns + Selected items =
RHUG-OpenSCAP OpensShift
Rhlab-viM

Q rednhat.



Select Action ~

Change Group
o o Build Hosts
O penSCA P I n Satel Itle 6 Change Environment
Edit Parameters
Disable Notifications
. . Enable Motifications
e Assign Policy to Hosts

Rebuild Config

e Hosts — All Hosts — Select Action assign Organization

Assign Location
. . .
Change Owner
 Assign Compliance Policy :

Change Puppet Master
Change Puppet CA
Change Power State

Assign Compliance Policy - The following hosts are about to be changed

Delete Hosts

Assign Compliance Policy

Unassign Compliance Policy

Name Host group Environment Location Organization

node2.openshift.skinnerlabs.com Openshift RHUG Default Location skinnerLabs Run Job
master1.openshift.skinnerlabs.com OpensShift RHUG Default Location SkinnerLabs crmmmm e —
nodel.openshift.skinnerlabs.com OpenShift RHUG Default Location SkinnerLabs

O Keep selected hosts for a future action

ﬁHEL?—RHUGrPcI\C) Ccmlﬁﬁi l

Cancel m
34 ‘ redhat
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OpenSCAP in Satelltie 6

Wait 15 minutes or run manually on each client
# foreman_scap_client 3

Policy number can be found in /etc/foreman_scap_client/config.yaml

Q rednhat.



OpenSCAP in Satelltie 6

Hosts — Policies — Your Policy

Compliance policy: RHEL7-RHUG-Policy-Common-Profile

Host Breakdown Chart

Hosts Breakdown

[l Compliant with the policy

0

[l ot compliant with the palicy
3

[l Inconclusive results 1 00%
0 Incompliant h...

Never audited

0

Total hosts: 3

Latest reports for policy: RHEL7-RHUG-Policy-Common-Profile

Host Date Passed Failed Other

@ node2 openshift.skinnerlabs.com less than a minute ago a B View Report
® node1.openshift.skinnerlabs.com less than a minute ago a View Report
@ master1.openshift.skinne 4 minutes ago B View Report

Q redhat



OpenSCAP in Satelltie 6

node2.openshift.skinnerlabs.com

Show log messages:

Allmessages

Severity
=]
=]

Low

Low

Low

Low

Message

Ensure /var/log Located On Separate Partition
Ensure /var/log/audit Located On Separate Partition
Disable the Automounter

Ensure rsyslog is Installed

Enable rsyslog Service

Record attempts to alter time through adjtimex
Record attempts to alter time through settimeofday
Record Attemnpts to Alter Time Through stime

Record Attempts to Alter Time Through clock_settime
Record Attempts to Alter the localtime File

Record Events that Modify User/Group Infermation
Record Events that Modify the System's Network Environment

Record Events that Modify the System's Mandatory Access Controls

View full report

Download XML in bzip

Reported at 2016-09-20 15:10:10 -0500

Resource

xccdf_org.ssgproject.content_..
xccdf_org.ssgproject.content_...
xccdf_org.ssgproject.content_..
xccdf_org.ssgproject.content._...
xccdf org.ssgproject.content....
xcedf_org.ssgproject.content ...
xccdf_org.ssgproject.content_..
xccdf_org.ssgproject.content._...
xccdf_org.ssgproject.content_..
xccdf_org.ssgproject.content._...
xccdf_org.ssgproject.content_..
xccdf_org.ssgproject.content_...

xccdf_org.ssgproject.content ...

8 i
= wn
=
=

37

Q rednhat.



OpenSCAP in Satelltie 6

Title
¥ Guide to the Secure Configuration of Red Hat Enterprise Linux 7 m
» Introduction
¥ System Settings @ZE0D
¥ Installing and Maintaining Software €3%21)
v Disk Partitioning EXE)
Ensure /var/log Located On Separate Partition
Ensure /var/log/audit Located On Separate Partition
» Updating Software
» Software Integrity Checking

v File Permissions and Masks

Severity

Result

38

Q rednhat.



OpenSCAP in Satelltie 6

Rule ID
Result
Time
Severity

Identifiers and References

Description

Rationale

OVAL details

Mount point

Mvarilog

Ensure varllog Located On Separate Partition X

xcedf_org.ssgproject.content_rule_partition_for_var_log

2016-09-20T15:09:59

low

CCE-26967-0

EEEER AU-9, SC-32, hitp:/fiase.disa.mil/stigs/cci/Pages/index.aspx, Test attestation on 20120928 by MM

System logs are stored in the /var/log directory. Ensure that it has its own partition or logical velume at installation time, or migrate it
using LVM.

Placing /var/log inits own partition enables better separation between log files and other files in /var/.

Items not found violating [ TR

Object oval:ssg:obj:1021 of type partition_object

39

Q rednhat.



OpenSCAP in Satelltie 6

* Hosts — Reports

Compliance Reports

Q 5earch | v

[0  Host Reported At Passed Failed Other

O @ masteri.openshift.skinnerlabs.com 4 minutes ago n E Delete
O @ nodez openshift.skinnerlabs.com 4 minutes ago n E Delete
O @ nodel.openshift.skinnerlabs.com 4 minutes ago a [ 25 | Delete
O @ nodez.openshift.skinnerlabs.com 9 minutes ago a [ 25 | Delete
O @ nodel.openshift.skinnerlabs.com 9 minutes ago [ 5 ] [ 25 | Delete
O @ master1.openshift.skinnerlabs.com 12 minutes ago a Delete
0O en openshift.skinnerlabs.com 16 minutes ago a Delete
[0 @ node2 openshift.skinnerlabs.com 16 minutes ago a Delete

Displaying all 8 entries

Q redhat
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CONTAINER SCANNING WITH CLOUDFORMS




RED HAT CLOUDFORMS MANAGEMENT ENGINE

C

* - £¥ Configuration ~

Cloud Intel

~ Policy Profiles

Policy Profile "OpenSCAP profile"

Red Hat |F'IE-i:'_=-';}'It5 b . All Policy Profiles

Policies
5 == Image Compliance: OpenSCAP .
=  Image Compliance: OpenSCAP
’ Has high severity OpenSCAP rule results e
= |mage Control: Analyse incoming container images
o % Container Image Compliance Check = g 2 g g

Compute 6:} Mark as Non-Compliant

2 E Image Ceontrol: Analyse incoming container images Motes

Eanfioaration s % Container Image Discovered
Lor :"57_ atlon @
@ Initiate SmariState Analysis for Container Image No notes have been entered.

Networks 2 Bl

> Events

» Conditions

Control

» Actions

Automate > Alert Profiles

» Alerts



Policy "OpenSCAP"

Basic Information

Active Yes

Created By Username admin on 05/25/16 at 21:06:01 UTC

Scope

@ Mo Policy scope defined, the scope of this policy includes all elements.

Conditions
Description Scopes / Expressions
0 Has high severity OpenSCAP rule results ExpressionFIND Image.Openscap Rule Results : Result = "fail” CHECK ANY Severity = "High"
Events
Description Actions

E Container Image Compliance Check * Mark as Mon-Compliant



Cloud Intel

Red Hat Insights

Compute

Configuration

Networks

Control

Automate

£+ Configuration v

U Policy ~

Q Perform SmartState Analysis

@ No filters

defined.

Images

RED HAT® CLOUDFORMS MANAGEMENT ENGINE

((

({

{

({

(

Name

openshift3/ose-docker-registry

openshift3/ose-haproxy-router

registry.access.redhat.com/openshift3

/fimage-inspectar

registry.access.redhat.com/openshift3

/metrics-cassandra

registry.access.redhat.com/openshift3

/metrics-deployer

Provider

Zoseaio

Zoseaio

Zoseaio

Zoseaio

Z0seaio

Tag

v3.2.1.13

v3.2.1.13

2.0

321

329

dacker://sha256:

docker://sha256:

docker://sha256;

docker://sha256:

docker://sha256:



management-infra

Overview

f:}"u"'E' Y | ew

== '] 2 Image: openshift3/image-inspector
Settings pod #~ Ports: 8080/TCP



f

3]

Overview

Browse

Settings

mamagement—infra v Add to project

manageiqg-img-scan-cf3da

manageig-img-scan-cf3da

manageiq.org name

Details Environment Metrics Terminal Events

Container: image-inspector QA Running

2016/09/18 22:43:35 package webdav requires Go version 1.5 or greater

2016/09/18 22:43:35 Image openshift3/ose-haproxy-router:v3.2.1.13 is available, skipping image pull

2016/09/18 22:43:36 Extracting image openshift3/ose-haproxy-router:v3.2.1.13 to /var/tmp/image-inspector-174896965

2016/09/18 22:43:46 OpenSCAP scanning /var/tmp/image-inspector-174896965. Placing results in /var/tmp/image-inspector-scan-results-95434851:
2016/09/18 22:44:00 Serving image content /var/tmp/image-inspector-174896965 on webdav://0.0.0.0:8080/api/v1l/content/



Cloud Intel

Red Hat Insights

Properties
Name

Tag
Compu':e Image Id

Configuration Eull Name

Compliance
Networks g
Status

History
Control

Automate

Optimize

Settings

¥ Configuration

RED HAT® CLOUDFORMS MANAGEMENT ENGINE

U Policy ~

Images openshift3/ose-haproxy-router (Summary)

openshift3/ose-haproxy-router (Summary)

openshift3/ose-haproxy-router
v3.2.1.13

docker://sha256:f8e807bd101b9b6b35bf8
5132f6a9bca76436b823d77fd67d841118¢
ach76562

openshift3/ose-haproxy-router:v3.2.1.13

Newver Verified

Not Available

Relationships

Containers Provider
Image Registry
Projects

Pods

Containers

Nodes

Smart Management

Jozwiak Tags

Configuration

Packages
OpenSCAP Results

OpenSCAP HTML

OpenSCAP Failed Rules Summary

Medium

O zoseaio

Unknown image source
iflh’
oo’

o=

‘ No Jozwiak Tags have been assigned

oy 0
@ 1076

Available



@ OpenSCAP Evaluation Report

Evaluation Characteristics

Target
machine

Benchmark
URL

Benchmark
1D

Started at

Finished at

manageiq-img-scan-cf3da

{tmp/com.redhat.rhsa-RHEL6.ds.xml.bz2

xcedf_com.redhat.rhsa_benchmark_generated-xccdf

2016-09-18T22:43:58

2016-09-18T22:43:58

Compliance and Scoring

The target system did not satisfy the conditions of 1 rules! Please review rule results and consider applying remediation.

Rule results

Severity of failed rules
o —

Score

Scoring system

urn:xcedf:scoring:default

Score

CPE Platforms

99.907066

Addresses

L ]
« [0 __0:0:0:0:0:0:0:1

e [ {e80:0:0:0:42:aff:fe01:6
« I3 _ 00:00:00:00:00:00

o RIITeR  02:42:0A:01:00:06

Percent
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Resources

e RHEL 7 Security Guide

https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/chap-
Compliance_and_Vulnerability_Scanning.html

» Satellite 6.2 Security Compliance

https://access.redhat.com/documentation/en/red-hat-satellite/6.2/paged/host-
configuration-quide/chapter-4-security-compliance-management

 CloudForms 4.1 OpenSCAP Integration

https://access.redhat.com/documentation/en/red-hat-cloudforms/4.1/policies-and-
profiles-quide/policies-and-profiles-guide#openscap

Q rednhat.
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