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Making complex examples, consistent and easily reproducible
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* Edge computing = Fog computing (there is no real difference other than marketing)



What “Edge” is and Where we Play

Operations Edge
Local networks of smart things, local compute,
remotely deployed gateways
e Automation / integration of
monitoring & control processes

Enterprise Edge

Second- and third-tier data centers, cloud gateways,
colo facilities, offices connected

=]

Traditional
Biz

e Standardized and secured
distributed operations

Industrial &

Horizontal e Predictive analytics

(Al/ML based inferencing)

e Production / supply chain
optimization

e Modernized application environments
e Modernized network infrastructure

Bringing it all
together

Provider Edge

Telco-owned compute infrastructure and
cloud-like hosting for business applications

Engagement Edge
Globally distributed compute systems that deploy
engagement apps to customers wherever they are

e Aggregation, access and far edge e Connected vehicles

e Business applications through the e Consumer VR

service provider network

In-vehicle
e (Gaming

Source: Forrester - The Four Edges of Edge Computing



Red Hat Validated Patterns

Validated Patterns : Simplifying the creation of use cases

Bringing the Red Hat portfolio and ecosystem together - from services to the infrastructure

USRS o - _ _ §

Configuration as code ' . From POC to production
_____________________________________________________ o @ o T
Go beyond documentation using , @ . 7 — = Ensure your teams are ready
GitOps process to simplify deployment _," = — ' ‘»\‘ to operate at scale
o °
Highly reproducible N e . Open for collaboration
..................................................... \‘ Al/ML Industrial Edge Blueprint Documentation "/___'___._______________________,_,___________________
So that you can scale out your Anyone can suggest improvements
deployments with consistency ' and contribute to it
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Business goals

Reduce Complexity
Streamline Deployment
Tested Configurations

Use Case Building Blocks
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Faster Decision Making

Leverage data and
analytics on-site to
accelerate decisions

Focus is on solving complex business problems
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Enhanced End User
Experience

Provide enhanced
services to consumers
and stakeholders outside
of the office or data
center

Remote Operations

Ensure critical
operations continue
despite limited
connectivity

Data & Compliance

Process and manage
sensitive data on-site
and maintain regulatory
compliance

‘ RedHat



Validated Patterns Library

O l
Industrial edge Medical diagnostics Multi-cloud GitOps
Defect Detection using local input Using medical images and Al/ML to Showcasing the gitops deployment
on a manufacturing production line provide guidance to doctors for model over multiple sites for a
improved diagnosis streamlined customer experience
red.ht/patterns



http://red.ht/patterns

Validated Patterns Library

Industrial Edge Introduction ‘

Edge Medical Diagnosis Introduction ‘

Medical facility

Hybrid Multicloud Management with GitOps

Business Drivers

i
=

K\ Need for faster S

( % | medical diagnosis of Edge / Remote ¢

\i/ diseases g Predictive

diag ics imagin

/f\ Provide expert-assist Red Hat platform
to medical experts to
k reduce time spent on

t
Hin ing el Private / Public Cloud
j ''''''' poe Central laboratory

T\ Secure Gitops and

g_{‘) | Bevops management m Focus me dical
acre re a expert tim

.g/ factory sites ‘\\@') | most difficult ¢

it o= interpret cases Red Hat platform

| Open Hybrid Cloud Management

‘ Physical data center

‘ @ RedHat

Industrial edge Medical diagnostics Multi-cloud GitOps

Taking streaming input from a Using static images pushed through

sensor and through an Al model an Al model to do pattern matching
determining defect detection

Using GitOps for infrastructure as
code to provide cross cluster
governance and application

lifecycle management using secure
configuration and credentials

https://www.redhat.com/architect/portfolio
& RedHat



Industrial Edge Defect Detection

Industrial Edge

Business Needs

Accelerate software driven optimizations

e Reduce the time from issue to remediation
e Auditable release deployments to the factory

Declarative Configuration Management

e Agile controlled configuration rollout
e Define and enforce desired state
e Scale to hundreds of production lines

Real-time transparency

e Actionable production insights and notification
e Utilize Al to assess the state of the manufacturing
process while it is running

..);
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Industrial Edge Defect Detection

[

Location & Device
Function Actuator, Sensor
Protocols PLC
# of ~100,000
devices

%
Line Server
Ruggedized Industry

PC, PLC, HMI, SCADA SCADA, PPS, MES,
PLM
~100

~1,000

Plant Data Center
Racks in IT room

Operational Technology (OT)

10

il

Regional Data Center
Country Specific
PPS, MES, PLM, ERP
~20-50

Headquarter Data Center

MES, PLM, ERP
~1-3

Information Technology (IT)

CORE



Industrial Edge Defect Detection

Edge Site 2

Edge Site 1

Edge Management
Apply cluster and
application config changes

Local Dashboard
Display real time info to line
operators

Edge Al Application
ML trained application
for intelligent edge

Data Streaming
Sensor data ingestion
and routing

Code Management
Repository for code,
config and deployment
blueprints

Image Store
Container registry for

images and ML models

Core Data Center

DevOps Automation
Continuous integration/
continuous deployment

Data Streaming
Sensor data ingestion

Edge Management
Cluster and application
lifecycle management

ML Model Training
Data science and ML
model training

Data Lake
Data store for model
training

Consistent Distributed Architecture



Industrial Edge Defect Detection

Edge Site ..n
Edge Site 2

|
O git {0 quav
Edge Site 1
- @

Edge Management

ACM / ArgoCD Core Data Center

Local Dashboard Edge Management
Angular Web Ul — — ACM / ArgoCD

ML DevOps

Edge Al Application - DevOps Management ML Model Training

Seldon Core

OpenShift Tekton Open$h|ft Data
Science

Data Streaming Data Streaming Data Lake

AMQ Streams OpenShn‘t.Data
Foundation

Red Hat OpenShift Advanced Cluster Management

AMQ Streams

GitOps

12




Assisted Medical Diagnosis

Medical Diagnosis

Business Needs

Faster Disease Diagnosis
e Accelerate time from patient’s x-ray to diagnosis
Focus Practitioner Time

e Automatically categorize into
high/low/unknown-probability

e Reduction in time spent on routine diagnosis

Accommodate Current Staffing Shortages

e Allow doctors to focus on more complex medical
issues while providing the same level of service i ‘

e Reduce time for a patient to receive critical care



Assisted Medical Diagnosis

Solution Pattern - Primary Data Pipeline

1. High-risk of pneumonia

Pneumonia risk inference 2 Low-risk of boneumonia
from ML model ' g

3. Low-confidence in ML inference
At each medical facility (on-demand):

Automatically categorize x-rays into high/low/unknown risk of pneumonia.
Notify medical practitioners in real-time about high-risk pneumonia patients.
Submit all x-ray categorization results for human review and approval.
Anonymize x-rays with low-confidence ML inference results

and send to data center for model retraining, with no PILI.

PWN -

At central lab (batch):
1. Retrain pneumonia risk detection
ML model for improved accuracy.
2.  Report on trend analysis of ML
y pneumonia risk prediction accuracy.




Assisted Medical Diagnosis

Pipeline Architecture

/ Medical
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Validated Patterns Interoperability

Vertical Markets

passenger
Screening

Pneumonia

Purchase
Verification
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For more information:

Git Repos::
e https:/github.com/hybrid-cloud-patterns
e https://github.com/redhat-edge-computing

Web Pages:
e red.ht/patterns — Red Hat Site
https://redhat-gitops-patterns.io/ — Validated Patterns
http://hybrid-cloud-patterns.io/ — Community Patterns for everyone to contribute and work together
https:/www.redhat.com/architect/portfolio — Portfolio Architecture page

Blogs: (Based on Industrial Edge Validated Pattern)
e https://www.redhat.com/en/resources/manufacturers-scale-edge-computing-hybrid-cloud-overview
e https://www.redhat.com/en/resources/validated-patterns-industrial-edge-overview

DevConf 2022:
e Pattern demo: https:/www.youtube.com/watch?v=yQ YOuQsCMc
e Pattern discussion: https:/www.youtube.com/watch?v=uxEanR7sUrY

Red Hat Summit 2022:
e From a working concept to a validated pattern: Lifesaving technology in an open source framework



https://github.com/hybrid-cloud-patterns
https://github.com/redhat-edge-computing
http://red.ht/patterns
https://redhat-gitops-patterns.io/
http://hybrid-cloud-patterns.io/
https://www.redhat.com/architect/portfolio
https://www.redhat.com/en/resources/manufacturers-scale-edge-computing-hybrid-cloud-overview
https://www.redhat.com/en/resources/validated-patterns-industrial-edge-overview
https://www.youtube.com/watch?v=yQ_Y0uQsCMc
https://www.youtube.com/watch?v=uxEanR7sUrY
https://events.experiences.redhat.com/widget/redhat/sum22/SessionCatalog22/session/1641419605018001Dh09

Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning
support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat




