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‘ IN BUSINESS, DIFFERENTIATION DEPENDS ON
YOUR ABILITY TO DELIVER INNOVATION FASTER

Connected Intelligent Better Use of Globally Innovation
Applications Recommendations Data Availability In New Markets

‘ Red Hat



‘ IN IT, SUCCESS DEPENDS ON YOUR ABILITY
TO DELIVER APPLICATIONS FASTER

Cloud-native Al & Machine Internet of Innovation

Blockchain

Applications Learning Things Culture

CONTAINERS, KUBERNETES, MICROSERVICES & DEVOPS ARE KEY INGREDIENTS

‘ Red Hat



AGILITY CAN'T SUCCEED IN SILOS

MUST ENABLE COLLABORATION BETWEEN TECHNOLOGY & GROUPS
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What is DevOps?

DevOps is an approach to culture, process, and tools for delivering
increased business value and responsiveness through automated,
rapid, iterative, self-service, and high-quality IT service delivery. It
applies open source principles and practices with:
e Culture of collaboration valuing openness and transparency
e Automation of process from development through ongoing
operations
e Adoption of technology drawing from innovative development
communities

& RedHat



TL;DR

DevOps is about getting things out the door
to end users quickly and reliably.

& RedHat



DevSecOps TL;DR

DevSecOps is about getting things out the door
to end users quickly and reliably and securely.

& RedHat



DEVOPS IS ABOUT CULTURE



CULTURE IS ABOUT PEOPLE



CHARACTERISTICS OF DEVOPS CULTURE

e Open Communication

e Respect

e Trust

e |ncentive and Responsibility

e Embrace Experimentation and Failure

e Patience & e



EVERYONE HAS VALUABLE INPUT AND COMMUNICATES
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GETTING STARTED

Define Primary Business Objective & Set Goals
Establish Executive Sponsorship

Find Technical Leadership

Select Pilot Projects

Define Initial Processes

Identify Key Tools

Plot Timelines and Measure Progress

lterate

‘ Red Hat



DevOps Team Syndrome

/dévops/ /tém/ /'sin,drom/
technology disease

1. the unfortunate behavior in believing that a single
team of engineers can solve an organization's
technology problems alone by using some
orchestration tool.

Source: Walter Bentley, Senior Manager, Automation Practice, Red Hat Consulting
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THE DEVOPS MODEL
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Identify security
requirements &
governance models

Built-in from the
start; not bolted-on

THE DEVSECOPS MODEL:
CONTINUOUS SECURITY

Revise, update, remediate as the landscape changes

ps
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Revise, update, remediate as the landscape changes

platforms with
enhanced security
capabilities

IDENTIFY > PROTECT
Deploy to trusted
4
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Automate systems
for security &
compliance

& RedHat



We created Dev and
Ops and Security
user stories and

tackled them
together.

DEVELOPER

DevNation Federal 2017 - The Journey to DevSecOps

DEVSECOPS

| can break builds if
security and
compliance rules
aren’t followed...

SECURITY

We’re empowering
the developers and
ideally empowering
them straight to
production.

OPERATIONS

& RedHat


https://www.youtube.com/watch?v=chT4DEYUmW8

AUTOMATION IS KEY



Automation happens when one person meets
a problem they never want to solve again

‘ Red Hat



WE ALL HAVE
MORE THAN ONE PROBLEM
TO SOLVE
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HELPING TEAMS
TOMATE TO SOLVE
ROBLEMS FASTER




‘ AUTOMATION BRINGS TEAMS TOGETHER
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What’s the
culture of
your
organization?
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COLLABORATIVE

SILOED

Where are you looking for DevOps benefits?

TRADITIONAL IT CLOUD NATIVE

ENVIRONMENTS ENVIRONMENTS

Start with Containers

automation Cloud
: IT Automation

Take a team and build
a showcase app...
using DevOps tools

and platforms.

Start with building an
open & collaborative
culture

& RedHat



AUTOMATION WITH ANSIBLE
Traditional IT



AUTOMATION FOR TRADITIONAL IT

Traditional code development

& deployment tooling

Databases VMs

Middleware Bare metal

0S

Network and storage infrastructure

X-cloud Portability & Integrations

SaaS/PaaS | PrivateClouds | AWS | Azure | Google

24
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Service catalogs & governance
Full stack monitoring

Root cause Analytics

Capacity Optimization
Security & Compliance

Config & Provision

Patch & Remediate

ITSM & CMDB Integration

& RedHat



ANSIBLE IS THE UNIVERSAL LANGUAGE
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‘ RED HAT ANSIBLE AUTOMATION

Effective automation in the container era requires
IT Operations to be as agile as software developers

e

Programmatic, Human Consistent across Self-documenting
reusable, open readable technologies and
multiple clouds
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ANSIBLE NETWORK AUTOMATION

Configure, validate, & ensure continuous compliance for physical network devices

miﬁ BUILD il MANAGE [JB? SCALE

with Red Hat Ansible Engine ®%7=| with Red Hat Ansible Engine with Red Hat Ansible Tower
. . ° Methodically track ° Ensure ongoing steadystate
*  Cetautomating quickly. configuration drift. on a schedule.
y T:ﬁ??:iﬁ;:gg:;rgnmdcr:;g o Make changes across any set ° Use role-based access
per, 7 ’ of network devices. controls with specific teams.
° ldriaelnfﬁglzom existing and e  Validate that changes were e Integrate external third-party
¢ ' successful. solutions with RESTful AP

Automate Automate Orchestrate & operationalize
discrete tasks business processes automation
RED HAT' RED HAT RED HAT _
,EANSIBLE ,EA\(!}ISIBLE ,TANSIBLE
ngine ngine ower
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Cl/ CD FOR CLOUD NATIVE



AUTOMATION FOR HYBRID CLOUD

Cl/CD Pipelines

& Code Repositories

Application Lifecyle Management (OLM)

Kubernetes Container
Orchestration Platforms

0S

Network and storage infrastructure

X-cloud Portability & Integrations

SaaS/PaaS | PrivateClouds | AWS | Azure | Google
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Service catalogs & governance
Full stack monitoring

Root cause Analytics

Capacity Optimization

Cloud Financial Mgt

Security & Compliance

Config & Provision

Patch & Remediate

ITSM & CMDB Integration

& RedHat



A PLATFORM FOR DEVOPS & HYBRID CLOUD
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Service
Cat/Operators
etcd, Prometheus,
Red Hat Middleware,
ISVs

Automated
Operations

RED HAT

OPENSHIFT

Container Platform

Developer Productivity
Build Automation,
Image Streams, Cl/CD

Cluster Services
Metering/Chargeback,
Registry, Logging, Metrics

Operator Lifecycle Manager

Install /
Upgrade

Red Hat Enterprise Linux or Red Hat CoreOS

" Network / CNI :

App

Monitoring

‘ Red Hat



OPENSHIFT 4 DEPLOYMENT OPTIONS

Full Stack Automation Pre-existing Infra
Installer User
Installer User
Installer User
Installer User
Installer User
Installer Installer
Installer: RHEL CoreOS User: RHEL CoreOS + RHEL 7
Yes Supported for
IPI providers
Limited: AWS only Yes: AWS, Bare Metal, & VMware

amazon mll \icrosoft Google Wvmware = BED AT ric . & RedHat
i { > < e OPENSTACK RED HAT
webservices Wl Azure Cloud Platfor (vSphere . Baremetal PLATFORM VIRTUALIZATION



DevOps
Excellence

207
OPENSHIFT LOVES CI/CD
JENKINS-AS-ASERVICE ~ HYBRID JENKINS INFRA EXISTING CI/CD
ON OPENSHIFT WITH OPENSHIFT DEPLOY TO OPENSHIFT

34
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USE THE OPENSHIFT PIPELINE

: ServiceNow
: JIRA Service Desk

DEVELOPER GIT SERVER ARTIFACT REPOSITORY RELEASE MANAGER :
O O o + Zendesk
&— 1 NERL
OPENSHIFT :@JQ - @Q’ - :@*¢ 4 :@%
C1/CD PIPELINE J0% 20% J0% J0%
(JENKINS)
IMAGE BUILD PROMOTE PROMOTE PROMOTE &
& DEPLOY TO TEST TO UAT DEPLOY
l l l """"" TO FlROD
OPENSHIFT y OPENSHIFT
IMAGE | B [ /A | > : NS IMAGE
REGISTRY —A —é‘ —él ! —él REGISTRY
OPENSHIFT L 3 e 3 I ; i 3 OPENSHIFT
CLUSTER : : S | CLUSTER
NON-PROD DEV TEST UAT PROD

& RedHat



‘ WHAT IF THERE ARE EXISTING DELIVERY PROCESSES?
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What is Tekton Pipeline

A Kubernetes-native pipeline resource

“The Tekton Pipelines project provides Kubernetes-style resources for declaring Cl/CD-style pipelines.”

Contributors:
C Google
‘ Red Hat
CD.FOUNDATION CloudBees

“A Neutral Home for the Next Generation of Continuous Delivery IBM

. Collaboration”

‘ Red Hat



PIPELINE MUST INCLUDE SECURITY GATES

OPENSHIFT CI/CD PIPELINE (JENKINS)

.

IMAGE BUILD PROMOTE PROMOTE PROMOTE

& DEPLOY TO TEST TO UAT TO PROD
UNIT CODE VULN INT QA
TEST QUAL SCAN TEST UAT

-Cucumber  -Sonarqube -Aqua Security

-Arquillian -Coverity -Black Duck

-Junit -Clair
-Sonatype
-Twistlock
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Integrate security testing
into your build / CI

process

Use automated policies

to flag builds with issues

Sign your custom

container images

& RedHat



‘ SECURITY FOR CONTAINER DEPLOYMENT
Trust is Temporal - Rebuild & Redeploy
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ARTIFACT RELEASE
REPOSITORY MANAGER
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DEVELOPER GIT SERVER

CLUSTER 8 cLusTer
NON-PROD DEV TEST UAT PROD

Operators: app config &
lifecycle as code

Whitelist / blacklist
external repos

Apply runtime
security policies

Validate image signatures

Monitor for
new vulnerabilities

& RedHat



MONITOR SECURITY VULNERABILITIES

RedHat

OpenShift Container Platform kube:admin v

See a I I yo u r CO nta i n e r oy e You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
Vulnerabilities right from the e
ConSOIe DaShboard Dashboards

Security breakdown x
Projects
Quay analyzes container images to identify

Search
wvulnerabilities.

° Link out to Red Hat Quay for more Bl Details Visesattings St Severity Fiable

. . . Events ; 1High 19

in depth information Cluster API Aderess » & cisis ® EoiE o lessuny

https://api sgoodwin2.devcluster.openshift vulnerabili 1total
Operators com:6443
. The Quay Operator supports bath opermtortus Clusterd Nov7 1209m
H ©75320a2-12f0-4f8f-af8c-2812e12c7607 A client in the cluster is using deprecated apps/vibeta2 API that will be View d & o
On-premise and External Quay e e elentnthe Fixable Vulnerabiities |,
I-lib: 1
R . t . Brovitiae Nov7, 1209 am ® openssl-libs namespaces 5
eg IStries Workloads A rliant in the chister is ucina denraratord annc/vlhata API that will ha View d
RED HAT Quayio EXPLORE ~ TUTORIAL  PRICING SIGN IN - - e >
®

° Currently uses Clair for Security Fes
. Deployments & alocmerdiericouchbase-server b 20abc8c5a3b2
Scan; Planning to expand to other . B B Zo=icozre
H cPeymen =& K ay Security Scanner has detecte vulnerabilities. 16:00 @ Successfully assigned test.. >
Vendors( TwistLock, Aqua, e.g.) N o M, CueySecuty Scanmor has delecled ST wineraoil L s o

Patches are available for 61 vulnerabilities.

16:00 @ Successfully assigned test.. >

lew details 16:00 @ Successfully assigned ope... >

16:00 (@ Successfully assigned brie/... >

o Only works for images managed by Secrots " ; YT— 1600 @ Successuly assigned tes.. >
33 Medium-level vulnerabilities.
Quay

Config Maps 14 Low-level vulnerabiltes. 16:00 @ Successfully assigned andr... >

s ur v
16:00 @ Successfully assigned test.. >
Cron Jobs
1600 MM MN nnd bon inhaind e re
13:00
Vulnerabilities nly show fable
RHSA20190710 % prtvonibs 2756807
RHSAZO0-1587 Jr— 2758807
RHSAZ0190368 —— 2tosrar
40 [r— f— wosra

RsA0180678 sz 1431007 21 ‘ Red Hat

RHSA2018:2285 yum-plugin-ou 113145 017




INTEGRATED IT



INTEGRATED ENTERPRISE ITAUTOMATION

Traditional code development Cl/CD Pipelines

& deployment tooling & Code Repositories

Databases VMs Application Lifecycle Management

Kubernetes Container

Middleware Bare metal Orchestration Platforms

0S

Network and storage infrastructure

X-cloud Portability & Integrations

SaaS/PaaS | PrivateClouds | AWS | Azure | Google
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Service catalogs & governance
Full stack monitoring

Root cause Analytics

Capacity Optimization

Cloud Financial Mgt

Security & Compliance

Config & Provision

Patch & Remediate

ITSM & CMDB Integration

& RedHat



HYBRID APPLICATION AUTOMATION
WITH OPENSHIFT AND ANSIBLE

RED HAT

ANSIBLE

Automation

RED HAT

OPENSHIFT

& RedHat



HYBRID APPLICATION AUTOMATION
WITH OPENSHIFT AND ANSIBLE

RED HAT' VIRTUAL
OPENSHIFT MACHINE

RED HAT' VIRTUAL
OPENSHIFT MACHINE

& RedHat



OPERATOR CAPABILITY LEVEL

Phase Il Phase IV Phase V
Basic Install Seamless Upgrades Full Lifecycle Deep Insights Auto Pilot
Automated application Patch and minor version App lifecycle, storage Metrics, alerts, log Horizontal/vertical scaling,
provisioning and upgrades supported lifecycle (backup, failure processing and workload auto config tuning, abnormal
configuration management recovery) analysis detection, scheduling tuning

HELM ——

~A

« (A .

ANSIBLE

45
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ANSIBLE AND OPENSHIFT

Making it easy to deploy and manage Kubernetes apps with native Ansible support
via the Operator SDK

Add Ansible operator-sdk
Roles/Playbooks build
+ Watches file

‘ Red Hat



IN linkedin.com/company/red-hat

@ outube.com/user/RedHatVideos

Thank You , .

Y twitter.com/RedHat




DEVSECOPS



SECURITY MUST BE CONTINUOUS
And integrated throughout the IT lifecycle

Identify security e
requirements & DESIGN Built-in from the

start; not bolted-on
governance models BUILD

Security policy,

. process & Deploy to trusted
Revise, update, procedures platforms with
remediate as the enhanced security
landscape changes capabilities

MANAGE

Automate systems for
security & compliance & RedHat
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DevOps Defined:

DevOps is a , movement or practice that
emphasizes the collaboration and communication of
both software developers and IT operations
professionals while the process of
software delivery and infrastructure changes.

FROM WIKIPEDIA

&« rednat



DIMENSIONS OF DEVSECOPS ACROSS THE ORGANIZATION

DEV TEAMS

Improve Developer Productivity
Increase Software Delivery Flows
Better Integrate CI/CD Pipelines
Work Across Multiple Clouds

51

DEVOPS TEAMS

Best Align DevOps Culture and Tools

Reduce/Eliminate Focus on DIY

v

4

SECURITY TEAMS

Balance risk and business goals
Automate security and compliance
Automate monitoring and remediation

Enable adoption of new technologies

OPS TEAMS

Automate Infrastructure Deployments
Improve Infrastructure Security
Improve Infrastructure Compliance

Reduce Operational Costs

& RedHat



‘ CUSTOMERS ARE LOOKING FOR BETTER DEVOPS
AUTOMATION SOLUTIONS

79% i

MANAGEMENT &

AUTOMATION

Software to simplify
management &
automation of hybrid
cloud environments

CLOUD-NATIVE

APP PLATFORMS

Software to rapidly &
efficiently develop &
deploy apps across
hybrid cloud

Enterprise IT organizations
will need to deploy new
management and automation
software between now and
2020

52

Source: (n=1,1711T operations decision makers) IDC InfoBrief sponsored by Red Hat, DevOps Agility Demands Advanced Management and ‘ RedHat
Automation, Dec 2017. https://www.redhat.com/en/resources/devops-aqility-management-automation-idc-infobrief



https://www.redhat.com/en/resources/devops-agility-management-automation-idc-infobrief
https://www.redhat.com/en/resources/devops-agility-management-automation-idc-infobrief
https://www.redhat.com/en/resources/devops-agility-management-automation-idc-infobrief
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ANSIBLE ENABLES DEVOPS

7
USER ACTION 9
Jira commit Gitcommit 77
ira | e & GitHub
ISSUE/BUG/ VERSION CONTROL
ENHANCEMENT SYSTEM
JFrog
Get Q ARTIFACTORY
Playbooks
X3 & Roles
Infoblox - ... . BINARY/PACKAGE
REPO
IP Address :
Management (IPAM) :
Get/Assign :
IP ] :
« v
Splunk . RED HAT’ .
""" Log aggregation ANSIBLE

-k,

ELK STACK

Tower

Commit code to master if
approved

4

....... Jenkins &3 .......  Build
hook L Jenkins docs
2
Push BUILD/TEST
build to
repo
s
p RED HAT
Run OPENSHIFT
Ansible 3
Tower
. job -
Container
Build -7 r
Deploy/
L manage
ey Deploy - oo > VIRTUAL
VM MACHINE
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