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Where Are We Going?
- What is SCAP?
- Getting OpenSCAP content
- Compliance the Satellite Way
- Compliance the Insights Way
- Comparing the Two Workflows
- Using Ansible to Achieve 

Compliance (Brief Overview)



What is SCAP?
Security Content Automation Protocol
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The Security Content Automation Protocol (SCAP) is a method for using specific standards to enable the automated 
vulnerability management, measurement, and policy compliance evaluation of systems deployed in an organization, 
including e.g., FISMA compliance. The National Vulnerability Database (NVD) is the U.S. government content 
repository for SCAP.

http://goo.gl/GBaiIW

https://en.wikipedia.org/wiki/FISMA
https://en.wikipedia.org/wiki/National_Vulnerability_Database
http://www.youtube.com/watch?v=caSIW4-yhUk


RHEL Compliance: A Tale of Two Techniques

- XCCDF: The Extensible Configuration Checklist Description Format
- OVAL®: Open Vulnerability and Assessment Language
- Asset Identification
- ARF: Asset Reporting Format
- CCE™: Common Configuration Enumeration
- CPE™: Common Platform Enumeration
- CVE®: Common Vulnerabilities and Exposures
- CVSS: Common Vulnerability Scoring System

SCAP Components

Helpful links: https://access.redhat.com/articles/1438123 and https://www.open-scap.org/features/scap-components/

https://access.redhat.com/articles/1438123
https://www.open-scap.org/features/scap-components/
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The oscap program is a command line tool that allows users to load, scan, validate, edit, and export SCAP 
documents.

- Homepage of the project: www.open-scap.org
- Manual: Oscap User Manual
- For new contributors: How to contribute

OpenSCAP is an open implementation of SCAP components

What is OpenSCAP?
Open Source Security Compliance Solution

http://www.open-scap.org
https://github.com/OpenSCAP/openscap/blob/maint-1.0/docs/manual/manual.adoc
https://github.com/OpenSCAP/openscap/blob/maint-1.0/docs/contribute/contribute.adoc
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Why is OpenSCAP is needed?

Security compliance
In the ever-changing world of computer security where new vulnerabilities are being discovered and patched 
every day, enforcing security compliance must be a continuous process. The OpenSCAP ecosystem 
provides tools and customizable policies for a quick, cost-effective and flexible implementation 

Vulnerability assessment
A timely inspection of software inventory that identifies such vulnerabilities is a must for any organization 
in the 21st century, and the OpenSCAP project provides tools for automated vulnerability checking, allowing 
you to take steps to prevent attacks before they happen.
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OpenSCAP umbrella projects

-OpenSCAP Base 
- provide oscap command

-OpenSCAP Daemon
- evaluate by schedule

-SCAP Workbench
- graphical utility 

-SCAPTimony
- compliance of your infrastructure.

-OSCAP Anaconda Add-on
- an add-on for installer used by Fedora and Red Hat Enterprise Linux 7/8.

-SCAP Security Guide
- OpenSCAP content primarily for Red Hat Enterprise Linux
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Why OpenSCAP is a good choice?

- OpenSCAP has received a NIST certification for its support of SCAP 1.2.
- Red Hat sponsors OpenSCAP
- Red Hat supports OpenSCAP with RHEL Subscriptions
- Red Hat Enterprise Linux 7 and 8 contains OpenSCAP packages
- Red Hat integrates OpenSCAP with Red Hat Products (Satellite/Insights)

https://www.open-scap.org/features/standards/#


Compliance
Built on OpenSCAP reporting

Assess and monitor the 
degree/level of compliance to a 
policy for Red Hat products with 

operational ease

Remediate known issues of 
non-compliance in the Red Hat 

environment via Ansible
playbooks based on business

risk & relevance

Ability to generate JavaScript 
Object Notation and CSV view-based 

reports to keep relevant 
stakeholders informed

Compliance offers
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Getting 
OpenSCAP 
Profiles

OpenSCAP in Satellite



Getting OpenSCAP Profiles
Shipped with RHEL 
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[root@rocinante ~]# yum install scap-security-guide
Updating Subscription Management repositories.
...
Dependencies resolved.
Installing:
 scap-security-guide
Installing dependencies:
 xml-common
 openscap-scanner
 GConf2
 openscap
...
Complete!
[root@rocinante ~]# ls /usr/share/xml/scap/ssg/content/
ssg-firefox-cpe-dictionary.xml  ssg-jre-cpe-dictionary.xml  ssg-rhel6-cpe-dictionary.xml  ssg-rhel7-cpe-dictionary.xml  ssg-rhel8-cpe-dictionary.xml
ssg-firefox-cpe-oval.xml        ssg-jre-cpe-oval.xml        ssg-rhel6-cpe-oval.xml        ssg-rhel7-cpe-oval.xml        ssg-rhel8-cpe-oval.xml
ssg-firefox-ds-1.2.xml          ssg-jre-ds-1.2.xml          ssg-rhel6-ds-1.2.xml          ssg-rhel7-ds-1.2.xml          ssg-rhel8-ds-1.2.xml
ssg-firefox-ds.xml              ssg-jre-ds.xml              ssg-rhel6-ds.xml              ssg-rhel7-ds.xml              ssg-rhel8-ds.xml
ssg-firefox-ocil.xml            ssg-jre-ocil.xml            ssg-rhel6-ocil.xml            ssg-rhel7-ocil.xml            ssg-rhel8-ocil.xml
ssg-firefox-oval.xml            ssg-jre-oval.xml            ssg-rhel6-oval.xml            ssg-rhel7-oval.xml            ssg-rhel8-oval.xml
ssg-firefox-xccdf.xml           ssg-jre-xccdf.xml           ssg-rhel6-xccdf.xml           ssg-rhel7-xccdf.xml           ssg-rhel8-xccdf.xml

[root@rocinante jswanson]# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml
Document type: Source Data Stream
Imported: 2020-02-11T13:41:24

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-rhel7-xccdf-1.2.xml
Generated: (null)
Version: 1.3



Getting OpenSCAP Profiles
Shipped with RHEL 
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[jswanson@rocinante ~]$ oscap info /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml
Document type: Source Data Stream
...

Profiles:
Title: Health Insurance Portability and Accountability Act (HIPAA)

Id: xccdf_org.ssgproject.content_profile_hipaa
Title: NIST National Checklist Program Security Guide

Id: xccdf_org.ssgproject.content_profile_ncp
Title: OSPP - Protection Profile for General Purpose Operating Systems v4.2.1

Id: xccdf_org.ssgproject.content_profile_ospp
Title: VPP - Protection Profile for Virtualization v. 1.0 for Red Hat Enterprise Linux Hypervisor (RHELH)

Id: xccdf_org.ssgproject.content_profile_rhelh-vpp
Title: DRAFT - ANSSI DAT-NT28 (high)

Id: xccdf_org.ssgproject.content_profile_anssi_nt28_high
Title: DRAFT - ANSSI DAT-NT28 (minimal)

Id: xccdf_org.ssgproject.content_profile_anssi_nt28_minimal
Title: Red Hat Corporate Profile for Certified Cloud Providers (RH CCP)

Id: xccdf_org.ssgproject.content_profile_rht-ccp
Title: Criminal Justice Information Services (CJIS) Security Policy

Id: xccdf_org.ssgproject.content_profile_cjis
Title: PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 7

Id: xccdf_org.ssgproject.content_profile_pci-dss
Title: DISA STIG for Red Hat Enterprise Linux 7

Id: xccdf_org.ssgproject.content_profile_stig
Title: Unclassified Information in Non-federal Information Systems and Organizations (NIST 800-171)

Id: xccdf_org.ssgproject.content_profile_cui
Title: Standard System Security Profile for Red Hat Enterprise Linux 7

Id: xccdf_org.ssgproject.content_profile_standard



Getting OpenSCAP Datastream Files
Shipped with Satellite 
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[root@satellite01 ~]# foreman-rake foreman_openscap:bulk_upload:default



Getting OpenSCAP Datastream Files
Provided in Compliance on cloud.redhat.com 
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http://cloud.redhat.com


Getting OpenSCAP Datastream Files
 https://nvd.nist.gov/ncp/repository
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https://nvd.nist.gov/ncp/repository
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Compliance 
the Satellite 
Way
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Compliance the Satellite Way
Deployment Checklist 

- Load in the Ansible OpenSCAP role
- Load in the Ansible OpenSCAP role vars
- Upload the OpenSCAP content files
- Create a new policy
- Deploy the Ansible OpenSCAP role on hosts
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Loading in the Ansible Role
RHEL Compliance: A Tale of Two Techniques



Loading in the Ansible Role Vars
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Loading in the Ansible Role Vars
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Uploading OpenSCAP Content (Manual)
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Uploading OpenSCAP Content (Manual)
RHEL Compliance: A Tale of Two Techniques



Uploading OpenSCAP Content (Manual)
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[root@satellite01 ~]# foreman-rake foreman_openscap:bulk_upload:default



Setting Up Compliance Policies
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Setting Up Compliance Policies
RHEL Compliance: A Tale of Two Techniques



Getting OpenSCAP Datastream Files 
[root@hipaa-rhel7-01 ~]# cat /etc/cron.d/foreman_scap_client_cron 
# DO NOT EDIT THIS FILE MANUALLY
# IT IS MANAGED BY ANSIBLE
# ANY MANUAL CHANGES WILL BE LOST ON THE NEXT ANSIBLE EXECUTION
#
# Executing foreman_scap_client from command line may be useful for debugging purposes.

# foreman_scap_client cron job
*/5 * * * * root /bin/sleep 355; /usr/bin/foreman_scap_client 6 2>&1 | logger -t foreman_scap_client

[root@hipaa-rhel7-01 ~]# ps aux | grep scap
root       7860  0.0  0.0 113184  1200 ?        Ss   15:20   0:00 /bin/sh -c /bin/sleep 355; /usr/bin/foreman_scap_client 6 2>&1 | logger -t foreman_scap_client
root       7903  0.0  0.0 112712   968 pts/1    S+   15:20   0:00 grep --color=auto scap
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Viewing Overall Compliance
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Viewing Overall Compliance
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Viewing Compliance Details
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Compliance 
the Insights 
Way
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Buy

Red Hat Insights
Now included with all Red Hat Enterprise Linux subscriptions

Get
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Red Hat Insights
ansible-galaxy install redhatinsights.insights-client

roles/requirements.yml 
---
- src: redhatinsights.insights-client

rhel_standards.insights.yml
---
- name: deploy redhat insights
  hosts:
    - all
  roles:
    - redhatinsights.insights-client
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Compliance the Insights Way
Deployment Checklist 

- Setup a SCAP policy on cloud.redhat.com
- Install OpenSCAP packages
- Create a cronjob to repeat compliance scanning
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Setting Up Compliance Policies
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Setting Up Compliance Policies
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Getting OpenSCAP Datastream Files 

[root@msp-rhug-rhel-01 ~]# yum -y install scap-security-guide openscap-scanner openscap
...
Installed:
  GConf2-3.2.6-22.el8.x86_64                                          openscap-1.3.2-6.el8.x86_64                                          
openscap-scanner-1.3.2-6.el8.x86_64                                          scap-security-guide-0.1.48-7.el8.noarch                                          
xml-common-0.6.3-50.el8.noarch                                         
Complete!
[root@msp-rhug-rhel-01 ~]# insights-client --compliance
Running scan for xccdf_org.ssgproject.content_profile_pci-dss... this may take a while
Uploading Insights data.
Successfully uploaded report for msp-rhug-rhel-01.josh.lab.msp.redhat.com.
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Getting OpenSCAP Datastream Files 
RHEL Compliance: A Tale of Two Techniques



Getting OpenSCAP Datastream Files 
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Comparing the Two 
Workflows



Management Flexibility
Offering Red Hat Management on-premises or in the cloud

Red Hat Satellite cloud.redhat.com Services

Requirements for resource set up
and configuration

Addresses on-prem or
disconnected environment

Limited to viewing hosts registered to the 
individual Satellite servers

More footwork before the first compliance scan

No requirements for resource set up
and maintenance 

Adopt new features faster with a 
software-as-a-service preference

Single view of all hosts across your RH 
infrastructure

Less footwork before the first compliance scan
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Using Ansible to Achieve Compliance

[root@rocinante jswanson]# ls /usr/share/scap-security-guide/ansible/
firefox-playbook-default.yml       rhel6-playbook-fisma-medium-rhel6-server.yml  rhel7-playbook-anssi_nt28_enhanced.yml      rhel7-playbook-hipaa.yml       rhel8-playbook-default.yml
firefox-playbook-stig.yml          rhel6-playbook-ftp-server.yml                 rhel7-playbook-anssi_nt28_high.yml          rhel7-playbook-ncp.yml         rhel8-playbook-e8.yml
jre-playbook-default.yml           rhel6-playbook-nist-CL-IL-AL.yml              rhel7-playbook-anssi_nt28_intermediary.yml  rhel7-playbook-ospp.yml        rhel8-playbook-ospp.yml
jre-playbook-stig.yml              rhel6-playbook-pci-dss.yml                    rhel7-playbook-anssi_nt28_minimal.yml       rhel7-playbook-pci-dss.yml     rhel8-playbook-pci-dss.yml
rhel6-playbook-C2S.yml             rhel6-playbook-rht-ccp.yml                    rhel7-playbook-C2S.yml                      rhel7-playbook-rhelh-stig.yml  rhel8-playbook-stig.yml
rhel6-playbook-CS2.yml             rhel6-playbook-server.yml                     rhel7-playbook-cjis.yml                     rhel7-playbook-rhelh-vpp.yml
rhel6-playbook-CSCF-RHEL6-MLS.yml  rhel6-playbook-standard.yml                   rhel7-playbook-cui.yml                      rhel7-playbook-rht-ccp.yml
rhel6-playbook-default.yml         rhel6-playbook-stig.yml                       rhel7-playbook-default.yml                  rhel7-playbook-standard.yml
rhel6-playbook-desktop.yml         rhel6-playbook-usgcb-rhel6-server.yml         rhel7-playbook-e8.yml                       rhel7-playbook-stig.yml
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Using Ansible to Achieve Compliance

[root@rocinante jswanson]# cat /usr/share/scap-security-guide/ansible/rhel8-playbook-pci-dss.yml | head -50
---
###############################################################################
#
# Ansible Playbook for PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 8
#
# Profile Description:
# Ensures PCI-DSS v3.2.1 security configuration settings are applied.
#
# Profile ID:  pci-dss
# Benchmark ID:  RHEL-8
# Benchmark Version:  0.1.48
# XCCDF Version:  1.1
#
# This file was generated by OpenSCAP 1.3.2 using:
# $ oscap xccdf generate fix --profile pci-dss --fix-type ansible xccdf-file.xml
#
# This Ansible Playbook is generated from an OpenSCAP profile without preliminary evaluation.
# It attempts to fix every selected rule, even if the system is already compliant.
#
# How to apply this Ansible Playbook:
# $ ansible-playbook -i "localhost," -c local playbook.yml
# $ ansible-playbook -i "192.168.1.155," playbook.yml
# $ ansible-playbook -i inventory.ini playbook.yml
#
###############################################################################
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Using Ansible to Achieve Compliance
RHEL Compliance: A Tale of Two Techniques



Using Ansible to Achieve Compliance
RHEL Compliance: A Tale of Two Techniques



Using Ansible to Achieve Compliance
RHEL Compliance: A Tale of Two Techniques



Using Ansible to Achieve Compliance
RHEL Compliance: A Tale of Two Techniques
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Using Ansible to Achieve Compliance

[jswanson@rocinante ~]$ cat msp-rhug-compliance-playbook-1-1591659597408.yml 
---
# Red Hat Insights has recommended one or more actions for you, a system administrator, to review and if you
# deem appropriate, deploy on your systems running Red Hat software. Based on the analysis, we have automatically
# generated an Ansible Playbook for you. Please review and test the recommended actions and the Playbook as
# they may contain configuration changes, updates, reboots and/or other changes to your systems. Red Hat is not
# responsible for any adverse outcomes related to these recommendations or Playbooks.
#
# msp-rhug-compliance-playbook-1
# https://cloud.redhat.com/insights/remediations/3cf2994f-81cf-4d62-8905-e2cc4f5c133d
# Generated by Red Hat Insights on Mon, 08 Jun 2020 23:39:57 GMT
# Created by jswanson_customer

# Set hostname as computer node name in audit logs
# Identifier: (ssg:rhel7|content_profile_e8|xccdf_org.ssgproject.content_rule_auditd_name_format,fix)
# Version: 48db51056597f5613713a8068ac1b4e9bee869d8
- name: Set hostname as computer node name in audit logs
  hosts: 'msp-rhug-rhel-01.josh.lab.msp.redhat.com'
  become: true
  tags:
    - CCE-82359-1
    - auditd_name_format
    - low_complexity
    - low_disruption
    - medium_severity
    - no_reboot_needed
    - restrict_strategy
  tasks:
...
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you
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