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Introduction

Who am | and why should you care
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About Red Hat Suppo

How the sausage Is ma¢e supported



PLAN %s DEPLOY d;b CONNECT

with a technical with confidence to the network
partner, who is in the best solution of Red Hat
knowledgeable for your needs.

relationships.
of your ecosystem.




CONNECT

Connect to the industry's

best engineers through
Knowledgebase, expert videos,
tech briefs, and the Red Hat

online user groups. Find the
answers you need, when you
need them.




RED HAT KNOWLEDGE-CENTERED SUPPORT




OLVE ONCE, r-OR MANY

QUESTION

/"!j KCS

INTERNAL ENGINEER Self-Service
EXTERNAL CUSTOMER

Customer Intelligence
Knowledge Repositories

Case Management

- VIRTUAL ACCOUNT TEAM (VAT)
| Sales /f SA, SREM,. TAM, GPS, ...

SPECIALTY-BASED ROUTING (SBR)
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t TECHNICAL AND BUSINESS GROUPS — e
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3 Things You Want to

When interacting with a support organization



A

snow me the data!

Voo









| Jest! Sorta...

We care about your Time To Resolution, not Time To Close
We both want your iIssue RESOLVED, not CLOSED
We both want to learn from It

We both want to document it so If it happens again we know what

to do
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How do we get there?

*Best Practices opening a case

*You'd be surprised...
*What NOT to do

*Search First
*SOSReport
*Core
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(&l © https://access.redhat.com/home

- redhat CUSTOMER PORTAL

(1} Products - Support - Downloads Security ~

Subscriptions ~

English L Guil Barros

Access industry-leading knowledge and resources

Search our knowledge.

How do | capture a sosreport?

1:]- Red Hat Customer Portal: What's New on February 25, 2014
Red Hat Customer Portal: What's New Iin Case Management, February 7, 2014
Red Hat Customer Portal: What's New on February 4, 2014

View All #

G 5

GET STARTED ACTIVATE
WITH YOUR PRODUCT A NEW SUBSCRIPTION

RECENT KNOWLEDGE (76,000+ AND GROWING)

@ yum-plugin-priorities doesn't work - all repos priority 99
an hour ago 20

@ Encryption and load balancing endpoints for OpenStack’s services

an hour ago 20

26 Feb 2014, 1:54 PM GMT
07 Feb 2014, 3:05 PM GMT

04 Feb 2014, B:53 PM GMT

® o

DOWNLOAD OPEN
PRODUCTS & UPDATES A NEW SUPPORT CASE

RED HAT®
ENTERPRISE LINUX® 7T BETA

F LEARN MORE

Q. redhat.




A Perfect Case

*Chances are good that we
have seen this before

*We always document issues
INn the public Knowledge Base

*The very best case Is one
where you find the solution
fast without having to spend
time explaining It
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(&l =) https://access.redhat.com/support/cases/new/

- redhat = CUSTOMER PORTAL

w Products ~ Support - Downloads Security - Subscriptions -

Support Support Cases Open a New Support Case

Open a New Support Case

English ~ L Guil Barros -

Open a case for another account

Product & Topic Case Details Case Created

Product: Red Hat Enterprise Linux =
Product Version: 7.0 =

CuUMmmary: My system crashed, how do | get a core?

Description: Sunday night at 3:06am, we got noticed of a system panic. We

don't have kdump configured, how do we go about doing that?

Next

Recommendations POWERED BY ANDREAS BETA

) How do | troubleshoot kernel crashes, hangs, or reboots with kdump on
Red Hat Enterprise Linux?

For RHEL 3 and RHEL 4, netdump must be used. Refer to How do | configure
netdump on Red Hat Enterprise Linux 3 and 47

Red Hat Enterprise Linux crash kdump kexec Memary panic rhel

rhel_5 rhel_6& VITICOre

) How can | use the SysRg facility to collect information from a server
which has hung?

What is the "Magic™ SysRq key? According to the Linux kernel documentation: It is a
magical” key combo you can hit which the kernel will respond to regardless of
whatever else it s doing, even the console s unresponsive....

Red Hat Enterprise Linux configuration hang kernel panic rhel

& How can | collect system information to provide to Red Hat Support for
analysis when the system hangs?

Mote: This document anly covers common situations with unresponsive systems.
Please consult Red Hat Support for specific cases: Red Hat Technical Support -
contact numbers and availability For rocause analysis of why a system became
unresponsive, various pieces of information are necessary, including a system core
dump {"vmcore)....

Red Hat Enterprise Linux hang kdump rhel_3 rhel_4 rhel_5 rhel_6

Q. redhat.




A Great Case

*Has a succinct but
descriptive Subject line

*Has a detailed Description

*When it happened
* Can you reproduce? How?

* Did anything change?
(never...)

*Includes at least a SOSReport
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(& C https://access.redhat.com/support/cases/new/

CUSTOMER PORTAL

N redhat

#w Products - Downloads

Support ~ Security -

Support Support Cases Open a New Support Case

Open a New Support Case

Product & Topic

L J
Product: Red Hat Enterprise Linux =
Product Version: 6.5 =
Surmmary: System hung but we have nothing in the logs

Subscriptions ~

Case Details

Description: Production system hung with significant business impact. We can not

log in but do have access to the console. How do we troubleshoot?

Next

English ~ L Guil Barros ~

Open a case for another account

Case Created

Recommendations PoWERED BY AMDREAS BETA

) How can | collect system information to provide to Red Hat Support for analysis
when the system hangs?

Mote: This document only covers commaon situations with unresponsive systems. Please
consult Red Hat Support for specific cases: Red Hat Technical Support - contact numbers
and availability For rooause analysis of why a system became unresponsive, various pieces
of information are necessary, including a system core dump {"vmcore”}....

Red Hat Enterprise Linux hang kdump rhel_3 rhel_4 rhel_5 rhel_&

) How can | use the SysRq facility to collect information from a server which has
hung?

What is the "Magic” SysRg key? According to the Linux kernel documentation: It is a
magical” key combo you can hit which the kernel will respond to regardless of whatever
else it 15 doing, even the console s unresponsive....

Red Hat Enterprise Linux configuration hang kernel panic rhel

® System hangs with 1/0 stuck in Smart Array adapter (cciss driver) on Red Hat
Enterprise Linux

A number of 1/0 requests seem “stuck™ or “lost” within the storage adapter for long periods
of time and never complete. Determining the root cause mechanics of the problem and
how to address it f...

Red Hat Enterprise Linux hang hardware rhel_4 rhel_5

Q. redhat.



A Bad Case

Has a generic description
“My system crashed”
Has few detalls
“please help find RCA, thanks!”
Has no SOSReport

Has poor Severity
In both directions!
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¢« & https://access.redhat.com/support/cases/new/

- rednat. CUSTOMER PORTAL Search Q  English + 4 Guil Barros

# Products - Support - Downloads Security - Subscriptions -

Support Support Cases Open a New Support Case

Open a NEW Suppol‘t Case Open a case for another account

Product & Topic Case Details Case Created
L]

Product: Other Recommendations PoWERED BY ANDREAS BETA

Product Version: Unknown 3
® How do | configure Device Mapper Multipath on my iSCSI LUNS?

Summary: My systern is broke

Description: please help!
Red Hat Enterprise Linux multipath

How can | assure that page thrashing won't happen again on my system?
Oversized et memory usage that causes kernel inability to handle effectively
all memao 55 demands.

performance




RED HAT WILL NOT ARGUE WITH YOU ABOUT
THE URGENCY OF YOUR SUPPORT ISSUES.

IT IS, AFTER ALL,
YOUR BUSINESS
ON THE LINE
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Why should | spend time



Searching...

*We create Knowledge Articles for all Issues

* Of cases where an Article was linked shortly after we received a
SOSReport, 15% were resolved almost immediately

* Average time It took us to get that SOSReport?
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- - pam,
HEBE €« (&l ° https://access.redhat.com/support/cases/new/ e ¥

- redhat | CUSTOMER PORTAL Q  English v L GuilBarros +

# Products Support ~ Downloads Security Subscriptions

Support Support Cases Open a New Support Case

Open a New Support Case Open a case for another account
Product & Topic Case Details Case Created
| | | 7 ]
I I OW are We I I l akl I l g tI l I S e aS I e r n Product: Red Hat Enterprise Linux : Recommendations powERED BY ANDREAS BETA
Product Version: 6.5 =
() Error Detection and Correction (EDAC) support available in Red Hat Enterprise
. -
. Summary: EDAC errors in logs Linux
e S e ar‘ O r O l l W I e O l l Memaory error checking on a memory module used to be accomplished with a parity
Description: Seeing the following repeated a few times a day in the logs: checking It that was attached to each byte of memory.
EDAC MCO: CE page 0xc6397, offset Ox0, grain 4096, syndrome Red Hat Enterprise Linux ece || rhel 4 rhel 5 | rhel &

Oxfcl, row 4, channel 0, label ™ e752x CE"

C r‘ ! at( ! tI l ‘ ! C a’: ;( ! & "kernel: EDAC k8 MC1: extended error code: ECC chipkill x4 error” in

messages log

It is possibly a memory module problem. EDAC s Error Detection and Correction, it will
try to detect and correct hardware problems.

Red Hat Enterprise Linux &0C hardware pki rhel rhel_4 rhel_5

rhel_&

&) Why are EDAC errors still being logged after replacing the faulty hardware?
EDAC errors are not always considered as hardware error.

Red Hat Enterprise Linux hardware rhel
Next
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Searching...

» Search for and view knowledge content directly from the console.

Welcome to the Red Hat Support Tool.
Command (7 for help): search How to configure device mapper multipath
T,pu the number of the solution to view or ‘e’ to return to the previous menu.
6281 :VER Hnn to configure device mapper multipath
16976:VER] How do I configure Device Mapper Multipath on my 15C51 LUNSY
478594 :VER] How do I setup multipath on a system that already has LVM configured?
36859:VER] How to setup device-mapper multipathing in Red Hat Enterprise Linux 7
272153 VER] How to create Oracle ASM disks using DM Multipath devices in Red Hat Eﬂfﬁrprisﬁ Liﬂu E?
194133 :UNV] How to set up PHr:l:THﬂT owner/group/mode permission on mu1T1;aTh dev 67
6387 :VER ow to configure the iscsi-initiator in Red Hat Enterprise Linux
10163:VER] How do I add raw dewice mapplng iﬂ Red Hat Enterprise Linux 57
2989 VER] Why do I see 'found duplicate pv' warnings when using LVYM with multipath storage in RHEL?Y
9?323:” . ow to install Red Hat Enterprise Linux version 5 LPHELEJ boot from SAN with multipath
65960 : LN Is there an easy way to set a proper LVM filter?
e Smlutimﬂ; displayed. ije 'm' to see more, 'r' to start from the beginning again, or
isplayed 1in the above output.
Select a Solution: |}

l'-._‘:| I—l

3
|
H
A

1=y 1
'

for help with the codes d

#redhat #rhsummit q redhat.
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SOSReports

What/Why/Where/How?



SOSReports are Easy!

i Search - Red Hat Cus Y iz What is a sosreport Y i, Search - Red Hat Cus Y i, 8-202. s0s l & sosreport plugins - C ¥ How to Write a Plugin

(&l | https://access.redhat.com/site/solutions/3592

- redhat. CUSTOMER PORTAL Q  English v L Guil Barros v

*We need one In almost every case IR

Support Knowledgebase Solutions What 15 a sosreport and how to create one in Red Hat Enterprise Linux 4.6 and later?

® R e m e m b e r th Ose 1 5 h O u rS? What is a sosreport and how to create one in Red Hat Enterprise Linux 4.6 and

later?
(O Updated January 31 2014 at B:31 AM
W . d b t | t
+« Whatisa snsrepnrt?
) + How to generate 8 sosreport?
+ What to do if a sosreport hangs Solution Performance (7
|

+ How to collect system log files, configuration details and system information from a Red Hat Enterprise Linux system to since December 2012
provide to Red Hat Technical Support for analysis. | 15 links
» | am opening a service request with Red Hat Technical Support for technical assistance. What data | have to provide for

initial analysis of my system? 13 links

* Check It out, It's just a tarball E—

Customer Views: 17940

Environment
!! + Red Hat Enterprise Linux 4.6 or later Document Access State
. + Red Hat Enterprise Linux 5
N D » Red Hat Enterprise Linux 6 () Active
() Retired
() Private

@ Resolution

* Purge It
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SOSReports are Easy!

How are we making this easier
for you?

*Red Hat Support Tools

* Generates SOSReport for you &
attaches to your case

* Summit Presentation
* Watch the video!

*Coming soon!

* Data ODbfuscation plugin

Hredhat #Hrhsummit

(&l O https://access.redhat.com/site/videos/534293

-~ redhat. = CUSTOMER PORTAL

# Products - Support -~ Downloads Security - Subscriptions -

Suppart Knowledgebase Videos Red Hat Support Tool First Use

Red Hat Support Tool First Use

Keith Robertson - Supervisor, Software Engineering

- redhat | CUSTOMER PORTAL

Keith Robertson

Supervisor, Software Engineering

Red Hat Access First Use

(O Published Yesterday at 12:26 PM

In this demo, Keith Robertson walks through using the Red Hat Support Tool from the command line, including installing
the tool, searching the knowledegebase and navigating articles.

Additional Resources:
Red Hat Access Guide

Document Access State
(*) Active

Retired

Private




SOSReports are Easy!

‘Lets try It...

Hredhat #Hrhsummit



SOSReports are Easy!

e Create and upload from RHT Support Tools

Welcome to the Red Hat Support Tool.
Command (7 for help): search How to configure device mapper multipath
T,pu the number of the solution to view or ‘e’ to return to the previous menu.
6281 :VER Hnn to configure device mapper multipath
16976:VER] How do I configure Device Mapper Multipath on my 15C51 LUNSY
478594 :VER] How do I setup multipath on a system that already has LVM configured?
36859:VER] How to setup device-mapper multipathing in Red Hat Enterprise Linux 7
272153 VER] How to create Oracle ASM disks using DM Multipath devices in Red Hat Eﬂfﬁrprisﬁ Liﬂu E?
194133 :UNV] How to set up PHr:l:THﬂT owner/group/mode permission on mu1T1;aTh dev 67
6387 :VER ow to configure the iscsi-initiator in Red Hat Enterprise Linux
10163:VER] How do I add raw dewice mapplng iﬂ Red Hat Enterprise Linux 57
2989 VER] Why do I see 'found duplicate pv' warnings when using LVYM with multipath storage in RHEL?Y
9?323:” . ow to install Red Hat Enterprise Linux version 5 LPHELEJ boot from SAN with multipath
65960 : LN Is there an easy way to set a proper LVM filter?
e Smlutimﬂ; displayed. ije 'm' to see more, 'r' to start from the beginning again, or
isplayed 1in the above output.
Select a Solution: |}

l'-._‘:| I—l

3
|
H
A

1=y 1
'

for help with the codes d

#redhat #rhsummit q redhat.



Remember :
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Crashes & Panics

Yes, you really do want kdump configurec




Crashes & Panics

Customers mentioned Crashes and Panics in 5% of cases for 2013
*We asked for a system core In 64% of those cases

* Kdump was not configured in 40% of them

In an additional 5% of cases we ended up also requesting a core

What does this mean?
*In 8% of all cases a core was required

* Customers usually had to incur a 2" outage to get the core
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Crashes & Panics

How long did it take us to receive the average core?
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Crashes & Panics

Kdump Is Easy!

*We can help with more complex configurations
*Probably the same config for most of your environment
*Shared storage, dump to NFS, SSH, SAN

*Remember to test!

How are we making this easier?
*Videos, Documentation, services

Hredhat #Hrhsummit



Crashes & Panics

[ root@localhost ~]# redhat-support-tool
Welcome to the Red Hat Support Tool.
Command (¢ fTor help): btextract --all ~/vmcore

Select the crash command ocutput to view or 'e' to return to the previous menu.
1 Qutput from crash 'bt -a’
Diagnose 'bt -a' output
Output from crash 'bt -e'
Output fTrom crash 'foreach bt'’
Output from crash
rash

w==1a

Output from
Output from

st I T i N L
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Crashes & Panics

?

i

L s A ———
i
LR

0\

One more thing...

wiofs4 elvvy floppy sy microcode keybdev mousedev hid input usb-uhci usbcore ex
13 jbd aacraid sd_mod scsi_mod
) (A

0060 [<c0156548))  Not tainted

* Seeing the backtrace & RIP e e

1P is at rebalance_laundry_zone [kernel) 8x368 (Z.4.21-27.0.2.ELswp/i686)

C O d e I t b e \ N Z2 X 00000000 ebx: c3949018 ecx: c03a8250 edx: c3al7aB4
I , , l , el lOl Ig O A 2 .gi: c39d8ffc edi: 0000063a ebp: c63a7680 esp: cB2e1£60
_ Qi g: 0068 es: 0068 ss: 0068
spocess kswapd (pid: 11, stackpage=c62¢1000)

| d e n t | fy th e ro b I e m 0 T NN Jstack: 00009800 00860081 60AABD co3asz4B BGRAAOD 0BOBGGGH BAG6HHS cB3a7068
] | 8893b445 00000000 00000049 cB156c24 0327060 0ABBBA40 0GBBACD BAGSbic
. 0886660 00004091 00A00000 AOBBBBER cA156438 0BBBG140 BABBOAG2 BACB1A0

[<cB156c24)) do,trg_tojrec_pages_kmpd [kernel] 0x204 (BxcBZeifa
2)

* Check the console and attach e T

(<c01095ad)) kernel_thread_helper (kernell Bx5 (BxcB2elff8)

it to yOur Case While We Wait kde:ﬂfﬂblbﬂSSBdZZbcﬂeSZaf?ﬂ“bﬂﬂiﬂﬂuﬂﬂeﬂﬂ
fOr a Core 0 e d ¥ roel panic: Fatal exception

Hredhat #Hrhsummit

Q. redhat



Crashes & Panics

‘Lets try It...

Hredhat #Hrhsummit
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Closing

What we have learned from all this blabl



Take Aways

The 3 lessons | promised?

Search, Search, Search
Send us a SOSReport iImmediately when you open a case
Configure kdump on all your systems
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Dld this resonate Wlth you thlnk your orgamzatlon could beneflt

from a premium support resource like me? Lets chat!

Gull Barros

~Principal Support Architect, Red Hat
- gbarros@redhat.com

N . L/ T . Y. -4 F AN
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Thanks

Images from;

Flickr Commons, opensourceway, Red Hat, Library of Congress,
crossfirecw. All Images CC or other appropriate licenses.
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