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Housekeeping



Ansible Meetup 
Thursday, February 20, 2020 - 6:30 PM to 9:30 PM

https://www.meetup.com/Ansible-Minneapolis/
Want to be a speaker? Let’s talk!

https://www.meetup.com/Ansible-Minneapolis/


Red Hat Satellite 5.8 End of Life
There will NOT be ELS for satellite 5.8

https://access.redhat.com/support/policy/updates/satellite/

https://access.redhat.com/support/policy/updates/satellite/


Where Are We Going?
- Tracer (Tech Preview)
- Insights Deployment
- Smart/Cloud Management
- (Hopefully) Demos
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Tracer (Tech Preview) in Satellite 6.3 and later

Some Assembly Required:
A Brief History of Tracer

Scott C. Danielson
Sr. Solution Architect

Josh Swanson
Solution Architect



Post Patch Intelligence

Report on services or processes that 
require restart or system that require a 
reboot post patching. (Tracer!)

Tracer (Tech Preview)



Process dependencies on shared libraries

Example program is dynamically linked with dependencies on OpenSSL

We can see this by finding the PID of the sslconnect process, then looking at the /proc/<PID>/maps  file to see if there are any 
references to deleted files:

In our example, the PID is 18624.  

Tracer (Tech Preview)



Patching can upgrade dependent libraries

Now, we update the openssl packages and let’s see what we see in the maps file for our 
sslconnect process (pid = 18624)

Tracer (Tech Preview)



Patching can upgrade dependent libraries

After patching, look at the memory map again (filter by searching for “deleted”)

Tracer (Tech Preview)



Tracer to the rescue!

● Tracer does the hard work for you.
● Install the python2-tracer RPM from the Satellite Tools repo and run tracer.

Tracer (Tech Preview)
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Restart our test program and test again.

● Tracer is examining *all* processes on the system, and not just looking at our test 
application.

Tracer (Tech Preview)
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Tracer and 
Satellite

Tracer (Tech Preview)
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Tracer Integration with Satellite

● Tracer has been Tech Preview since Satellite 6.3
● No changes necessary to the Satellite server.  Simply install the katello-host-tools-tracer 

RPM on each host (which can be done during provisioning)
● Tracer reports will automatically be run after using yum for install/update operations
● Can also be run manually using the katello-tracer-upload CLI tool
● Here is a playbook that installs the package:

Tracer (Tech Preview)
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Run the CLI tool and view the results in Satellite

● Look for the Traces property from the Hosts -> All Hosts view of a system

Tracer (Tech Preview)

Tracer is calling for a restart!  Let’s have a look 
at the details.
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Detailed View of Tracer Results from the Content Hosts Menu
Tracer (Tech Preview)
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Tracer Info is Available for the Satellite API
Tracer (Tech Preview)
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Reboot and Review the Traces Status Again

● After the reboot, we have a clean Tracer report!

Tracer (Tech Preview)



Red Hat Insights



Buy

Red Hat Insights
Now included with all Red Hat Enterprise Linux subscriptions

Get



Red Hat Insights
ansible-galaxy install redhatinsights.insights-client

roles/requirements.yml 
---
- src: redhatinsights.insights-client

rhel_standards.insights.yml
---
- name: deploy redhat insights
  hosts:
    - all
  roles:
    - redhatinsights.insights-client



Demo:
Deploying Red Hat 
Insights
Insights Inventory
Click Here!

cloud m
anagem

ent services for Red H
at Enterprise Linux

https://cloud.redhat.com/rhel/inventory
https://tower01.lab.msp.redhat.com/#/templates/job_template/17?template_search=page_size:20;order_by:name;type:workflow_job_template,job_template


Red Hat Smart/Cloud 
Management Overview

cloud m
anagem

ent services for Red H
at Enterprise Linux
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We are here.

Cloud Management Services for RHEL
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Customers environment cloud.redhat.com | hosted on OpenShift Dedicated

Core services End services

Red Hat Cloud Management Services
Common

upload service

API
authorization

Metrics & 
monitoring

Logging

Message
queue

Notifications

Tagging 
taxonomy

Centralized 
inventory

Insights client(s) Dashboard

Vulnerability

Compliance

Drift Analysis

Inventory

Remediations
Hybrid cloud 

infrastructure

Cloud Management Services for RHEL



Red Hat Smart Management

Cloud management services for Red Hat Enterprise Linux

+
Vulnerability Compliance System comparison

Red Hat Satellite



Management Flexibility
Offering Red Hat Management on-premises or in the cloud

Red Hat Satellite Cloud Management Services

Requirements for resource set up
and configuration

Addresses on-prem or
disconnected environment

Limited to viewing hosts registered to the 
individual Satellite servers

No requirements for resource set up
and maintenance 

Adopt new features faster with a 
software-as-a-service preference

Single view of all hosts across your RH 
infrastructure

Use cases:
Content management, patching, 
configuration, subscription 
management, provisioning 

Use cases:
Vulnerability, Compliance,
System Comparison 

Smart Management Packaging gives access to both Satellite AND cloud management services



cloud.redhat.com



cloud m
anagem

ent services for Red H
at Enterprise Linux

Vulnerability
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Vulnerability
Remediate all Common Vulnerabilities and Exposures (CVEs)

Assess and monitor the risk of 
vulnerabilities that impact Red Hat 

products with operational ease

Remediate known Common 
Vulnerabilities and Exposures 

(CVEs)

Ability to generate JavaScript 
Object Notation and CSV view-based 

reports to keep relevant 
stakeholders informed

Vulnerability offers



Why CVE, why not Errata?

CVE Errata

Security focused

Product agnostic

Limited to one vulnerability/exposure per CVE 
(May cover multiple versions of a piece of 
software)

Bugfix, enhancement, and security

Specific to Red Hat products

May resolve multiple CVEs/bugs/RFEs within 
one errata.

May contain multiple packages

Stakeholders:
Security teams, researchers, the public

Stakeholders:
Content managers for Red Hat products
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More than just security
Red Hat Insights has more than 1,000+ rules—here is how they stack up across categories

Availability 38.6%

Security 28.1%

Stability 21.7%

Performance 11.6%

AVAILABILITY

SECURITY

STABILITY

PERFORMANCE
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Insights does this already, right?
Vulnerability is security-focused–all CVEs with errata

Vulnerability

19,500 CVEs

Security focus
100%

38.6%

28.1%

21.7%

11.6%

Availability Security Stability Performance

Red Hat Insights Vulnerability

CVEs covered Areas / Rules covered

Red Hat Insights
50 high-impact CVEs
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36 * Dependency on the Platform

● Search by Host Name
● Tagging/Tag Filtering*
● Integration to status.redhat.com*
● Well-documented APIs
● Executive Report (PDF)
● Alerting & Notification*
● RBAC Enabled (light)*
● RBAC Enabled (heavy)*
● Reporting

○ CVE w/out Errata Report
○ Vulnerability Risk Report

Summit 2019 Oct 2019 Backlog

● View and triage vulnerabilities by:
○ CVEs
○ ystems

● Triaging vulnerabilities via
○ CVSS base score
○ Impact 
○ Publish date

● Ansible Automation
● Reporting

○ JSON
○ CSV

● Set Status for CVE+System

● Improved UI navigation
● CVSS v3 metrics on details page
● Customization: Business Risk
● Set Status for a CVE as a whole
● Better triaging of vulnerabilities

○ Excluded system from 
Vulnerability Analysis

○ Business risk
○ Status
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Vulnerability
CVE Listing
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Vulnerability
CVE Details
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Vulnerability
Systems overview
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Vulnerability
Vulnerabilities for a Host
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Vulnerability
Status can be set for all hosts vulnerable to a CVE or on a CVE/system pair basis
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Vulnerability
Business risk to better communicate impact/importance



What About Satellite?
Satellite knows about CVEs



Satellite Knows CVEs



Demo: Aligning Satellite and Cloud Management
Get CVEs from 

cloud.redhat.com
Ask Satellite about 

the CVE
Check for packages 

in content view
Update 

cloud.redhat.com



Cloud Management API
https://cloud.redhat.com/docs/api/vulnerability

https://cloud.redhat.com/docs/api/vulnerability


Satellite API
https://satellite.example.com/apidoc/v2.html

https://satellite.example.com/apidoc/v2.html


cloud m
anagem

ent services for Red H
at Enterprise Linux

Demo
Please please please work.



cloud m
anagem

ent services for Red H
at Enterprise Linux

Compliance



Compliance
Built on OpenSCAP reporting

Assess and monitor the 
degree/level of compliance to a 
policy for Red Hat products with 

operational ease

Remediate known issues of 
non-compliance in the Red Hat 

environment via Ansible
playbooks based on business

risk & relevance

Ability to generate JavaScript 
Object Notation and CSV view-based 

reports to keep relevant 
stakeholders informed

Compliance offers
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Customers environment cloud.redhat.com | hosted on OpenShift Dedicated

Core services End services

Red Hat Cloud Management Services
Common

upload service

API
authorization

Metrics & 
monitoring

Logging

Message
queue

Notifications

Tagging 
taxonomy

Centralized 
inventory

Insights client(s) Dashboard

Vulnerability

Compliance

System Comparison

Inventory

Remediations
Hybrid cloud 

infrastructure
OpenSCAP
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Compliance - Use Cases

53 * Dependency on the Platform

● Ingest & view reports from 
OpenSCAP
○ By Policy
○ By Systems

● Triaging reports via
○ Failed rules
○ Severity

● Ansible Automation
● Reporting

○ JSON
○ CSV

● Set Compliance Threshold

● Improved UI navigation
● Customization: Tie “Business 

Objective” to a policy
● Better triaging of rules

○ Filter rules when system has 
multiple policies

○ By Identifiers

● Create a new SCAP Policy
● Tailor/modify rules
● Tagging/Tag Filtering*
● Integration to status.redhat.com*
● RBAC Enabled (light)*
● Search by References
● Delete a Report
● Well-documented APIs
● RBAC Enabled (heavy)*
● Alerting & Notification*
● Reporting

○ Executive Report (PDF)
○ Report by Policy (PDF)

● Fail policy if “high severity” rules 
fail

● Exempt host from a report for a 
temporary duration

Summit 2019 Oct 2019 Backlog
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System Comparison



System Comparison
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Call to Action



Cloud Management Is a Journey
We need your feedback

Are there specific use-cases cloud management can help with?

What can we do to make this a bigger part of your system management strategy?

How does this fit into your system management landscape?

Are there any barriers to entry we can eliminate?

The BU is excited for feedback. Let’s talk!
jswanson@redhat.com
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you

58



CONFIDENTIAL Designator

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of 

enterprise open source software solutions. 

Award-winning support, training, and consulting 

services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you
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Toss a coin to 
your solution 
architect.


