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GENERAL SE

Software Made in Germany

e Attribute of Quality
Global Product L - Data Privacy i
* >5000 Customers . EU-GDPR MADE IN

* > 60 Countries

GERMANY

> 270 certified partners worldwide

sEl Long Backup Experience
Backup &Disaster Recovery  >30years SEP
Best Support Reputation * 25years SEP sesam SE~

* Extremely competent
e Confirmed by Gartner

« Recommended by lots of customers

* Famous customers
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What is enterprise data server recovery and backup software?

Gartner defines the data center backup and recovery software market as being focused on providing
backup capabilities for the upper-end midmarket and |arge-enterprise environments. Gartner defines
the upper-end midmarket as being 500 to 999 employees, and the large enterprise as being 1,000
employees or greater. Protected data comprises data center workloads, such as file share, file .. See
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overall ratings for a given vendor in the market, as further described here and are not intended in any way to represent the views of
Gartner or its affiliates. Infrascale , - o
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BACKUP OF SYSTEMS NO ONEELSECAN S EP

Software ,Made in Germany’
GDPR ready and BSI conform

* Gartner: Best Backup Software worldwide

https://www.gartner.com/reviews/marke =
A Ak artner
and-recovery-software peerinsights

* Certified SAP Backup
HANA, B1, ASE and NetWeaver
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customers’

choice
2018 ™

e Tap Competence
Support in Germany

* Famous References worldwide
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WHY SEP SESAM? SE

Certified SAP Backup,
Linux focus + scripting,
local vendor

Reduced maintenance costs,
online Backup of DBs,
international locations

Lotus Domino Backup,
references with SEP at other MDKs

Certified SAP HANA Backup

OES Cluster Backup,
individual license contract

Performance, price, certified SAP HANA Backup
Flexible MSP licensing, certified SAP Backup
Support of older versions (OS and Oracle)

RHV Backup
KVM / OpenNebula Backup

Long-term intensive cooperation,
individual Support Service

Backup of IBM Power Systems
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Classic

Single licenses for
modules and agents

Benefits:

Customer purchases
only what he really
needs

Disadvantages:

License
Mmanagement

LICENSE MODELS

Volume

Licensing based on
front-end capacity

Benefits:

All-inclusive — all
modules included

No license
management

Full flexibility

Disadvantages:

Could be more
expensive than
Classic, because the
flexibility has to be
paid upfront

Subscription

Licensing based on
front-end capacity

with annual charge

Benefits:
Same as Volume

Fixed costs
No pre-invest

Disadvantages:

Will become more
expensive than
Volume with longer
periods

Essential
Socket based
Max. 6 sockets
VMware or Hyper-V

Essential Plus (incl.
most level 2 agents)

Benefits:

All front-end data
inclusive

Incl. VMs, Tape,
Dedup, Replication

Target:

Competitive to
Veeam Essential,
but cheaper

SErP

MSP
Pay-per-use
Billing of

front-end capacity
or per

unit (nr. of VM’s)

Benefits:
All-inclusive — all
modules included

Full flexibility

Target:

Dynamic and
heterogeneous
customer
environments
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HYPERVISOR SEr

Mlcrosoft . : ;
vmware Hyper-V = “™XXenServer {‘/ElFDe?GTALIZATION zﬁ\'KV M

* Agenteless via * MS API e Xen API * oVirt API * libVirt API

vStorage API  VSS * VSS * Online Backup * Qemu
* VSS * Single File e Native INC via CBT | | * RHV Host or Cl\&p‘S\ * Online Backup
* Change Block Tracking Restore * Single Host or . Data * Client on each
* vMotion, VMware HA * Live Migration Poolmaster ’\g Restore host
* Single File Restore . CSV « Recover to mpIete VM, Single * Mutually
* Instant Recovery « SMB 3.0 aster V|rtual disks or only exclusive with
» HotAdd, nbd(ssl), SAN « Component B B G“S;?e over meta data) RHV agent
* Activate VM after Resto { Management LAN * LAN-free Backup

Restore age ost or * XenHost Metadata * Activate VM after
* LAN-free Backup S“ Hyper-V Cluster Restore

e unified Look&Feel for Backup and Restore in the GUI [
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DATA PRIVACY (1) SEFX

AR | Dot = Data Protection Made in Germany

fiir Sicherheit in der

Informationstechnik —> no backdoors
—> BS| compliant

= As of May 2018:
EU-General-Data-Protection-Regulations (EU-GDPR)

http://ec.europa.eu/justice/data-protection/reform/index en.htm
—> GDPR specific SEP Compliance Document

co-authored by a neutral well-known IT lawyer



http://ec.europa.eu/justice/data-protection/reform/index_en.htm

DATA PRIVACY (2) SEFX

= Firewall Security
» Limiting used ports to only one port by using https
> Use RDS (Remote Device Server) to adapt to network structure

= Automated Restore
> Schedule a restore task
> Get a report and verify your backup automatically
> Avoid double disaster

* |ntegrated Encryption of
> Communication
> Data Transport
> Data on tape, DataStore or Si3 DedupStore
= External password for restore with a 4-eyes-principle

> Backup admin with backup and restore rights
> Second person required with password access
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RED HAT PARTNERSHIP SE

Q redhat

Long and active partnership since 2005

Support of current version RHEL7

Disaster Recovery supported

Backup possible for RHEL on Intel and IBM Power
Common development of a backup API for RHV

2015: Common announcement of the worldwide first agent for
online backup of RHV



http://www.sep.de/fileadmin/user_upload/Press/en/2015-10-04_SEP_RHEV_RedHat.pdf

Backup V
RED HAT
Single Nodes or RHV Cluster ENTERPRISE OV

RED HAT VIRTUALIZATION SEP

VIRTUALIZATI
Via ovirt and libvirt API

Complete VMs, single virtual disks or backup of the config data of a VM possible
Groups of VMs can run on several hosts by means of the RHV Manager Resource
Currently only COPY backups possible -> Recommendation: Si3 for data reduction
Needs a proxy VM as DataMover (similar to VMware HotAdd)

Via LAN or LAN-free

RHV 4.X supported

Requires at least RHEL V7 for the DataMover

Restore

On the original VM or in another location even on other RHV system

With same or other name
Path restore of a VM directly into the file system possible —o



SEP FACTSHEET FOR RED HAT

Supported systems that are part of
Red Hat's ecosystem

Protected solutions:
Red Hat Virtualization
Red Hat Enterprise Linx
Red Hat Storage
Red Hat Certified Cloud and Service
Provider Program (CCSP)
Supported architectures:
1386
xB6-64
IBM Power, Open Power
25ystems/LinoxONE

Protected databases running on RHEL & RHV:
PostgreSOL SAP ASE
Enterprise DB SAP HAKA
MariaDB SAP Netweaver

MySaL MaxDB
Oracle Informix
1BM DB 2

Protected applications running on RHEL & RHV:

1BM Domino Server Dovecot [MAP
Iarafa Cyrus [MAP
Courir IMAP
openLDAP

Kopana
MySoL

Atlassian Jira

Furthermore SEP sesam supports all guest Operating Systems
of the Red Hat OpenStack Platform and Red Hat Enterprise
Virtualization for 386, x86-64 and Power architecture.

SEP sesam for Red Hat Solutions

Iled Hat solutions operate systems that are the centerpiece of T

for and ions worldwide. These
systems manage all typw of information from sales and customer
relationships to finance and business operations. The importance
of these systems requires a comprehensive business continuity
management strategy. focusing on Recovery Paint Objectives (RPOs)
and Recovery Time Objectives (RTOs). which are essential in a
disaster scenario.

This is where SEP's unified data protection is vital. The SEP sesam
Hybrid Backup and Bare Metal Recovery Solution prevents data loss
and can recover the entire emvironment after a disaster scenario like:
«  Force majeure

o Hardware failures

o Human errors

«  Data corruption

Logical and software errors

Even after the attack of encryption trojans SEP's backup data can still
be recovered through the proven support of offline media.

With SEP sesam, data is protected 24/7 and is always available. SEP's
reliable backup solution offers numerous certifications for Red Hat
solutions and alsa the backup server can be operated on RHEL! SEP has
partnered with Red Hat for over a decade.

SEP sversaule and ecnmtmcal data protection is ideal for both medium
intoany IT envi

The onmhmannn of the Red Hat and SEP solution gives you as customer
2 higher level of safety and security because of covering a majority of
the relevant IT processes and operations. SEP and Red Hat offer you a
complete. proven and certified solution stack.

Contact:

SEP AG
Konrad-Zuse-Sirafe 5
83607 Holzkirchen, Germany
Phone: +43 B02¢ 45331-0
Email: info@stp de
www.sepsaftware.com

ot Rodie_ 18307

e §

fingertips with Red Hat Storage combined with SEP sesam Hybrid Backup.

DS M. AN ight

Red Hat Virtualization
SEP sesamwas the first data protection solution that fully integrates with the Red Hat Virtualization backup APL

Full integration of Red Hat Virtualzation's backup APY into SEP istent d il as the fast and f
virtual machines (VMs) in production IT emvironments. The integrated solution offers 2 platform for IT administrators utilizing the SEP sesam management
interface to monitor the data protection status of VMs.

The integrated solution offers consistent data protection of Red Hat Virtualization VMs without the need to install backup clients inside each virtual
machine.
Red Hat and SEP are committed to meet customer needs providing all the functionality, performance and interoperability required to meet today's

demanding customer emironments. Together, Red Hat and SEP offer worldclass solutions at an cptimal price to implement, protect, and improve
customers’ investments in their IT infrastructure.

SEP sesam Hybrid Backup is a certified, cost effective, scalable and reliable backup and recovery solution for Red Hat Virtualization.

©  API based Snapshot Backup for RHV 4.0 or Later o Fasy and fast to install backup application
® APl based Snapshot Backup for RHEV 3.6 o Later o Limx and Windows based backup server available

RED HAT*
v/mwAuzmon

dh t Red Hat Enterprise Linux
re a + SEP reliably protects a wide range of Linux distributions. SEP sesam is certified for Red Hat Enterprise Linux and optimized for
R E A D Y missioncritical solutions and applications:

SEP has been working in the Linux field for over 15 years. This leads SEP sesam to a reliable and full featured solution in bath physical and virtualized Linux

environments. High performance backups, snapshots, cluster readiness and the support of 2 wide range of file systems is mandatory. A large number of hat
backup modules is available for a granular restore of a large number of databases and applications. SEP is part of the Open Source Community.

‘ Supported operating system versions:

o a a o RHELT o RHELS o CentlS7 o Cent0S5

redhat. . * RHEL® o RHEL4 o (entlS6 o Cent0S4
Software Vendor

s of the Year Bare Metal Recwery Capability tor Linux

Each productive server needs a reliable backup and ¥ pt. In physical emir a soluticn for Linu is i

for an abways on business. Therefore SEP sesam is a key component of Red Hat envircnments.

With SEP sesam Bare System Recovery [BSR) the recovery of systems after a server blackout i fast and ezsy. SEP sesam BSR enzbles users o restore a
system to full operational availability within minutes, depending on the volume, hardware and network performance, after replacing a system disk or the
complete computer hardware. The disaster recovery of Linux systems includes any settings withACLs.

The SEP sesam interaction with Red Hat Storage
Massive Storage, Data Backup, Disaster Recovery, Redundancy and Replication can be at one's

Companies and organisations can use Red Hat Storage to backup and redeploy data backups
from anywhere to anywhere. Backups created from data centers, virtualized emvironments and
private or public clouds can be moved amywhere the system manager desires.

Red Hat Storage Server offers global replication capability with a single point of administration.
Replication is latency aware, object based and warks perfectly with SEP sesam Si3 inline
deduplication. The included, Open Stack proven, Gluster FS offers the ability of easy and
unliited storage growth. Thisscalable and redundant back jon-stack allws tieing and
backup-datamigration on any storage hardware or cloud storage.

SEP offers a central backup solution for the entire IT environment on one side while Red Hat offers a vendor independent backup storage with na
limitations on the other side which gives maximum flexibility to IT and radically reduces total cost of ownership (TC0).




SEP WHITEPAPER FOR RHV

SEr Hybrid Backup & Disaster Recovery ~ SEP

SEP sesam Hybrid Backup - First
fully integrates with Red Hat Virtualization (RHV)

ta Protection Solution that

Native backup APl support allows SEP to provide enterprise backup functionality for
Red Hat Virtualization users

Table of Contents

1. Introduction and Overview 3
1.1. Cold Backup
1.2. Agent Based Backup

1.3. API Based Hot Backup 4
1. Enhanced Backup Enablement with SEP sesam 5
2.2. Solution Overview 5
23 Backup Granularity 5
2.4 Setting up SEP sesam on Red Hat Virtualization 5
25. Backup and Recovery Scenarios 5
25.1. LAN based Backup 5
252, LAN based Recovery [
25.3. LAN Free Backup 7
25.4. LAN Free Recovery [
2.6 RHV Cluster 8
27. Backup Deduplication and Site-to-Site Replication Scenarios 9
238, Protection of newly deployed VMs 9
[ ] 29. Database and Application Vendors' Instructions 9
SEP sesam Hybrid Backup for -
4. Summary 10
= = [
Red Hat Virtualization ;
6. Author n
First Data Protection Solution that fully AT it L

8. About SEP

i n t e g ra t e S W| t h R H V Find the latest Version of this Whitepaper at sepsoftware.comredhat

www_sepsoftware.com | Red Hat Virtualization Whitepaper 2



SEP FOR RED HAT ECOSYSTEM SEP
SEr Hybrid Backup & Disaster Recovery

SAP HANA Certifications

Vendor Backup Tool Intel SAP HANA1.0/2.0 | Power SAP HANA 1.0 Power SAP HANA 2.0
HANA-BRINT 1.1 HANA-BRINT-PW 1.1 HANA-BRINT-PW 1.2
SEP SEP Sesam Yes Yes Yes

Source: https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=451067853

SAP Ecosystem - Protection Overview

SEr Hybrid Backup & Disaster Recovery
Protection SAP" Certified SAP" Certified
Protection of all
SAP Applications

Applications
Databases
Operating Systems
Hypervisors

Platforms

SEP sesam’s Backup &
Disaster Recovery Capabilities
for the Red Hat Ecosystem

Q redhat. ‘ redhat

Caonces
BUSINESS PARTNER BUSINESS PARTNER
1SV Partner




RED HAT STATEMENT SEP

“As a long-time partner, we were very happy to attend the event. The combination of Red Hat as a
basis for SAP installations that are perfectly backed up by SEP and the long-time experience in Linux
and open source environments are decisive for steady growth and successful cooperation.”

Hubert Schweinesbein, Manager EMEA Partner Enablement Team, Red Hat
[12/09/2017 at SEP SNAP Partner Days, Holzkirchen, Germany]

&
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SAP BACKUP



SAP SEr

SAP certified since 2002

SAP certifications:
> NetWeaver on Oracle DB on Linux
NetWeaver on Oracle DB on Windows Server
NetWeaver on MaxDB
SAP HANA on Intel (SLES, Red Hat)
SAP HANA on IBM Power System (SLES, Red Hat)

SAP ASE (ex-Sybase)

Interfaces:
BRTOOLS/RMAN for Oracle, BRTOOLS/dbmcli for MaxDB,
backint for HANA, iSQL for ASE

v

A d

v

v



CASE STUDY DAL/JTE GROUP SEr

DEUTSCHE AFRIKA-LINIEN
JOHN T. ESSBERGER




SAP HANA (1) SEF

Uses backint API
FULL, DIFF and INC backups are possible

The backup state can be checked from the SEP sesam server as well as from
the SAP HANA Studio

Backups and Restores can be started from SAP HANA Studio

Backups could be automated in different ways (SEP, cron-Job, etc.)
Simple installation + configuration (Install script)

Support of scale-out cluster (multi node)

Support of multi-tenancy (multiple separate HANA instances on one host)
Tutorial on YouTube:

—_—
o B—

SEP sesam Tutorial | SAP HANA Certified Backup (Lang_EN)
SEPaecam

W

EPses:
vor 2 Monaten * 69 Aufrufe
Please visit http://wiki.sepsoftware.com/wiki/index.php/SAP_Hana for further
information.


http://www.youtube.com/watch?v=sQ_iA2Egocg

SAP HANA (2)

SEP
Scheduling

SAP HANA
studio

(g N\

SAP HANA
Database
Y vV

BACKUP DATA USING BACKINT (‘$PREFIX’)

Off-Site

=

CRON Job

SErP

@ Backup-

Multi-Stream Server

SEP

hdbbackint

3

SErP



CASE STUDY TECHNISCHE WERKE LUDWIGSHAFEN TWLL
SINCE MORE THAN 100 YEARS, TWL IS A REGIONAL PUBLIC ENTERPRISE WHICH RELIABLY SUPPLIES hnische Werke Ludwigshafen A

DOMESTIC HOMES, AGRICULTURE AND INDUSTRIES WITH POWER, GAS, HEAT, COOLING AND WATER.

“SEP sesam is the optimal way to backup our heterogeneous and complex

IT environment.”
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CASE STUDY KWIZDA m

Holding

SEP IS NATIVELY INTEGRATED INTO THE SAP HANA STUDIO MANAGEMENT TOOL AND
ENSURES THAT KWIZDA ALWAYS HAS CONSISTENT BACKUPS OF MISSION-CRITICAL BUSINESS DATA.

= Lenovo System x3950 X6 servers

=  SAP HANA for
> SAP Business Suite
> SAP Business Warehouse

> SAP Extended Warehouse Management
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CASE STUDY UNIORG GMBH
ONE OF THE LARGEST AND MOST PRESTIGIOUS SAP CONSULTANCY SERVICES PROTECTS ITS UNIORG

DATA CENTERS WITH SEP SESAM — AS A MANAGED SERVICE AS WELL.

“We can now give our customers an even better argument to work with us, especially

because of the SAP certifications of SEP sesam.”

Dirk Kotthoff, Business Unit Manager for IT, UNIORG Consulting GmbH

UNIORG
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SEP — SAP — RED HAT

Physical SAP Installations

Virtual SAP Installations

Support of SAP on RHEL

Certified SAP backup with online SEP agents for
NetWeaver and HANA on
Linux Intel or IBM Power

Disaster Recovery of the system

NEW since Feb 2018!
SAP HANA released for RHV

SEP agent for snapshot backup on RHV
Disaster Recovery of the VM

SEP sesam
Hybrid Backup

SAP HANA

In-Memory Database

Red Hat RHV

Virtualization



INFORMATION POOLS SEr

30 days Demo incl. free Support SEP Wiki

www.sepsoftware.com/download wiki.sepsoftware.com

Success Stories Trainings

www.sepsoftware.com/references WWW.sepsoftware.com/training

Youtube Channel Support Matrix

www.youtube.com/sepsesam http://www.sepsoftware.com/supportmatrix



http://www.sepsoftware.com/download
http://wiki.sepsoftware.com/
http://www.youtube.com/sepsesam
http://www.sepsoftware.com/training
http://www.sepsoftware.com/references
http://www.sepsoftware.com/supportmatrix
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