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Red Hat Identity Management

Included as a part of Red Hat Enterprise Linux (RHEL), Red Hat
|ldentity Management (IdM) delivers centralized Identity and Policy
management for RHEL across the enterprise.
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Centralize Management of Identities
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Manage Consistent Policy

Deploy granular Host Based
Access Control and Sudo rules

Implement SELinux user maps

Define flexible per-group
password policies

HBAC Rules web-login-access-rule

v HBAC Rule: web-login-access-rule

Who

User categary the rule applies to: O Anyone @ Specified Users and Groups

Accessing

Host category the rule applies to: O Any Host (& Specified Hosts and Groups

Via Service
Service category the rule applies to: © Any Service (& Specified Services and G

Services

| Service Groups

[ | login-services
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Deploy Advanced Security Mechanisms

Two-Factor Authentication (HOTP/TOTP)

Centralized management of user and host
SSH keys

Certificate Management for hosts and
services
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Secure Red Hat Cloud Infrastructure
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Accelerate with Red Hat Enterprise Linux 7.2

Extend enterprise identity to web applications and public cloud with
Web SSO

Enhance user security with User Certificates for signing and
authentication

Securely manage secrets and keys with the Password Vault

Include Remote and DMZ clients securely with the Kerberos Proxy
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