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Chapter 1

Symmetric Cluster Architecture

1.1 Introduction

The Symmetric Cluster Architecture is a design for software components that together support the GFS and
CLVM clustering products.

This design document begins with architectural requirements, motivations and definitions of components. It
continues with functional descriptions of the components and ends with detailed technical design specifica-
tions.

1.2 Background

The project of defining and implementing this cluster architecture began in 2000/2001. It has been reviewed
and revised at many levels in parallel with development. The earliest development (2000) was on the
Connection Manager portion of the CMAN cluster manager. The latest development was on the GDLM
lock manager that had a late start (5/02) because of an aborted plan to adopt an open source DLM from
IBM. Some of the results of this architecture have made their way into earlier products (most notably CCS
and the general cluster and node properties defined in configuration files.)

The years of research and education leading up to this architectural design produced dramatically new levels
of understanding about this software and what it required. Early knowledge about the problems being solving
was primitive but evolved through lengthy experimentation and study to the point where this comprehensive,
top-down design could be undertaken.

Early GFS concepts revolved around storing GFS lock state in storage devices using special SCSI commands
(DLOCK/DMEP). These ideas were accompanied by little to no understanding of what cluster management
meant or what would be required to correctly support GFS. As we came to realize new extents of the problem,
various aspects to clustering were forced into the DLOCK/DMEP locking system (and even protocol). We
were slowly discovering that GFS would require far more advanced locking and clustering support than could
realistically be provided by SCSI-based device locks.

Hardware devices that implemented the DLOCK/DMEP commands were scarce to non-existent. To develop
and test GF'S without the necessary hardware, we created small network servers to emulate a DLOCK/DMEP
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device. Switching between DLOCK/DMEP hardware and emulators motivated the invention of the GFS
Lock Harness API. One lock module could send requests to an actual DLOCK/DMEP device and another
could send requests to a network server. The servers were antithetical to GFS’s symmetric philosophy and
chief selling points, of course, but they were merely for development purposes.

Eventually we realized that DMEP hardware devices would not become a reality. This was about the same
time we needed to release GFS to customers. Dismayed, we were forced to require customers to use the
DMEP emulator. We had long known that the alternative to device locking was a Distributed Lock Manager
(DLM) but it had now become a pressing need. We had neither time nor expertise to develop one ourselves,
so we began a search to adopt a DLM from elsewhere.

Meanwhile, with customers left using the DMEP emulator there were some simple things we could do to
improve its performance. Mainly, this meant not strictly adhering to the DMEP protocol which among other
things did not allow for callbacks. The result of these lock server improvements was called GULM and it
eventually replaced the DMEP emulator.

The DLM search ended when IBM released some DLM code as open source. We jumped on this and began
working with it in the hope that it could be linked with GFS in very short order. After several months,
however, we realized the IBM DLM had serious problems and would need extensive engineering work from
us to be useful. We decided instead to develop our own DLM from scratch.

The larger architecture design and CMAN developments had continued throughout the process of finding
a DLM. One of the first architectural principles had been that the cluster manager must be a unique,
symmetric, stand-alone entity that would independently support any lock manager, GFS and CLVM. It was
nearly complete, allowing us to focus on DLM development.

Faced with the development time of the DLM and customer intolerance for the DLOCK/DMEP/GULM
lineage of server-based locking, it was decided to add basic fail-over to GULM to keep customers interested
while the distributed clustering and locking subsystems were finished.

DLM development has been completed providing the full set of symmetric clustering and locking subsystems
to support GFS and CLVM.

1.3 Architecture Design Principles and Goals

There are a few general ideas that guide the development of the architectural components.

1. Symmetry

Symmetry has long been a chief design principle of our clustering products. Each component of this
architecture has been designed from the start with this symmetry in mind. As such, the components
when combined produce a uniformly symmetric system as a whole, exploiting to the fullest extent the
advantages inherent in such architectures.

2. Modularity

A second key advantage distinguishing GFS in the past has been its modularity. This allows GFS to
adapt quickly to new environments and makes it exceedingly extensible. Modular components can also
be shared among products avoiding duplication and allowing products to work together (e.g. CLVM
and GFS using common subsystems). This architecture furthers the modular tradition, understanding
and defining new components from its inception.



3. Simplicity
The clustering products should remain simple, conceptually and from a management perspective. An
overly complex architecture makes the products difficult to understand and use and prohibits them from

being easily extended or adapted in the future. The symmetry principle supports this to a large extent
as symmetric clusters are far simpler conceptually (although often more difficult to design technically.)

4. Correctness

Customers place high trust in the software that manages their data. They must believe that the
software will not corrupt the data or simply lose it. Even one case of a customer losing data can
have devastating effect on our reputation. Every scenario where safety is at risk has been thoroughly
investigated and addressed in this design.

1.4 Component Definitions

The Symmetric Cluster Architecture defines the following distinct software components. Each component
has its own functional requirements and design. The components are defined here with respect to their
dependence on the others.

CCS Cluster Configuration System
CMAN Cluster Manager

FENCE I/0 Fencing System

GDLM Global Distributed Lock Manager
LOCK_DLM GFS Lock Module for the DLM
GFS Global File System

CLVM Cluster Logical Volume Manager

The modular components are clearly separate in function so they can form the basis of multiple products.

CCS

— Depends on no other component (for basic function).

— Provides static configuration parameters to other components.
CMAN

— Depends on CCS for cluster and node identifiers.
— Provides cluster and service management to Fence, GDLM, GFS/LOCK_DLM, and CLVM.

FENCE

— Depends on CCS for node fencing parameters and fence device parameters. Depends on CMAN
for cluster management.

— Provides I/O Fencing for GFS/LOCK_DLM and CLVM.
GDLM

— Depends on CMAN for cluster management.
— Provides lock management for GFS/LOCK_DLM and CLVM.
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GFS/LOCK_DLM

— Depends on CMAN for cluster management. Depends on Fence for I/O Fencing. Depends on
GDLM for lock management.

— Provides nothing to other components.
CLVM

— Depends on CMAN for cluster management. Depends on GDLM for lock management.

— Provides nothing to other components.

1.5 GFS Requirements

This is an overview of GFS requirements. The specific requirements are covered in more depth in the later
descriptions of how they are met.

GFS relies on external components to provide the following functions. They are provided to GFS through
a ”lock module” plugged into GFS’s Lock Harness interface. In this architecture, the lock module is
LOCK_DLM. (The lock management requirements dominate the others — the term ”lock module” and the
LOCK prefix reflect this.) LOCK_DLM primarily acts as a bridge to the independent CMAN and GDLM
clustering /locking managers, but GFS-specific semantics are implemented by the GFS lock module, not the
general lock manager.

1. Lock Management

Each GFS file system has a unique name specified when it’s created. This name is given to the lock
module which must use it to associate different GFS file systems with unique lock spaces.

GFS’s locking requirements are standard and quite simple. A GFS node will only request a single
lock on a resource at once. Resources are uniquely identified by GFS using 12 bytes (binary data
composed of two integers). GFS uses three lock modes: ”exclusive” and two shared modes (”shared”
and "deferred”) that are incompatible with each other and exclusive.

GFS lock and unlock requests are asynchronous. GFS provides a callback function for notification
of completed requests and for blocking callbacks. A blocking callback should be accompanied by the
mode of lock being requested.

Normal GFS requests can be modified by three flags. The first is a ”try” flag that indicates the request
should not block if the lock cannot be immediately granted. Blocking callbacks should not be sent if the
7try” request fails. The other two flags are optional and are used to enhance performance. The ”any”
flag indicates that either of the shared modes may be granted — preferably the one compatible with
existing granted modes. The ”one_cb” flag used with "try” indicates that a single blocking callback
should be sent if the request cannot be granted immediately.

GFS requires selected resources have a 32 byte value block available for reading and writing in con-
junction with lock operations. The value should be written with the release of an exclusive lock and
read when any lock is acquired. The value block should be cleared to zero if the most recent value is
lost during recovery.

GFS requires the lock module to avert conversion deadlock when locks are promoted. The lock manager
is permitted, however, to release a lock in the process of promoting it if the result is subsequently flagged
to indicate that the lock was released.

GFS must be able to cancel an outstanding request. Once canceled a request should complete imme-
diately. If the request was not successful the result must be flagged as having been canceled.
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The lock manager with the support of the cluster manager must only allow locks to be held by nodes
that have the file system mounted. A node that fails with the file system mounted must have its locks
released before normal operation is resumed. The released locks of a failed node must not be granted
until GFS has completed its recovery for the failed node (with the following exception).

A GFS node performing recovery must be able to acquire locks that are otherwise not granted during
recovery. GFS identifies these special requests with the "noexp” flag. The lock module must distinguish
these special requests from ordinary requests and allow them to proceed as usual.

2. Name-space Management

GFS requires a unique node identifier to use for journal selection. The integer identifier provided at
mount time must be the lowest unused ID beginning from zero. The scope is all nodes with the file
system mounted. This allows the limited number of GFS journals to all be used.

3. Recovery

GFS requires a cluster manager to know which nodes have each file system mounted at any point in
time. One or more nodes with file system F mounted must receive a ”recovery needed” callback if
any other node with F mounted fails. The callback must identify the journal ID used by the failed
node (see previous section). Upon receiving this callback, one of the live GFS nodes will perform GFS
recovery using the journal of the failed node.

GF'S expects to receive recovery callbacks for a journal ID until it indicates it’s done (through the lock
module interface ”lm_recovery_done” function.) That is, if a node recovering a journal fails, another
node must be sent the recovery callback for the partially-recovered journal in addition to a callback
for the journal of the second failed node. This holds true all the way to a single remaining node.

4. I/0 Fencing

The clustering and fencing systems must guarantee that a failed node has been fenced successfully
from the shared storage it was using (or has been fully reset) before GFS recovery is initiated for the
failed node.

5. Ezclusive Initialization

When a GFS file system is mounted on a node, it needs to be told if the node is the first in the cluster
to mount the particular file system. In combination with being first, GF'S on the first mounting node
must have exclusive access to the entire file system until it indicates through the lock module interface
that it has completed initialization and others may mount.

When a node is given this exclusive initialization right for a file system, the clustering and fencing
systems must guarantee that every other node in the cluster (nodes that might have had the particular
file system mounted in the past) is in not in a state having hung with GFS mounted since last being
reset or fenced. i.e. If the state (including fencing history) of a node X is unknown at the time node
Y requests the exclusive initialization right to any file system that X might have mounted in the past,
X must be fenced before Y is given that right.

1.6 Concepts

This section lays out the concepts being dealt with and the simplicity that should be conveyed to the user.
This is simplicity in the natural definition of objects, their properties and the relationships among them.
These are the concepts a user will want to comprehend to effectively set up and manage the software.
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Entities

Cluster A group of nodes.

Node A machine that can join and leave a cluster.
Resource | Something used by nodes in a cluster.
Service A program run by nodes in a cluster. Often related to

accessing a resource.

Policies

e A node can be a member of one cluster.

e A resource belongs to one cluster.

e A node in a cluster can access the resources in the cluster.

e All nodes are equal.

e Access to shared resources is controlled by services running on the nodes.

e Arbitrary cluster members can start and stop using arbitrary cluster resources at any time without
affecting any other cluster members.

e The failure of a cluster member should only affect other cluster members that are using the same
shared resources as the failed node.

Properties

Cluster

— name: unique name

— members: list of nodes that are members
Node

— name: unique name

— cluster: the cluster the node is member of
Resource

— name: unique name

— cluster: the name of the cluster whose members can use the resource

Resources exist in many forms and at many levels. A resource could be a device, a file, a record, a piece of
metadata, or any other entity that can be consistently named among nodes or processes. Services accessing
shared resources often require synchronization involving some form of locking.

The generic properties of a service are not generally relevant when managing the system. The taxonomy
above is extended further in the area of services when describing the internal function of the cluster manager.



Chapter 2

Functional Descriptions

Description of purpose, main parts and functions of each component. Specific interface definitions and
implementation details are left for the technical design specifications.

2.1 CCS

CCS provides access to a single cluster configuration file. The CCS daemon (ccsd) running on each node
manages this file and provides access to it. When ccsd is started it finds the most recent version of the file
among the cluster nodes. It keeps the file in sync among nodes if updates are made to it while the cluster
is running.

2.2 CMAN

The CMAN cluster manager has two parts: Connection Manager and Service Manager. The main require-
ments of CMAN are to manage the membership of the cluster (connection manager) and to manage which
members are using which services (service manager). CMAN operates in the kernel and both parts are
completely symmetric — every node is the same.

CMAN has no specific knowledge of higher level cluster services; it is an independent, stand-alone system
using only CCS. As a general cluster manager it should naturally not function specifically for select higher
level applications. While GFS, GDLM, CLVM, etc. can sit above it, CMAN can be used for entirely different
services or purposes.

2.2.1 Connection Manager

Connection Manager (cnxman) tracks the liveness of all nodes through periodic ”HELLO” messages sent
over the network. Cnxman’s list of current live nodes defines the membership of the cluster. Managing
changes to cluster membership is the main task of cnxman.

A node joins the cluster by broadcasting the cluster’s unique ID on the network. Other members of the
13
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cluster will accept the new node and add it to the membership list through a multi-step transition process
whereby all members agree on the new addition. Transitions are coordinated by a dynamically selected
node. The command ’cman_tool join’ will initiate this procedure on a node and cause the node to join the
cluster.

A current member can leave the cluster by running the command 'cman_tool leave’. Again, the leave pro-
cess involves a multi-step transition process through which all remaining members agree on the membership
change. A node cannot leave the cluster (except by force) until all higher level clustering systems dependent
upon CMAN have shut down.

The failure of a cluster node is detected when its HELLO messages are not received by other members for
a predetermined number of seconds. When this happens, the remaining cluster members step through a
transition process to remove the failed node from the membership list. A failed node can rejoin the cluster
once it has been reset.

The cnxman cluster can suffer from a ”split-brain” condition in the event of a network partition. Two groups
of nodes can both form a cluster of the same name. If both clusters were to access the same shared data,
it would be corrupted. Therefore, cnxman must guarantee, using a quorum majority voting scheme, that
only one of the two split clusters becomes active. This means that to safely cope with split-brain scenarios,
cnxman must only enable cluster services when over half (a majority) of nodes are members. This behavior
can be modified by assigning an unequal number of votes to different machines.

To join the CMAN cluster, the cman_tool program gets the unique cluster name from the cluster configu-
ration file (through CCS.) This means that the definitive step of associating a node with a particular cluster
comes when the CCS daemon selects a cluster configuration file to use. Only nodes named in the cluster
configuration can join the cluster.

When a node joins the cluster, cnxman assigns it a unique, non-zero node ID (integers beginning with 1).
Once assigned, a node will retain its node ID for the life of the cluster — if the node leaves and rejoins the
same cluster it will have the same ID (cnxman does not reuse node ID’s for different nodes). Exported
cnxman functions can be used to get a listing of all nodes, current members, or to look up node information
(name, IP address, etc).

2.2.2 Service Manager

Service Manager (SM) manages which nodes are using which services. It uses ”Service Groups” to represent
different instances of services operating on dynamic groups of nodes in the cluster.

In the case of a symmetric service where all nodes can produce results independently, it is critical that all
nodes running the service agree on the service group membership while any are producing results. The
service group membership is often a factor determining the output of the cluster service — any disagreement
can result in inconsistent output. Because of this, the operation of the service must be temporarily suspended
when the group of nodes running the service changes. When the new group comes to agreement on the new
group membership, the operation of the service can be resumed *.

It will be useful to add concepts associated with services to the definitions presented earlier. The new entities
are defined, along with their properties, followed by some general rules governing them.

n a client-server architecture, the essential management and recovery functions, into which the group membership factor,
occur on the server only. Clients do not make independent decisions based on factors like service group membership, even if
they keep their own record of the nodes copied from the server. A transition from one membership group to another (including
necessary adjustments within effected services) occurs on the server without stopping the service on all clients. Replies to client
requests may at most be delayed momentarily as the server makes the adjustment.
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Entities
Cluster A group of nodes.
Node A machine that can join and leave a cluster.
Resource Something used by nodes in a cluster.
Service A program run by nodes in a cluster. Often related to
accessing a resource.
Service Group | The group of nodes running an instance of a service.

The new addition is a service group which is a conceptual entity created and managed by SM. Nodes become
part of service groups through the services they use. GFS, GDLM and Fence are all symmetric services that
form service groups. A node mounting a GFS file system will become a member of a service group for each
of the three services.

Properties

Cluster

— name: unique name

— members: list of nodes that are members
Node

— name: unique name

— cluster: the cluster the node is member of
Resource

— name: unique name

— cluster: the name of the cluster whose members can use the resource
Service

— type: the type of service (GFS, GDLM, Fence Domain)

— level: the order of recovery among layered services
Service Group

— service: the type of service
— name: a unique name identifying the instance of the service in the cluster

— members: the group of nodes running the service instance together

Policies

e A service performs no function until it is instantiated.

Any number of instances of a service can exist; each is distinct and identified by a unique name in the
cluster.

e A service group is the result of a service instantiation.

A node that is a cluster member can instantiate services and join/leave the associated service groups.

A node can be in any number of service groups at the same time.
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e An instance of a service is identified by a unique name in the cluster. Any cluster member instantiating
and joining a service of the same type and name will be in the same service group.

e To use a resource, a node may be part of multiple service groups, each controlling a different aspect of
sharing the resource.

e The unique name of a service instance is often based on the name of the shared resource to which the
service is supporting access.

One part of the Service Manager function should already be clear. SM is in charge of managing service groups
in the cluster. This involves instantiating them, managing nodes joining and leaving them, and managing
the recovery of the appropriate service groups when cluster nodes fail.

If a program needs to be cluster-aware and know which nodes are running it, it can become a SM service
with its instantiations managed as service groups. This can be done using the SM API detailed later. What
it means for a program to be under the management of SM is the topic of the next section.

Service Control

When we say that a service requires ”cluster management” we are referring to the fact that the service needs
to respond to certain cluster events as they occur. When a service registers to be managed/controlled by
SM, it provides a set of callback functions through which the SM can manage it given cluster events affecting
it. We refer to the use of these callback management functions as service ”control”. There are three control
methods that apply to services:

1. stop - suspend - membership of the service group will be changed.
2. start - recover - begin any recovery necessary given the new service group members.

3. finish - resume - all service group members have completed start.

When a service receives a ”stop” it is aware that other services will be reconfiguring themselves (recovering)
and may produce results inconsistent with the previous configuration of the cluster. The service is also
aware that it will be reconfigured itself and must not produce any results assuming a particular service
group membership.

When a service receives a ”start” it knows that other services at a lower level have completed their recovery
are are in a reliable state. It also knows that all nodes in the service group have received a stop, i.e. when it
starts it knows that no other group members will be operating based on the previous membership. The new
list of service group members is provided with the start. This service can now do its own recovery. When
done starting, the service notifies SM through an API callback function.

When a service receives a ”finish” it knows that all other members of the service group have completed their
start. Any recovery state can be cleared. (Recovery state may need to be maintained until finish is received
due to the fact that a service group member may fail while starting.) The service can safely resume normal
operation, aware that all service group members have recovered in agreement.

The three functions are ordinarily received by a service in order, but a stop can be received while starting if
a node in the group fails during start. Specific guarantees about the sequence and ordering of these control
functions as seen by a service will be given later.

Service Events

A service event is an occasion where a service group transitions from one set of members to a different set of
members. A complete event entails stop, start and finish. A service event is caused by one of the following:
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e A node joins the service group.
e A node leaves the service group.

e A node in the service group fails.

At present, SM allows one node to join or leave a service group at a time. Not until a currently joining or
leaving node has finished will another node be permitted to begin joining or leaving. Enhancements can be
added to overcome the limitations of this serialization.

A Connection Manager transition occurs when a cluster member fails or a node joins or leaves the cluster.
At the end of one of these transitions, the Service Manager is notified of the change. The only change that
interests SM is the failure of a cluster member. When this happens, SM looks through all service groups to
find if the failed node is a member of any. Any service group the failed node is part of is subject to a service
event to remove the node and recover the service on the remaining service group members.

As was briefly mentioned in the Connection Manager’s quorum description, SM will not start cluster services
if the Connection Manager determines that quorum is lost. While quorum is lost, stopped service groups
remain stopped but some service groups remain running (not stopped) because they were unaffected by the
specific node failure (the failed node wasn’t in the service group). When quorum is regained by a node
joining the cnxman cluster (or intervention to reduce the number of expected votes), SM service events will
continue with any stopped services being started.

These methods prevent services from being started in two split-brain clusters. However, an uneffected service
may have continued running in the original inquorate cluster while the same service is to be started in the
new, split, quorate cluster. Corruption of shared data is averted because the first service to be started in
the new cluster is the fencing service. When the fencing service is started it fences all the nodes partitioned
in the original inquorate cluster. Their access to shared storage will therefore be cut off before the same
services are started in the new cluster.

Layered Services

A fundamental issue in the cluster architecture design has emerged; it is that of ”layered services”. Services
often have a dependence upon each other. This creates layers of services where one layer relies on the layer
below it to operate. Coordinating all the levels is the job of the cluster manager. The cluster manager
relies functionally on no other cluster components and controls all the other clustering services based on its
first-hand knowledge of node state, relative service levels and service group membership.

A service has an intrinsic level based on its function. Lower level services provide functions for higher level
services. During recovery the service manager starts services from lowest level to highest. A high level service
could not start if the service it depends on has not yet started. (Multiple services can exist at the same level

and are started at once.)

GFS/LOCK_DLM relies upon the Fencing service and the GDLM service to be completely recovered and
fully operational before it begins its own recovery. Therefore, both Fence and GDLM are lower service levels.

Service Types

The following table shows what constitutes a service group for each service type.

e A "Fence Domain” (FD) is a service group created by the Fence service.

e A "Lock Space” (LS) is a service group created by the GDLM service.
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A ”"Mount Group” (MG) is a service group created by the LOCK_DLM service.

A FD’s function is to I/O fence service group members that fail.

A LS’s function is to manage locks held by service group members.

e A MG’s function is to send GFS recovery callbacks for service group members that fail.

2.3 GDLM

The GDLM lock manager is a VMS-like distributed lock manager. It follows the traditional VaxCluster
DLM model that many other commercial DLM’s have copied. The locking and recovery methods are not
particular to GFS or CLVM or any other application. GDLM was designed to depend only on the cluster
manager (CMAN) and can be used independently of any other systems.

In both the kernel and user space, GDLM exports a standard locking API that is as comprehensive as any
application would generally require. GDLM distinct features are the algorithms used internally to distribute
the lock management across all nodes in the cluster removing bottlenecks while remaining fully recoverable
given the failure of any node or number of nodes.

2.3.1 Lock Spaces

Applications can create and use their own GDLM lock spaces (minor applications can use a common ” default”
lock space). GDLM will return a lock space context pointer to any application that requests a lock space
with an arbitrary name. There is no limit to the number of lock spaces that can be created and used on a
single node or throughout the cluster.

Application instances on the same or different nodes in the cluster requesting lock spaces with the same
name will be a part of the same lock space. Each lock space can be created with specific features enabled
or disabled. GFS, for example, creates lock spaces for each of its file systems with the NOTIMERS flag set
indicating that GDLM should not return lock requests that have been waiting, ungranted, for too long.

2.3.2 Lock Requests and Conversions

Locks of a specified mode are requested against a named resource. GDLM’s maximum resource name length
is 64 bytes (GFS uses 12 or 24 byte resource names, depending on encoding style). The resource name is
not interpreted by GDLM, but treated as 64 binary bytes of data.

There is no limit to the number of locks that can be held at once by the same or different nodes against a
particular resource. The first node requesting a lock against a resource becomes the resource’s master.

Locks with the following modes can be requested against resources: Null (NL), Concurrent Read (CR),
Concurrent Write (CW), Protected Read (PR), Protected Write (PW), and Exclusive (EX). The standard
compatibility matrix for these modes is included in the technical specifications. GFS’s lock modes map to
NL, EX, CW and PR.

Once a lock is obtained against a resource, it can either be converted to a different mode or unlocked. (The
common conversion semantics are different from the narrower semantics used by GFS, although a translation
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can effectively be made between them.) To convert an existing lock, GDLM returns with the first request a
random "lock ID” that is used to reference the lock in subsequent requests.

A lock request can optionally specify a range. By default when no range is specified, the full range is
assumed. Multiple nodes can hold exclusive locks with non-overlapping ranges against a resource at once. A
lock request can also specify a Lock Value Block (LVB): 32 bytes of arbitrary data associated with a resource
that can be saved and retrieved with a lock request. Finally, parent locks can be specified in lock requests
to form hierarchical resource trees. Each level of the tree has a separate name space.

Time-out based deadlock detection can be enabled or disabled per lock space with the time-out period
configurable in the configuration file. A per request flag can also be set that causes GDLM to detect
conversion deadlock and resolve such events by temporarily demoting the granted mode of one or more locks
(this is a GFS-oriented feature.)

The resource directory provides a simple mapping of resource names to resource masters. It is distributed
across all nodes in a lock space using a shared hash function on resource names. All nodes are presently given
a directory weight of one resulting in equal distribution. (Configurable weights is a future enhancement.)

2.3.3 Callbacks

In DLM terminology, a callback is an AST (Asynchronous System Trap). An AST either reports that
an asynchronous lock request is complete or that an existing lock is blocking another lock that has been
requested (a Blocking AST). The AST function called by GDLM is provided by the application with each
lock request. An AST argument is also provided that will be passed back to the application to identify the
specific lock.

2.3.4 Node Failure

There are very few if any interesting external issues involved in node failure or recovery. The lock manager
will not (and should not) impose any special policy or requirements related to recovery on the applications.

When a node in a GDLM lock space fails (or leaves the lock space voluntarily) the CMAN Service Manager
restarts the lock space with the new set of nodes in the lock space service group. This is all invisible
externally. When GDLM adjusts to the new set of nodes (recovery), any locks held by previous nodes will
simply disappear and previously blocked requests will be granted.

24 LOCK_DLM

LOCK_DLM represents GFS in the symmetric clustering and locking world. It interacts with the external
GDLM lock manager, CMAN cluster manager and Fence system on behalf of GFS. It is primarily a bridge
interfacing with the API’s of these other systems. There are some minor GFS-specific functions it implements
itself so that external managers remain general-purpose and not tied to a specific product.

To support GFS, LOCK_DLM plugs into GFS’s Lock Harness, providing the full set of functions required
by GFS. The LOCK_DLM implementation of all these functions is detailed in the technical specifications.

At mount time for a specific GFS file system, LOCK_DLM requires that the node already be a cluster
member, otherwise the mount fails. If the node is a cluster member LOCK_DLM adds a reference count to
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the CMAN module preventing the node from leaving the cluster while GFS file systems dependent on the
cluster are mounted. (Other subsystems relying on CMAN also add reference counts when started for the
same purpose.)

A second important check at mount time handled by LOCK_DLM is that the cluster name encoded in the
specific file system’s superblock (by gfs_mkfs) matches the name of the cluster the node is in. This check is
necessary to prevent nodes from different clusters from mounting the same file system at once and quickly
corrupting it.

With respect to locking, LOCK_DLM creates a new GDLM lock space for each file system at mount time.
The unique file system name (also available from the file system’s superblock) is used as the lock space name.
With respect to fencing, LOCK_DLM checks that the node is a member of a fence domain at mount time.
If the node fails while the file system is mounted, the node will be fenced. LOCK_DLM also creates its
own CMAN/SM Service Group at mount time which it calls a ”mount group”. The members of the mount
group are the nodes with that specific file system currently mounted. Nodes in a LOCK_DLM mount group
are responsible for recovering the GFS journals of other mount group members if they fail. In this regard
LOCK_DLM must also keep track of which journals the different mount group members are using.

2.5 Fence System

The fence daemon (fenced) must be started on each node after joining the cluster and before using GFS.
Fenced determines which nodes to I/O fence based on the ”fence domain” (FD) membership. The default
fence domain is a SM service group and the members are all nodes in the cluster running fenced.

When a node needs to be I/O fenced, fenced looks up the node-specific fencing parameters from CCS. It
then calls the specified fence agent to carry out the actual fencing.

Once a node joins an FD it will be fenced by another FD member if it fails before leaving. In practice, nodes
in the cluster join one common (”default”) FD before they use CLVM or a GFS file system. A node leaves
the default FD once it is done using CLVM/GFS — it can then be shut down without being fenced.

Any cluster member can join a fence domain and be subject to fencing, although it must be able to carry
out fencing operations on any other fence domain members.



Chapter 3

Technical Designs and Specifications

3.1 CCS

The cluster configuration file is kept in the /etc/cluster/ directory on each cluster node. Managing and
providing access to this file is the job of the CCS daemon, ccsd.

3.1.0.1 User Interface
3.1.0.2 Application Interface
3.1.0.3 Special CMAN Usage

3.1.0.4 Config Updates
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3.2 CMAN

CMAN is a general purpose, kernel based cluster manager designed to support other kernel and userland
systems dependant on cluster information and event notification. CMAN is also symmetric and quorum-
based; all cluster members are peers.

CMAN has two main parts, the Connection Manager (Cnxman) and the Service Manager (SM). Cnxman
manages which nodes are in the cluster, handling things such as membership, transitions (joining and leaving
the cluster), and quorum. SM is quite separate and manages service groups instantiated by cluster services
in the kernel and userland. Services are dynamically registered with SM and are thereafter controlled with
standard callback functions. SM defines ”Service Groups” where each service group represents a collection
of nodes using a particular instance of a service.

The Cnxman portion of CMAN is activated and begins managing membership as soon as a node joins the
cluster. This is all that’s required for user level cluster information and notification to be available. The
cluster members, as reported by Cnxman, are simply all nodes that have joined the cluster.

The SM portion of CMAN will be unused on a node unless (until) a system that uses the SM is started.
This does not affect the Cnxman operation at all. SM combines the cluster membership information from
Cnxman with the particular service registrations to manage the Service Groups.

3.2.1 Cluster User Interface

A node must first join the cluster before any cluster services or applications will operate. To join the cluster,
a node must simply run the command: cman_tool join. This tells the CMAN kernel module to initiate the
process of joining the cluster. The command simply initiates the join process and returns before the process
is complete.

Different clusters may exist on the same network and must be distinguishable, so a cluster is uniquely
identified by a name defined in the cluster configuration file (see figure ??). The cman_tool program looks
up this name (from the CCS system) to determine what cluster to join. A cluster is initially formed by the
first node attempting to join it.

A cluster member can leave the cluster with the command: cman_tool leave. If other clustering systems
are still running on the node, this command will fail and report a "busy” error (unless the force option is
used.)

CMAN gets the local node name from system_utsname.nodename when the kernel module is loaded. This
name can be changed through the cluster application interface covered below.

Cluster status and members, can be displayed on any member by viewing /proc/cluster/status and
/proc/cluster/nodes.

3.2.2 Cluster Application Interface

CMAN has a cluster socket API to allow userspace to communicate with the cluster manager and also to
provide some basic inter-node communication facilities. This API is defined in the header file cnxman-
socket.h and is summarized here 1.

IInformation from Patrick Caulfield
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To use the interface, a socket of address family AF_CLUSTER and type SOCK_DGRAM must be created
as shown in figure 3.1 using the socket (2) system call. The returned file descriptor can be used as usual
with ioctl and to send and receive data.

fd = socket (AF_CLUSTER, SOCK_DGRAM, CLPROTO_CLIENT);

Figure 3.1: Cluster socket creation

3.2.2.1 Messages

CMAN supports sending and receiving data between cluster members on its cluster sockets. This is not a
high-speed bulk data channel. It is a packet based, reliable, unwindowed transport. Messages are limited to
1500 bytes. Client applications bind to an 8-bit port number in a manner similar to IP sockets - only one
client can be bound to a particular port at a time. Port numbers below 10 are special; activity on them will
not be blocked when the cluster is in transition or inquorate.

e sendmsg(2) is used to send messages to a specific node or to all other nodes in the cluster. The latter
will be sent as a broadcast/multicast message (depending on the cluster configuration) to all nodes
simultaneously. Nodes are specified by their node ID rather than IP address.

e recvmsg(2) receives messages from other cluster members. The sockaddr is filled in with the node ID
of the sending node. pol1(2) is supported. recvmsg() can also receive informational messages which
are delivered as Out-Of-Band (OOB) messages if MSG_OOB is passed to recvmsg().

3.2.2.2 Information

The following ioct1(2)’s are supported on cluster sockets to access cluster and node information.

e SIOCCLUSTER_NOTIFY

Tells CMAN to send the calling process a signal every time a node joins or leaves the cluster. The
argument passed is a signal number.

e STOCCLUSTER_REMOVENOTIFY

Removes the signal notification.

e STIOCCLUSTER_GETMEMBERS
Returns a list of cluster members. The argument is either NULL (in which case the number of members
is returned) or a pointer to an array of struct cl_cluster_node which will be filled in.

e SIOCCLUSTER_GETALLMEMBERS

Same as previous, but also includes nodes that were previously members but are not any longer. Note
that this does not include configured nodes that have never joined the cluster, only nodes that were
once part of the current cluster.

e SIOCCLUSTER_ISQUORATE

Returns 1 if the cluster is currently quorate, 0 if not.
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SIOCCLUSTER_ISACTIVE

Returns 1 if the node is a cluster member, 0 if not.

SIOCCLUSTER_ISLISTENING

Returns 1 if a program on the specified node is listening on a given port number, 0 of not. The
parameter is a pointer to a struct cl_listen_request. This ioctl will wait until a response has been
received from the node or a cluster state transition occurs.

SIOCCLUSTER_GET_VERSION

Returns the version number of the CMAN cluster software. The parameter is a struct cl_version
that is filled in.

SIOCCLUSTER_GET_JOINCOUNT

Returns the number of active cluster subsystems on this node. Once this ”join count” is zero, the node
can properly leave the cluster.

SIOCCLUSTER_BARRIER

Userspace interface to the barrier system. The parameter is a struct cl_barrier_info. See the
kernel documentation for more information. CAP_ADMIN privilege is needed for this operation. (This
userspace access to the barrier system is not fully tested.)

SIOCCLUSTER_SET_VOTES

Changes the number of votes cast by this member of the cluster. Quorum will be recalculated and the
other nodes notified. CAP_ADMIN privilege is needed for this operation.
SIOCCLUSTER_SETEXPECTED_VOTES

Changes the number of votes expected by the cluster. Quorum will be recalculated and the other nodes
notified. CAP_ADMIN privilege is needed for this operation.

SIOCCLUSTER_KILLNODE

Forcibly remove another member from the cluster. The parameter is a node number. CAP_ADMIN
privilege is needed for this operation.

SIOCCLUSTER_SERVICE_REGISTER

Registers a service with the Service Manager. The parameter is the service name. The cluster socket
itself identifies the user program to the SM in the kernel and must remain open for the lifetime of the
service program.

SIOCCLUSTER_SERVICE_UNREGISTER

Unregisters a service with the Service Manager; takes no parameters apart from the cluster socket that
was originally used to register the service.

SIOCCLUSTER_SERVICE_JOIN

Instructs SM to join the service group for the registered service associated with the cluster socket.
Takes no parameters.

SIOCCLUSTER_SERVICE_LEAVE

Instructs SM to leave the service group for the registered and joined service associated with the cluster
socket. Takes no parameters.

SIOCCLUSTER_SERVICE_SETSIGNAL

Tells CMAN to deliver a signal to the calling process when a change occurs in the service group
membership. The cluster socket must be associated with a registered service. The signal number is
the parameter.
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e STIOCCLUSTER_SERVICE_STARTDONE

The service program must use this ioctl when it has completed processing a start event from SM. The
parameter is the event ID of the start event that was processed.

e SIOCCLUSTER_SERVICE_GETEVENT

Returns details of the next service event for the service group associated with the cluster socket. The
parameter is a struct cl_service_event.

e SIOCCLUSTER_SERVICE_GETMEMBERS

Returns struct cl_cluster_node details for each node that was a service group member in the last
start event read by the GETEVENT ioctl.

e SIOCCLUSTER_SERVICE_GLOBALID

Returns the global unique ID of the service group associated with the registered and joined cluster
socket.

setsockopt (2) operations are used to start and stop CMAN on a node, configure multicast communications
and change the node name. They all require CAP_ADMIN privilege and should only be used by cman_tool
and its derivatives.

3.2.3 Node Information

3.2.4 Membership

3.2.4.1 Joining the cluster

To join a cluster, a node begins listening on the network for HELLO messages from existing cluster members.
It sends a join request (JOINREQ) to the source of the first HELLO it hears. The node receiving the join
request will then begin a transition to add the new node to the cluster.

The first node to join the cluster will not hear any HELLO messages on the network and will wait for a
period of joinwait_timeout seconds. Once this time has expired, the node will form the cluster by itself with
itself as the first member.

To prevent multiple nodes from forming initial clusters by themselves in parallel, nodes send a NEWCLUS-
TER message when they begin the join process. When a node waiting to form a cluster sees a NEWCLUSTER
message from another node it will back off and wait an additional period of time listening for a HELLO
message before forming a cluster on its own. The back off period is based on a simple hash of a node’s name
causing at least one node to back off a slightly shorter period of time than others. This node will then form
a cluster on its own and any other nodes waiting to form a cluster will see its HELLO message and join it.

The timeout values mentioned can be configured as follows and have the specified defaults if they are not:

joinwait_timeout, default 11 seconds
join_timeout, default 30 seconds

3.2.4.2 Heartbeats

When a node joins the cluster, the cman_hbeat thread is started to send heartbeat messages every hello_timer
seconds.
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When the thread is awoken (by a timer) it sends a HELLO broadcast/multicast message to all other nodes
in the cluster. Upon getting this message, other nodes update the ”last_hello” time for the sending node.

After sending HELLO, the heartbeat thread scans the list of cluster members looking at the last_hello time
of each. If this time is beyond the deadnode_timeout period a transition is started to remove the node from

the cluster. The thread also checks for a dead quorum device and recalculates quorum if one exists and has
failed.

The timing values mentioned can be configured as follows and have the specified defaults if they are not:
hello_timer, default 5 seconds
deadnode_timeout, default 21 seconds

3.2.4.3 Leaving the cluster

3.2.5 Transitions

3.2.6 Quorum

Quorum is implemented by a voting scheme where each node is given a number of votes to contribute to the
cluster when it joins. When the sum of votes from all cluster members is greater than or equal to a fixed
”quorum_votes” value, quorum is declared. When nodes leave the cluster or fail, their votes are removed.
The cluster becomes inquorate when the sum of member votes falls below quorum_votes.

The number of votes assigned to each node is a static property of a node set during configuration. By default,
if no votes value is specified, a node has 1 vote. The cluster’s ”expected_votes” value is derived from this;
it is the sum of all possible votes (the sum of votes for all nodes in the config file.) Quorum_votes is then
set to (expected_votes / 2) + 1. If all nodes are given the default 1 vote, quorum is achieved when over
half the nodes in the configuration file are members.

If more nodes join the cluster than were originally seen when the cluster was formed, the vote total of all
members will exceed expected_votes. In this case the effective in-core expected_votes value is dynamically
increased to the sum of all votes. To maintain the split-brain protection that quorum provides, this value
does not decrease when nodes subsequently leave the cluster and the vote count decreases.

An administrator can manually change the expected_votes value in a running cluster with the command:
cman_tool expected <votes>. This must be done with caution to avoid split-brain clusters from becoming
quorate.

CMAN exports the kcl_is_quorate function in the kernel. It simply reports if the cluster is quorate or not.
An ioctl on a cluster socket (mentioned above) does the same for user space.

Quorum is simply a boolean global property of the cluster. In general, Cnxman continues running as usual
whether the cluster has quorum or not. Cluster services, however, are not enabled when the cluster is
inquorate. The enabling of cluster services is discussed further in a later section.

The following values can be configured as shown and have the specified defaults if they are not:
expected_votes, default is sum of votes of all nodes
votes, default 1
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3.2.6.1 Quorum device

CMAN has a kernel interface to support in general devices or other mechanisms that can contribute to
quorum (figure 3.2). This may be particularly useful for clusters with two (or any even number) of votes. A
software module would be written to manage or use a specific quorum device. The module would register
with CMAN and simply report if the device is available/alive and contributing its votes to the current cluster
or not. The quorum device module would be registered on each cluster node.

int kcl_register_quorum_device(char *name, int votes);
int kcl_unregister_quorum_device(void);

int kcl_quorum_device_available(int yesno);

Figure 3.2: generic quorum device interface

3.2.6.2 Two-node clusters

Clusters with only two nodes are of particular interest. With the traditional quorum algorithm and the
traditional assignment of one vote per node, if one node fails the other will be unable to operate because the
cluster is inquorate.

option 1

This is the simplest but least interesting option and is only a partial solution to the problem. With this
option one node is given one vote and the other node is given zero votes. If the node with one vote fails,
quorum is lost and the remaining node is inoperable until the failed node returns. However, if the node with
zero votes fails, quorum will be maintained and the remaining node can continue running.

option 2

This option is to use a quorum device as described in the previous section. Both nodes and the quorum
device are all given one vote. Either node can fail and the remaining node can continue operating with
the quorum device accessible. A node must be able to exclusively claim ownership of the quorum device in
the event that it can no longer communicate with the other node. There are currently no quorum device
modules available for CMAN.

option 8

The third option is simple to use but more subtle to understand. In this arrangement, both nodes are given
one vote, but expected_votes is set and fixed at one as an exception for this special two-node case. This
unusual behavior allows two things:

1. Split-brain can occur. Both nodes can form independent clusters by themselves, become quorate, and
begin enabling clustering services (fencing, lock manager, file system.) An explanation of how this
becomes safe is described next.

2. If both nodes form a cluster together (as would usually happen when there is no network-partition/split-
brain), then either one of the nodes can fail and the cluster will remain quorate, cluster recovery will
proceed, and the remaining node will continue operating. This is our aim.
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How is it safe to allow two-node split-brain to happen? As previously mentioned, during a split-brain event
both of the separately formed clusters become quorate and begin enabling cluster services independently. If
the GFS service level is enabled on both nodes, the file system would be quickly corrupted.

When cluster services are enabled, the lowest service level, namely, the Fence Domain (FD) service, is enabled
first. Not until the FD service has started will the higher level services be enabled (GDLM, GFS).

In the process of starting, the FD service handles the ”unknown node state problem” (UNSP - a larger, more
general issue discussed elsewhere.) When only two nodes are present, the solution to UNSP also prevents
harm from split-brain. The FD service solves the UNSP (and makes a two-node split-brain safe) by fencing
any nodes with ”unknown state” when the FD is first started in the cluster. Specifically, these are the nodes
listed in cluster.xml that have not joined the cluster by the time the FD is enabled.

In practice it would look like this: when there’s a split-brain, the FD service is started on both nodes which
will attempt to fence each other — it’s a race. The winner will go ahead enabling the other services and
operate by itself. The loser will either be rebooted or unable to access the storage depending on the fencing
method. Either way, GFS on the winner will operate safely.

If a Fibre Channel switch fencing method is used, it is possible that both nodes would succeed in fencing
each other from the storage and then both be stuck with GFS unable to access the file system. So, a fencing
method that reboots the other node is preferred to avoid this case.

The conditions illustrated above had both nodes starting up when they encounter the split-brain. Things
work slightly differently if split-brain happens while the nodes are both cluster members or one is a cluster
member and the other is starting up.

If both nodes a members and split-brain happens, services on both nodes are stopped and then restarted
in the layered fashion already mentioned. Once again there will be a fencing race which one node will win.
If one node is a member and the other is joining when a split-brain occurs, then the second node creates
its own separate cluster. The second node will fence the other when enabling services. Again, GFS will be
enabled and unfenced on only one node at any point in time.

3.2.7 Event Notification

There are three types of notification that result from a cluster event. The first two, kernel callbacks and user
signals, are simply available for general use and serve no specific purpose in this architecture. The third is
an internal notification from Cnxman to Service Manager which may result in SM initiating recovery for a
registered service.

3.2.7.1 Kernel callbacks

Any kernel subsystem can register a callback function with Cnxman (figure 3.3). It will be called when
the cluster has been reconfigured in some way. A ”reason” parameter in the callback indicates what has
occured and a node ID parameter is filled in with a node ID when relevant. Possible reasons are: CLUS-
TER_-RECONFIG, DIED, LEAVING, NEWNODE. A kernel subsystem must remove its registered callback
when it is shut down or removed from the kernel.
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int kcl_add_callback(void (*callback) (kcl_callback_reason, long));

int kcl_remove_callback(void (*callback) (kcl_callback_reason, long));

Figure 3.3: kernel callback interface

3.2.7.2 Userland signals

The SIOCCLUSTER-NOTTIFY ioctl on a cluster socket is used by a user program to register for cluster
event notification. CMAN will send the program a signal if the configuration changes. The specific signal
number is specified as the ioctl argument. (Also see Cluster Application Interface.)

3.2.7.3 Service Manager control

When the cluster membership changes, Cnxman notifies the Service Manager. If a cluster member has failed,
SM will check if the failed node was a member of any service groups. If it was SM will coordinate recovery
for all service groups the node was in. If the node failure caused the cluster to lose quorum, SM will suspend
services the failed node was in, but not restart them until the cluster regains quorum. (The cluster may
regain quorum by a new node joining the cluster, the failed node rejoining, or by administrator intervention.)

A somewhat unusual phenomenon may arise given the behavior described here. This happens when a cluster
member fails causing the cluster to lose quorum. Service groups that were not used by the node are not
suspended by SM; these services are not affected by the departed node and need no recovery. These services
continue to run as usual even while the cluster is inquorate. This can also happen if a node simply leaves
the cluster causing quorum to be lost.

This behavior is safe in split-brain scenarios due to the way services are enabled in a newly formed cluster.
If a new split cluster is formed and becomes quorate, it will begin enabling services with the lowest level first
as usual. The low service level is I/O fencing. Nodes on the inquorate side of the split cluster, some of which
may still be running services, will be fenced by the fence domain on the quorate side of the cluster when the
fence domain is enabled. The services running in the inquorate cluster are then cut off from shared resources
before the same services are enabled in the new quorate cluster on the other side of the network partition.

3.2.8 Barriers

CMAN implements general cluster barriers. The barriers are used internally and are exported for external
use in the kernel (figure 3.4) and user space (shown previously.)?

kel barrier_register

Register a new barrier with the given name in which the given number of nodes are expected to participate.
This returns an error if the name is already registered with different number of nodes. It returns success
if the name is already registered with the same number of nodes or not registered. Note that registering a
barrier on one node registers it on all other nodes in the cluster as well. If the number of nodes is 0, the
barrier waits for all cluster members to join.

2Information from Patrick Caulfield
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int kcl_barrier_register(char *name, unsigned int flags, unsigned int nodes);
int kcl_barrier_wait(char *name);

int kcl_barrier_delete(char *name);

int kcl_barrier_setattr(char *name, unsigned int attr, unsigned long arg);

int kcl_barrier_cancel(char #*name);

Figure 3.4: kernel barrier interface

kcl_barrier_wait

Enable the named barrier and wait for the barrier to be reached on all participating nodes. The return
values from this function may be 0: the barrier was reached by all nodes, -ESRCH: the cluster left a state
transition and the number of nodes specified for the barrier was not the special number 0, -EINTR: a signal
is waiting for the process that was waiting, -ENOTCONN: the barrier was canceled.

kel_barrier_delete

Remove the named barrier from the system. AUTODELETE barriers are automatically removed when all
nodes have passed.

kel_barrier_setattr

Set or change properties of a barrier with the following attribute options:

BARRIER_SETATTR_AUTODELETE - Toggle the auto-delete flag.
e BARRIER_SETATTR_ENABLED - Enable the barrier (alternative to actually calling kcl_barrier_wait.)
e BARRIER_SETATTR_NODES - Change the expected number of nodes.

e BARRIER_SETATTR_CALLBACK - Set the kernel callback function for the barrier. The parameters are the
barrier name and an integer status (see return value for kcl_barrier_wait.)

e BARRIER_SETATTR_TIMEQOUT - Set a time-out on an inactive barrier. Barriers otherwise have no time-
out.

kcl_barrier_cancel

Cancel an outstanding barrier. If a node is waiting on the barrier, -ENOTCONN is returned. If a callback
is set it is called with a status of -ECONNRESET.

3.2.9 Communications

Document messaging, cman_comms thread. All nodes must be visible to each other - some form of broadcast
medium required.

Document cnxman communications layer.
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3.2.10 Services

Cluster services in this context are subsystems like GFS, GDLM, or the Fence Domain system. Strict
control mechanisms are necessary between them and the cluster manager (especially through direct callback
functions.) As a symmetric cluster manager, CMAN/SM is designed to support symmetric services, although
server-based (asymmetric) services can naturally be used as well.

SM is agnostic regarding particular services and refers to all services generically, representing any service
instance as a Service Group. The separation between ” cluster members” as managed by Cnxman and ”service
group members” as managed by SM allows a great degree of flexibility. General properties of service groups
have already been listed in section 2.2.2.

3.2.11 Service API

The SM interface is given in service.h. A set of exported functions are called by a service to set things up
with SM and to shut down. Control flow in the other direction, SM to the service, is through the set of
callback functions each service provides with its registration.

3.2.11.1 Service formation

The basic functions for setting up a service on a node are shown in figure 3.5: register, join, leave, unregister.
The first two, register and join, set up a service and get it running on a node. The last two, leave and
unregister, shut down the service.

int kcl_register_service(char *name, int namelen, int level, struct kcl_service_ops *ops,
int unique, void *servicedata, uint32 *local_id);

void kcl_unregister_service(uint32 local_id);

int kcl_join_service(uint32 local_id);

int kcl_leave_service(uint32 local_id);

void kcl_global_service_id(uint32 local_id, uint32 *global_id);

void kcl_start_done(uint32 local_id, int event_id);

Figure 3.5: service.h service interface
kcl_register_service

When a service is instantiated on a node (as opposed to the service being available but not used in an
running context) it first calls kcl_register_service. This function sets up local structures for the service
but does not activate it or make the node known to the service group.

For registration the service provides a unique name to identify the service group. The name must distinguish
the service from others and among multiple instances of the service. The name may originate from a
command used to start the service or it may be the name of the specific resource the service instance is
providing access to. The service also provides a set of callback functions and an opaque context argument to
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be used with the callbacks. The level parameter is defined for each service in service.h. It is chosen according
to the dependencies between services. Register returns a locally unique ID that is used to reference the local
service group in subsequent calls.

kcl_join_service

After registration, a service calls kcl_join_service to actually join other cluster members in the given
service group. The local ID returned from registration is the only parameter. Once this function is called,
the first start callback from SM may be received; potentially before the join function returns. There may
also be an indefinite delay after the join function returns and before the first start callback is received. This
could be the case i