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BUILD AND DEPLOY CLOUD-NATIVE APPS 
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WHAT IS A SERVICEMESH ?
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DISTRIBUTED SERVICES WITH
RED HAT OPENSHIFT SERVICE MESH
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MICROSERVICES ARCHITECTURE
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MICROSERVICES ARCHITECTURE
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DISTRIBUTED ARCHITECTURE
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HOW TO DEAL WITH THE 
COMPLEXITY?

Photo by Clint Adair on Unsplash

https://unsplash.com/photos/BW0vK-FA3eg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/network?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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DEPLOYMENT
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CONFIGURATION
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SERVICE DISCOVERY
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DYNAMIC ROUTING
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FAULT TOLERANCE
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TRACING AND VISIBILITY
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WHAT ABOUT…?
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THERE SHOULD BE A 
BETTER WAY
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ADDRESS THE COMPLEXITY 
IN THE INFRASTRUCTURE
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SERVICE MESH
A dedicated infrastructure layer for 
service-to-service communications

Photo on Visual Hunt

https://visualhunt.com/re/bf5ea6


      @redhat

MICROSERVICES EVOLUTION
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● Two or more containers deployed to same 
pod

● Share 
○ Same

■ Namespace
■ Pod IP

○ Shared lifecycle
● Used to enhance the co-located containers
● Istio Proxy (L7 Proxy)

○ Proxy all network traffic in and out of 
the app container

Source: http://blog.kubernetes.io/2015/06/the-distributed-system-toolkit-patterns.html 
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http://blog.kubernetes.io/2015/06/the-distributed-system-toolkit-patterns.html


      @redhat

POD

ENVOY

SERVICE

POD

ENVOY

SERVICE

POD

ENVOY

SERVICE

   Pilot     Mixer   Auth

SERVICE MESH ARCHITECTURE

Applies security, 
route rules, policies 
and reports traffic 
telemetry at the pod 
level

JaegerControl Plane

Data Plane
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SECURE COMMUNICATION WITH ISTIO

POD

SERVICE
A

ENVOY

POD

SERVICE
B

ENVOY

POD

SERVICE
C

ENVOY

mutual TLS authentication, transparent to the services

TLS TLS



      @redhat

POD

SERVICE
A

ENVOY

POD

SERVICE
B

ENVOY

POD

SERVICE
C

ENVOY

CONTROL SERVICE ACCESS WITH ISTIO

control the service access flow, transparent to the services



CHAOS ENGINEERING



      @redhat

CHAOS ENGINEERING WITHOUT ISTIO
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inject delays, transparent to the services

10 sec delay 
in 10% of requests
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inject protocol-specific errors, transparent to the services
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DISTRIBUTED TRACING
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DISTRIBUTED SERVICES PLATFORM
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