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What is IT Security?
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The implementation of technical controls to protect company assets and data

●Configuring and running a host based firewall
●Using encryption protocols when connecting to a database
●Running anti-virus/malware agent on your desktop

CIA Triad: Confidentiality / Integrity / Accessibility

OpenSCAP Deep Dive



What is IT Compliance?
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The art of aligning with a third party’s regulatory guidance

● Industry Regulations : HIPAA
●Government Policies: FISMA
●Security Frameworks: CISA

* Compliance is only finished when the third party is satisfied *
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Security and Compliance: Equally Critical
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●Compliance helps build your security baseline
●Security enforces and maintains your compliance
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What is SCAP?
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What is SCAP?
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●Security Content Automation Protocol (SCAP) is a collection of standards managed by 
National Institute of Standards and Technology (NIST).  

● It was created to provide a standardized approach to maintaining the security of enterprise 
systems, such as automatically verifying the presence of patches, checking system security 
configuration settings, and examining systems for signs of compromise.

● It is a collection of data formats.
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What is SCAP?
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●SCAP components define standards in a document format with syntax and semantics of the 
internal data structures. 

●All the component standards are based on Extensible Markup Language (XML) and each 
component standard defines its own XML name-space 

●Any tool which is certified against SCAP 1.2 is required to understand all of the previous 
versions of the component standards.

●SCAP Release 1.3 is current
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What is SCAP?
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●SCAP components:
● DataStream: single file SCAP format
● CPE: Common Platform Enumeration
● CVE: Common Vulnerabilities and Exposures
● CWE: Common Weakness Enumeration

●SCAP languages:
● OVAL:  Open Vulnerability and Assessment Language
● XCCDF:  Extensible Configuration Checklist Description Format
● ARF: Asset Reporting Format
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What is OpenSCAP?
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●A framework of libraries and tools to improve the accessibility of SCAP and enhance the 
usability of the information it represents. 
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What tooling is available for SCAP?
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●OpenSCAP: suite of open source tools and libraries for security automation

●OpenSCAP Scanner: command line tool for configuration and vulnerability measurements

●SCAP Workbench:  a GUI tool for scanning and content tailoring, GUI front-end for OpenSCAP

●SCAP Security Guide: The project provides pre-built profiles for common configuration 
requirements, such as DoD STIG, PCI, CJIS, and the Red Hat Certified Cloud Provider 
standards to name just a few
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What tooling is available for SCAP?
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●OSCAP Anaconda: An add-on for the Anaconda installer that enables administrators to feed 
security policy into the installation process and ensure that systems are compliant from the 
very first boot.

●Red Hat Satellite: Centralized systems life-cycle manager with enterprise vulnerability 
measurements.

OpenSCAP Deep Dive



What is SCAP Security Guide?
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● The project provides practical security hardening advice for Red Hat products and also links it 
to compliance requirements in order to ease deployment activities, such as certification and 
accreditation.

● The project started in 2011 as open collaboration of U.S. Government bodies to develop next 
generation of United States Government Baseline (USGCB) available for Red Hat Enterprise 
Linux 6. 

● Take policy requirements and present them as machine readable formats.

●Hosted on the open-scap.org website
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Choosing a Security Policy for Red Hat
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Choosing a Security Policy for Red Hat
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Choosing a Security Policy for Red Hat
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Choosing a Security Policy for Red Hat

18

OpenSCAP Deep Dive



Choosing a Security Policy for Red Hat
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OpenSCAP on the 
command line 
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Installation
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Requirements
● Security Policy files (scap-security-guide)
● OpenScap Scanner (oscap)

# dnf -y install scap-security-guide

● Installs the RHEL security policy: /usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
● Installs RHEL Kickstart examples: /usr/share/scap-security-guide/kickstart
● Installs Ansible Remediation playbooks: /usr/share/scap-security-guide/ansible
● Installs the openscap-scanner package: oscap
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What Policy do we want to use?
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View our options:
# cd /usr/share/xml/scap/ssg/content
# oscap info ssg-rhel9-ds.xml
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Run OpenScap Scan
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Run and save html report
# cd /usr/share/xml/scap/ssg/content
# oscap xccdf eval --profile 
xccdf_org.ssgproject.content_profile_anssi_bp28_minimal 
--report /root/report.html ssg-rhel9-ds.xml
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View OpenScap Report
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●Open report.html in browser

●Show report rule sorting
●Show remediation of rule failure
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Remediate OpenScap Scan

25

Run remediation
# cd /usr/share/xml/scap/ssg/content
# oscap xccdf eval --profile 
xccdf_org.ssgproject.content_profile_anssi_bp28_minimal 
--remediate ssg-rhel9-ds.xml
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Generate Ansible Remediation Playbook
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Run Scan
# cd /usr/share/xml/scap/ssg/content
# oscap xccdf eval --profile 
xccdf_org.ssgproject.content_profile_anssi_bp28_minimal   
--results /root/scan-results.xml ssg-rhel9-ds.xml

Get Result ID
# oscap info /root/scan-results.xml | grep "Result ID"
xccdf_org.open-
scap_testresult_xccdf_org.ssgproject.content_profile_anssi_
bp28_minimal

Generate Ansible Playbook
#oscap xccdf generate fix --fix-type ansible --result-id 
xccdf_org.open-
scap_testresult_xccdf_org.ssgproject.content_profile_anssi_
bp28_minimal --output /root/ansible-remediate.yml 
/root/scan-results.xml 
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Generate BASH Remediation Playbook
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Run Scan
# cd /usr/share/xml/scap/ssg/content
# oscap xccdf eval --profile 
xccdf_org.ssgproject.content_profile_anssi_bp28_minimal   
--results /root/scan-results.xml ssg-rhel9-ds.xml

Get Result ID
# oscap info /root/scan-results.xml | grep "Result ID"
xccdf_org.open-
scap_testresult_xccdf_org.ssgproject.content_profile_anssi_
bp28_minimal

Generate BASH Playbook
#oscap xccdf generate fix --fix-type bash --result-id 
xccdf_org.open-
scap_testresult_xccdf_org.ssgproject.content_profile_anssi_
bp28_minimal --output /root/bash-remediate.sh /root/scan-
results.xml 
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OpenSCAP during 
installation
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Installation with Anaconda
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Select “Security Profile” from main
Installation screen

Choose Security Profile from list and click 
on “Select profile” button
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Installation with Kickstart
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Kickstart Stanza

%addon com_redhat_oscap
        content-type = scap-security-guide
        profile = xccdf_org.ssgproject.content_profile_anssi_bp28_minimal
%end

Remember
# dnf -y install scap-security-guide

Installs RHEL Kickstart examples: /usr/share/scap-security-guide/kickstart
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OpenSCAP in Satellite 6
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Satellite 6 Client Requirements
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Install scap-security-guide
# dnf -y install scap-security-guide

Join Satellite 6 Client repository
# subscription-manager repos --enable=satellite-client-6-for-rhel-9-x86_64-rpms 
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Preparing Satellite 6
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Enable SCAP Content

#satellite-installer --enable-foreman-plugin-openscap --enable-foreman-proxy-plugin-openscap --
foreman-proxy-plugin-openscap-puppet-module true
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Preparing Satellite 6
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Import Default SCAP Content

# hammer scap-content bulk-upload --type default

SCAP Content
● Firefox
● RHEL6
● RHEL7
● RHEL8

Where is RHEL9?
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Preparing Satellite 6
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Import RHEL9 SCAP Content

● Install scap-security-guide.rpm onto a RHEL9 system
● Manually copy /usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml file to a workstation
● Use Satellite UI to import file from workstation
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Preparing Satellite 6
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All SCAP Content
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Preparing Satellite 6

37

Enable Ansible Integration

#satellite-installer --enable-foreman-plugin-ansible --enable-foreman-proxy-plugin-ansible
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Preparing Satellite 6
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Import Ansible SCAP Client Roles
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Preparing Satellite 6
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Select Ansible SCAP Client Roles
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Preparing Satellite 6
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Ansible SCAP Client Roles Imported!
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Satellite 6 Host Groups
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Create Host Group and Assign Ansible Roles
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Preparing Satellite 6
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Create Policy
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Preparing Satellite 6
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Create Policy
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Preparing Satellite 6
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Create Policy :: Deployment Options
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Preparing Satellite 6
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Create Policy :: Policy Attributes
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Preparing Satellite 6
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Create Policy :: SCAP Content
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Preparing Satellite 6

47

Create Policy :: Schedule
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Preparing Satellite 6
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Create Policy :: Locations
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Preparing Satellite 6
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Create Policy :: Organizations
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Preparing Satellite 6
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Create Policy :: Hostgroups

OpenSCAP Deep Dive



Preparing Satellite 6
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Policy Created
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Run OpenSCAP scan from Satellite 6
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●Click on Actions … “Run all Ansible Roles”

● This will connect to each host in the Host Group, run the Ansible Playbook to configure the 
scheduled OpenSCAP scan, and generate a report back to Satellite

OpenSCAP Deep Dive



Run OpenSCAP scan from Satellite 6
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●3 Hosts = 3 Ansible jobs = 100% Success!
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Run OpenSCAP scan manually → Satellite 6
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● I don’t want to wait for a scheduled cron job on host/client

●Manually run it from client – look at /etc/cron.d/foreman_scap_client_cron file for details

# /usr/bin/foreman_scap_client ds 1 2>&1 | logger -t foreman_scap_client
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Satellite 6 OpenScap Reports
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●Click on “Reports”
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Satellite 6 OpenScap Reports
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●Click on “Full Report”
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Satellite 6 OpenScap Reports
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SCAP Workbench
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What is SCAP Workbench?
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●A GUI to customize/tailor SCAP profiles
●Very common to start with a security profile, and need to customize
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Install SCAP Workbench
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●On RHEL Workstation
# dnf -y install scap-workbench

This will install: scap-workbench, scap-security-guide and openscap tooling
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Start SCAP Workbench
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Using SCAP Workbench
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●Select Profile

●Select Target
● Scan local or Remote Machine

●Click on “Scan” button



Using SCAP Workbench
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Using SCAP Workbench
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●Customize

●Expand all

●Save Results
● XCCDF
● ARF
● HTML

●Generate remediation
● Bash
● Ansible
● Puppet

●Show Report
● Generate HTML report



Using SCAP Workbench
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●Customize

●Change minimum password length from 15 to 20



Using SCAP Workbench
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●Search for “length”

●Second match allows to modify value



Using SCAP Workbench
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●Change value from 15 to 20

●Save Options
● Save all into directory
● Save all as an RPM
● Save only customization



Using SCAP Workbench
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● Tailored Policy



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you
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