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Who are we?

D Scott Hughes — Manager System Engineering
& Architect

D Chris Anderley — Principal Systems Engineer —
OpenSource & Linux
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What is GRE?

Our cooperative is owned
and governed by the 27
member-owner
cooperatives we serve,
which means we’re
motivated by service, not
by profit.
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Our Environment

» RHEL — 170 servers, 95% Virtualized
» Windows — 350 servers, 99% Virtualized
D Mix of other appliances

60
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: ..
VMware

B Microsoft Wind... [l Microsoft Wind... [ Red Hat Enterp... [l Microsoft Wind...
B Red Hat Enterp... [l Microsoft Wind... [l Red Hat Enterp... [l CentOS 7 (64-b...

B CentOS 4/5/6/7... M FreeBSD (64-bit) [l Other
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Our Challenges

D Small team — 5 technology specialists
» High Availability required
D Specialized regulations
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Tools we (currently) use

Red Hat Satellite

Ansible Community Edition

AWX — Upstream Ansible Tower

OKD — Upstream Open Shift Container
Platform

GitLab — Self hosted git repository

D ManagelQ — Upstream IBM Cloud Pak for

Multicloud Management — Infrastructure
Management
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Open Source

D Good testing point
D Easy solution for non-critical areas
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Code Repository

D GitLab Self Hosted
D cluster-config project

Name Last commit

3 cluster-bootstrap Add maximo repository access
£ sealed-secrets null values

¢ .gitignore Add image-registry configs

{-} bootstrap-project.ymi| Update bootstrap-project.yml
{.} cluster-bootstrap.yml remove recursive app

{ .} clusterconfig-repo-secret.ymi| Add repo as YAML
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Our OpenShift Journey

D Docker & Portainer

D 42 stacks

s All containers owned by Infrastructure
s Miscellaneous apps
= Some automation via GitLab CI/CD and Ansible

playbooks
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Our OpenShift Journey

D OKD — Community Distribution of OpenShift

» Wanted automation & governance around our
Docker containers

D High availability

» Common platform for future public cloud
endeavors

D Needed to run on our existing hypervisors
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Use case for Support

D More stability and predictability for cluster
version updates

D Application teams have begun to rely on
Redhat operators (e.g. OpenShift GitOps)

D Single platform for on-premise and cloud
environments

D Some packaged applications are beginning to
require/support OpenShift
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Installation

» ./openshift-install create cluster ——dir ocpdemo
) SSH Public Key

J Platform

J vCenter

J Username

J Password

J Connecting to vCenter ProductionVIC.internal.grenergy.com
J Datacenter

J Cluster

J Default Datastore

J Network

) Virtual IP Address for API

) Virtual IP Address for Ingress

) Base Domain

J Cluster Name

J Pull Secret

» And then you wait.. ~35 minutes
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Infrastructure Nodes

D Only host infrastructure components

= Splunk forwarder
s NetApp Trident
= Red Hat GitOps (ArgoCD)

D Used a generic template and customized the
memory and CPU for our workloads

D Manual Step — Updating the cluster name in
the repo and pasting into OCP

D Increase the machine count to 2
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Infrastructure Node

apiVersion: machine.openshift.io/vlbetal taints:
kind: MachineSet - key: node-role.kubernetes.io/infra
metadata: gffect: NoSchedule
creationTimestamp: null providerspe
labels: value:
machine.openshift.io/cluster-api-cluster: qcpdemo-masq8 apiVersion: vsphereprovider.openshift.io/vlbetal
name: ocpdemo-mq5q8-infra credentialsSecret:
namespace: o )i name: ysphere-cloud-credentials

et diskGiB: 120
kind: VSphereMachineProviderSpec
EtectoT: memoryMiB: 8192
matchLabels: metadata:
machine.openshift.io/cluster-api-cluster: ocpdemo-mq5q8 creationTimestamp: null
machine.openshift.io/cluster-api-machineset: ocpdemo-mg5q8-infra network:
template: devices:
metadata: - networkName: OpenShift-VLAN
creationTimestamp: null numCPUs: 4
numCoresPerSocket: 2
- ocp e snapshot: ""
ach1ne openshlft 1o/c1uster—ap1—mach1ne—role template: gc¢ptest-ma4q6-
machlne openshlft 1o/c1uster—ap1—mach1ne type i userDataSecret:
- Qe e d 52 name: worker-user-data
workspace:
metadata: datacenter: Maple Grove
creationTimestamp: null datastore: Dev_Linux_08
labels: folder: /Maple Grove/vm/ocpdemo-mq5q8
node-role.kubernetes.io/infra: "" resourcePool: /HQ/host/Dev_Linux/Resources
server: ProductionVIC.internal.grenergy.com
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Infrastructure Nodes

— Red Hat ‘
— OpenShift s (+] (2] kube:admin v

Container Platform

Overview

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

Projects Project: openshift-machine-api ~

Search

AP Explorer MachineSets

Events

Name Search by name /
Operators Name 1 Namespace Machines Instance type CPU Memory
@ ocptest @ openshift 1of 1machine - 4 cores 777 GiB :

Workloads . ) )

mqg4q6-infra machine-api

Edit Machine count

Networking @ ocptest: @ openshift 3 of 3 machines - 2 cores

mq4q6 machine-api Create MachineAutoscaler

worker

Storage Edit labels

Edit annotations
Builds ) )
Edit MachineSet

Observe Delete MachineSet

Compute

Nodes
Machines
MachineSets

MachineAutoscalers
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Red Hat OpenShift GitOps

D Built around Argo CD project
D Uses native OpenShift authentication
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Installed Operators

RedHat
OpenShift

Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to 3|

%2 Administrator

Project: openshift-machine-api

Home
OperatorHub

Operators Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase cor

Red Hat Marketplace . You can install Operators on your clusters to provide optional add-ons and shared services to
OperatorHub Operator capabilities will appear in the Developer Catalog providing a self-service experience.

Installed Operators
| Alitems All ltems

Al/Machine Learning
Workloads [ red hat openshift gitops

Application Runtime

Networking Big Data

Cloud Provider

Red Hat
Storage Database C@o

Developer Tools

Builds Development Tools Red Hat OpenShift GitOps

led by Red Hat Inc
Drivers and plugins

Enables teams to adopt GitOps

Observe Integration & Delivery
principles for managing cluster

Logging & Tracing configurations and application...

Compute Modernization & Migration
Monitoring
User Management Networking
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Installed Operators

Red Hat
OpenShift

Container Platform

%2 Administrator

Home

Operators

OperatorHub

Installed Operators

Workloads

Networking

Storage

Builds

Observe

Compute

User Management

Administration

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to

OperatorHub > Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either

updates

Update channel * @

O gitops-1.3
O gitops-1.4
O gitops-15
O gitops-1.6
O gitops-1.7
O latest

O preview

® stable

Installation mode *

@® All namespaces on the cluster (default)
Operator will be available in all Namespaces

A specific namespace on the cluster

This mode is not supported by this Operator

Installed Namespace *

@ openshift-operators

Red Hat OpenShift GitOps
,
provided by Red Hat Inc.

Provided APIs

() Application

An Application is a group of Kubernetes
resources as defined by a manifest.

(5 ApplicationSet

ApplicationSet is the representation of
an ApplicationSet controller
deployment.

@ AppProject

An AppProject is a logical grouping of
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Installed Operators

Red Hat
OpenShift
Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configurat
%2 Administrator

Gitops Services > Gitops Service details

Home S cluster

Overview

Details YAML

Projects

Search X Opt|+|F1| Accessibilit
apiVersion: pipelines.openshift.io/vlalphal

API Explorer kind: GitopsService
metadata:

Events creationTimestamp: '2023-02-12T22:02:58Z'

generation: 1

managedFields:

name: cluster

Operators
resourceVersion: '132606'

Workloads

- effect: NoSchedule

Networklng key: node-role.kubernetes.io/infra

Storage
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Secret Management

D Problem

s How to bootstrap cluster when many items
required are secret (TLS certificates, LDAP
credentials, storage credentials)

D Our solution
m sealed-secrets

s Encrypts secrets with a one-way process so results
can be checked into code repositories
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Sealed Secrets

D Create the project
m OC new-project sealed-secrets

D Create your sealing secret
m OcC create -f super-secret-sealed-secrets-key.yml

(stored in separate password vault)
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The bootstrap

Idap-sync H
L]

D Order Matters i °

sealed-secrets H
L]

s Use the ArgoCD i °

splunk-otel-collector H
L]

“app of apps” W ©

01-gitops .
attern o .
application 7 months
@ 02-sealed-secrets H
o ‘
cluster-bootstrap H ppleaten —
vo ‘
7 months @ 03-trident H
o ‘
application 7 months
@ 04-image-registry H
o ‘
licat

application 7 months
05-ssl H
oy ‘
application 7 months
@ 06-splunk H
o ‘
application 6 months
@ 07-auth H
o ‘

application
7 months
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RHOSGO - Cluster Bootstrap

Applications
+ NEW APP m C' REFRESH APPS Q  Search applications... / -
Y FILTERS X
[ ] FAVORITES ONLY
— 0 cluster-bootstrap *
Project: bootstrap
-~ Labels
D Unknown 0 Status ¥ Healthy € OutOfSync
Reposi... https://git.intra.grenergy.com/open...
D @ Synced 0 Target . HEAD
D OutOfSync 1 Path: cluster-bootstrap
Destin in-cluster
Names...
| EDOO
(J ¢ uUnknown 0

(] O Progressing 0
(] O suspended 0

[ @ Healthy 1
(] ? Degraded 0
(] @ Missing 0

L
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RHOSGO - Cluster Bootstrap

Applications CANCEL

Y - (Gsme) -

8141 + NEW APP © SYNC APPS C' REFRESH APPS Q. Search applications... (7] (-

e | Synchronizing application manifests from

Y FILTERS x¥ https://git.intra.grenergy.com/openshift/cluster-config.git
[] FAVORITES ONLY e
0 cluster-bootstrap * HEAD
Project: bootstrap
SYNC STATUS - (o
Status: W Healthy © OutOfSync - —
O © Unknown 0 v 4 PRUNE [ DRY RUN[_] APPLY ONLY [_] FORCE
Reposi... https://git.intra.grenergy.com/open... — —
[0 @ synced 0 Target..  HEAD SYNC OPTION
Path: luster-bootst - -
—= [J © outofSync 1 : CHSIEIROCIEIER (] sk MA VALIDATION []a VAN
E= Destin... in-cluster — —
=
Names... e E LAST ‘_ PL T LY
HEALTH STATUS a [] RESPECT IGNORE DIFFERENCE
oo :
[ © unknown 0 PRUNE PROPAGATION POLI foreground
[0 O Progressing 0 (] RepLACE
[ O Suspended 0 [ rer
[ ® Healthy 1
Y1 NIZE RESOURCE all / out of sync / t
[0 % Degraded 0
[ @ Missing 0 NAMESPACE//LDAP-SY}
LE T
LABELS a Kot :
P PLICATION/OPENSHIFT-GITOF
LABELS ‘
1 J F TION IFT-GITO E RET
v PLICATION/OPEN TOf ENT
PROJECTS - F TION, HIFT-GITOF I I
‘ PROJECTS ‘ / pLicATIOr HIFTGITON ‘
- PLICATION/OPENSHIFT-GITOF LUNK
F TION IFT-GITO JTH
CLUSTERS a
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RHOSGO - Cluster Bootstrap

® 01-gitops *

Project: bootstrap

Labels: app.kubernetes.io/instance=cluster-b.
Status ¥ Healthy @ Synced

Reposit... https://git.intra.grenergy.com/opensh
Target . HEAD

Path: cluster-bootstrap/gitops

Destina. in-cluster

Names...

= SYNC C' REFRESH @

Q} 05-ssl *

Project: bootstrap

Labels: app.kubernetes.io/instance=cluster-b...
Status W Healthy € 0OutOfSync

Reposit... https://qgit.intra.grenergy.com/opensh
Target . HEAD

Path: cluster-bootstrap/ssl

Destina.. in-cluster

Names...

< SYNC C'REFRESH @

Weh  02-sealed-secrets *
Project bootstrap

Labels app.kubernetes.io/instance=cluster-b...
Status Missing € OutOfSync

Reposit... https://bitnami-labs.github.io/sealed-...

Target .. 218

Chart: sealed-secrets

Destina. in-cluster

Names...

< SYNC C' REFRESH @

® 06-splunk *

Project bootstrap

Labels app.kubernetes.io/instance=cluster-b..
Status W Healthy € 0OutOfSync

Reposit... https://qgit.intra.grenergy.com/opensh...
Target .. HEAD

Path: cluster-bootstrap/splunk

Destina. in-cluster

Names...

< SYNC C'REFRESH @

0 03-trident *

Project: bootstrap

Labels: app.kubernetes.io/instance=cluster-b..
Status: Missing € OutOfSync

Reposit https://git.intra.grenergy.com/opensh...
Target .. HEAD

Path: cluster-bootstrap/trident

Destina... in-cluster

Names... trident

< SYNC C' REFRESH @

Q} 07-auth *

Project: bootstrap

Labels: app.kubernetes.io/instance=cluster-b..
Status: W Healthy € OutOfSync

Reposit https:/git.intra.grenergy.com/opensh...
Target .. HEAD

Path: cluster-bootstrap/auth

Destina... in-cluster

Names..

< SYNC C'REFRESH @

® 04-image-registry *

Project: bootstrap

Labels app.kubernetes.io/instance=cluster-b...
Status: Missing € OutOfSync

Reposit... https://qgit.intra.grenergy.com/opensh.
Target . HEAD

Path: cluster-bootstrap/image-registry
Destina. in-cluster

Names... engineering

= SYNC C' REFRESH @

Q} cluster-bootstrap *

Project: bootstrap

Labels:

Status ¥ Healthy @ Synced

Reposit... https://qgit.intra.grenergy.com/opensh
Target . HEAD

Path: cluster-bootstrap

Destina. in-cluster

Names...

< SYNC C'REFRESH @
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1 - GitOps

D Sets ArgoCD up for e

policy: |

accessing our internal 9. systemicluster-atains, rolesadain

cluster-admins, role:admin
AP_OpenShift_Admin, role:admin

GitLab repository
D Sets up projects and
grants access to
development teams

s Access management as .
code in git repo

role:
role:

role

role

devsvcs,
devsvcs,

:devsvcs,
role:
role:
role:
role:
role:
role:
role:
role:
role:

devsvcs,
devsvcs,
devsvcs,
devsvcs,
devsvcs,
devsvcs,
devsvcs,
devsvcs,
devsvcs,

:devsvcs,

applications,
applications,
applications,
applications,
applications,
applications,

create, devsvcs/x, allow
delete, devsvcs/x, allow
override, devsvcs/x, allow
sync, devsvcs/*, allow
get, devsvcs/x, allow
update, devsvcs/*, allow

logs, get, devsvcs/x, allow

exec, create,

devsvcs/x, allow

projects, get, devsvcs, allow

repositories,
repositories,
repositories,
repositories,

get, devsvcs/x, allow

create, devsvcs/x, allow
delete, devsvcs/x, allow
update, devsvcs/*, allow

AP_OpenShift_DevOps, role:devsvcs
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2 - Sealed Secrets

sealed-secrets
H @ Q |100% .
sealed-secrets ° a minute

vo ®

a minute

73

ed-secrets-rf29n

a minute

sealed-secrets-token-6kcbq

sealed-secrets e a minute

H

a minute sealed-secrets-token-hqcn9 ° sealed-secrets-dockercfg-g28sj e
H .

crets.bitnami.com o e a minute Sl a minute

crd

a minute

° sealed-secrets-85b4964b79-Im... e
< .

led-secrets °

pod

a minute ) rev-1 a minute ) rev:1 a minute )( running )(1/1

02-sealed-secrets e a minute
H

o

l-secrets

0

3 minutes o
13 minutes H
H

(<]

crb
a minute

sealed-secrets-key-admin H
.

o

a minute
sealed-secrets-service-proxier °
a minute

sealed-secrets-key-admin e
.

a minute

rvice-proxier °

a minute
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3 — Storage (Trident)

D Installs NetApp Trident

D Automates our persistent storage volumes

D Needs a backend config pointing to your LIFs
and credentials

D Packaged as a cluster operator provided by
NetApp
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3 - Storage

H & Q

100%

03-trident

trident .

ns
trident-operator b4

tridentorchestrators.trident.net... 8
H

trident-operator .
v ¢

N deploy
.
.

netapp-vsadmin .

2 ho

trident-operator

trident-operator .

crb

netapp

2 hours

2 hours

trident-operator-token-5b8jl

trident-operator-token-kxml|

netapp-vsadmin

tridentpods

trident-csi

trident-csi

trident

csi.trident.netapp.io

csidriver

[$] GREAT RIVER ENERGY.

2 hours

trident-operator-dockercfg-tcrf8 e
2 hours

.

.

trident-operator-d6dfdd664-9vf..
4

2 hours )( running



4 - Images

D Configures image registry to use NetApp
storage for persistent storage
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4 - Images

image-registry-storage 2
il
vo °
pVi(
O4-image-registry e 30 minutes
v -
3 hours cluster o
sl
O a
confi
9 a day
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5-SSL

D Internally-trusted SSL certificates for easy app
development
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5-SSL

gre-root-ca

=
=]
O a
cm
2 minutes
openshift-user-ca -
O a
cm
2 minutes
05-ssl e gre-wildcard gre-wildcard e
v - vo -
3F sealedsecret
ours

secret

2 minutes

cluster -
Q 2
Proxy
P : a day
default e
O 2
I"ICI"I"Z-SCCI','.(H er
- a day
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6 - SIEM

D Send all our OpenShift cluster and container
logs to Splunk

D Uses a collector published by Splunk as a Helm
chart. Imported easily/directly into ArgoCD

D ArgoCD allows us to store & deploy Helm
chart parameters from our git repo.
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- SIEM

splunk-splunk-otel-collector-flu .
H

4 minutes

splunk-splunk-otel-collector-flu 5

H

4minutes
splunk-splunk-otel-collector-flu...

H

4 minutes

splunk-splunk-otel-collector-ot...

4 minutes

splunk-otel-collector

splunk

v

4 minutes splunk-splunk-otel-collector-to 3 splunk-splunk-otel-collector-do

splunk-splunk-otel-collector . e Aminates ecrt Aminutes
H
4 minutes splunk-splunk-otel-collector-to H
H
4 minut

splunk-splunk-otel-collector-ag.. H
H

4 minutes )(running

splunk-splunk-otel-collector-ag..

4 minutes ) running

splunk-splunk-otel-collector-ag H
v H
splunk-splunk-otel-collector-ag... pod 4 minut running 2
L 4
4 minutes splunk-splunk-otel-collector-ag.. H
L J .
splunk-splunk-otel-collector . pod Aminutes )(running
H
crole
4 minutes splunk-splunk-otel-collector-ag s
.
splunk-splunk-otel-collector e pod 4 minutes [ running
H
crb
4 minutes splunk-splunk-otel-collector-ag.. H
H
splunk-splunk-otel-collector 4 minutes [ running
H
4 minutes splunk-splunk-otel-collector-ag... ®

4 minu
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7 - Authentication

D Syncs to Active Directory

s Groups and Authentication
s Cron within OCP syncing regularly
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7 - Authentication

- . v
dap-group-syncer -
(V] .
em e dap-group er-token-c8hwl 8
H
dap-group-syncer B SECTE 4 minutes
H
sa 4 minutes dap-group-syncer-token-pf7tp - dap-group-syncer-dockercfg-t... e
H .
H P OUD-SVNC secret ecret
- dap-group-syncer - 4 minutes 4 minutes
L
4 minutes
dap-secret - dap-secret -
L L
4 minutes 4 minutes
07-auth . dap-secret . dap-secret [
. . .
v H H H
3 hours 4 minutes secre 4 minutes
cluster -
(V) .
oauth
a day
dap-group -
(V] .
cioe 4 minutes
AP_OpenShift_admin-cluster-a... 38
H
crb
4 minutes
dap-group-syncer -
() .
crb
4 minutes
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7 — Authentication — Cron!

containers:
- name: ldap-group-sync

image: 'registry.redhat.io/openshift4/ose-cli:latest’
kind: CronJob command:

apiVersion: batch/vlbetal - /bin/bash
metadata:
name: ldap-group-syncer

¢!

oc adm groups sync --sync-config=/etc/config/sync.yaml
whitelist=/etc/config/whitelist.txt confirm
pc* (}
volumeMounts:

schedule: '%/30 % * x x'

suspend: false - name: ldap-sync-volume

jobTemplate: mountPath: /etc/config
spec: - name: ldap-bind-password
backoffLimit: © mountPath: /etc/secrets
template: terminationMessagePath: /dev/termination-log

metadatéz terminationMessagePolicy: File

imagePullPolicy: Always
serviceAccount: ldap-group-syncer
volumes:

N - name: ldap-sync-volume
serviceAccountName: ldap-group-syncer configMap:

scheéulerName: dcfath scheduler name: ldap-group-syncer
terminationGracePeriodSeconds: 30 defaultMode: 420
securityContext: {}

restartPolicy: Never

- name: ldap-bind-password
secret:
secretName: ldap-secret
defaultMode: 420
dnsPolicy: ClusterFirst
successfulJobsHistoryLimit: 3
failedJobsHistoryLimit: 1
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Ready to go

0 01-gitops *

Project: bootstrap

Labels argocd.argoproj.io/instance=cluster-bootstrap
Status: ¥ Healthy @ Synced

Repository https://git.intra.grenergy.com/openshift/cluster-...
Target Revi HEAD

Path: cluster-bootstrap/gitops

Destination: in-cluster

Namespace:

0 04-image-registry *
Project: bootstrap

Labels argocd.argoproj.io/instance=cluster-bootstrap
Status’ ¥ Healthy @ Synced

Repository https:/git.intra.grenergy.com/openshift/cluster-...
Target Revi HEAD

Path cluster-bootstrap/image-registry

Destination in-cluster

Namespace engineering

@ 07-auth *

Project bootstrap

Labels argocd.argoproj.io/instance=cluster-bootstrap
Status: ¥ Healthy @ Synced

Repository. https://git.intra.grenergy.com/openshift/cluster-
Target Revi HEAD

Path: cluster-bootstrap/auth

Destination: in-cluster

Namespace

< SYNC C'REFRESH @

n‘si‘n 02-sealed-secrets ‘ﬁ
Project: bootstrap

Labels: argocd.argoproj.io/instance=cluster-bootstrap
Status: ¥ Healthy @ Synced

Repository: https://bitnami-labs.github.io/sealed-secrets
Target Revi. 218

Chart sealed-secrets

Destination in-cluster

Namespace:

C' REFRESH © DELETE

© 05-ssl *

Project: bootstrap

Labels: argocd.argoproj.io/instance=cluster-bootstrap
Status: ¥ Healthy @ Synced

Repository: https://git.intra.grenergy.com/openshift/cluster
Target Revi. HEAD

Path cluster-bootstrap/ss|

Destination: in-cluster

Namespace:

DELETE

Q} cluster-bootstrap ﬁ

Project bootstrap

Labels:

Status W Healthy @ Synced

Repository. https://git.intra.grenergy.com/openshift/cluster.
Target Revi HEAD

Path cluster-bootstrap

Destination: in-cluster

Namespace:

< SYNC C'REFRESH

DELETE

® 03-trident *

Project bootstrap

Labels: argocd.argoproj.io/instance=cluster-bootstrap
Status: ¥ Healthy @ Synced

Repository: https://git.intra.grenergy.com/openshift/cluster
Target Revi HEAD

Path: cluster-bootstrap/trident

Destination in-cluster

Namespace: trident

C' REFRESH DELETE

0 06-splunk *

Project bootstrap

Labels: argocd.argoproj.io/instance=cluster-bootstrap
Status: ¥ Healthy @ Synced

Repository: https://git.intra.grenergy.com/openshift/cluster
Target Revi HEAD

Path: cluster-bootstrap/splunk

Destination in-cluster

Namespace:

C' REFRESH © DELETE

u‘\é{M splunk *
Project bootstrap

Labels: argocd.argoproj.io/instance=06-splunk

Status: ¥ Healthy & Synced

Repository. https://signalfx.github.io/splunk-otel-collector-c
Target Revi 0.55.0

Chart: splunk-otel-collector

Destination in-cluster

Namespace: splunk-otel-collector

< SYNC C'REFRESH © DEL

[$] GREAT RIVER ENERGY




App & Dev Teams

D Have started aggressively using OpenShift
D Have embraced Red Hat GitOps for their

deployments
D Are really working more closely with our

Infrastructure team
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Future Considerations

» Geo-redundancy
s Global load balancing, MetallB, etc.

» Image management & vulnerability management (Insights)

» Backup & recovery of persistent volumes
= (NetApp, Cohesity, and procedures)

» Upgrade & maintenance processes

s We've done minor updates, no major version (yet)

» Firewalls & Isolation
» Multiple physical networks
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Questions?

» Chris Anderley

D Scott Hughes
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