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...the system is lost.



With SELinux



Linux Kernel

Web DNS Mail

Each process is confined in its 
own sandbox, distinct from the 

others.
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If a process is attacked...



Linux Kernel

Web DNS Mail

...and compromised, there is far 
less exposure. You lose the 
process, not the system.



With SELinux and MLS/MCS
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We can label the sandboxes with 
a level of sensitivity and 

categories.



...now add virtualization...



...before virtualization...
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Hypervisor Vulnerabilities

Not theoretical

Evolving field

Potentially huge payoffs

Xen already compromised...

Over 200 Security Problems found in Xen?
Vmware vulnerabilities 

Google returns over 500,000 results 



10/03/14  18

XEN Vulnerability
http://www.hacker-soft.net/Soft/Soft_13289.htm

The Challenges posed by SELinux are taken into consideration.
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Virtual machine processes all 
have equal access to the 

system...
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Linux Kernel
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.. and your machine has a 
Hypervisor Vulnerability ...
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Linux Kernel

VM 1
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.. But not just the running VM's 
and host, but all images ...

Web
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Popular Science April 2011



SELinux to the rescue



  

SELinux is all about labeling

Processes get labels

Virtual machines with kvm are processes!!!

Files/Devices Get Labels

Virtual images are stored on files/devices!!!!

Rules control how Process Labels Interact 
with Process/File Labels.

Kernel Enforces these Rules.
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Linux Kernel

VM 1
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Compromised Virtual Machine 
confined despite 

hypervisor vulnerability

Web

Unclassified TS/SCI TS/SCI
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KVM

KVM guests are processes, so we 
can confine them like processes.
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KVM

And of course the guest operating 
system can also run SELinux

Linux Kernel

Web DNS Mail





http://peoc3t.monmouth.army.mil/fbcb2/fbcb2.html


	CoverSlide
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38

