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Red Hat Smart Management

Red Hat Insights

Insights

Insights peut aider avec des cas d'utilisation
d'efficacité opérationnelle dans les domaines de la
performance, de la stabilité et de la disponibilite,
ainsi que des cas d'utilisation de sécurité et de
conformite.

Installation :
#yum install insights-client
# insights-client --register & RedHat



Services de gestion disponibles avec I'abonnement
Red Hat Enterprise Linux

& RedHat

‘ Red Hat

Enterprise Linux Smart Management
AUg menter |a valeu r de Theme Use Case Analysis Service Description Smart Management upgrade
I'abonnement Red Hat Total Cost of Avoid unplanned - Proactive recommendations
Ownership downtime informed by support database

Execute remediation

Manage risk from Vulnerability* % Common vulnerabilities &
vulnerabilities y exposures (CVESs)
- Security \ Drive action at scale across
Plus de visibilite et notorite ® & Ensure continuous Compliance* % Level of compliance to Satellite(s) with simple and
% % compliance OpenSCAP policies secure execution of the
; Q0 prescriptive resolution
avec InS|g hts. A= Standardize my % S N TN, generated by Insights.
: H > ope_ratlng Felten based on available updates
Action et gestion a grande environment
échelle avec la mise a niveau . Policies % Manage custom policies to act
Oberational Quickly resolve upon system configuration
erationa i i
de Smart Management. o SRR 5
Efficiency . .
Drift* Compare systems to identify
drift against golden images
Grow my \
environment % DaShboard Of Red Hat
without worry Subscription Watch subscription utilization across

all environments

* Previously only available to subscribers of Red Hat Smart Management



Red Hat Enterprise Linux

Expanded Red Hat Insights Services

@ Advisor Tx3| Drift
N\ Availability, performance, stability, and Create baselines and compare
security risk analysis system profiles

@ Vulnerability Policies

Assess Common Vulnerabilities and Define and monitor against your own

Exposures (CVEs) with advisories policies to identify misalignment
N o
Compliance %? Patch
Assess and monitor compliance, built on Analyze for Red Hat product advisory

OpenSCAP applicability to stay up to date

ou| Subscriptions
Track progress of your Red Hat subscription
usage efficiently and confidently




Red Hat Smart Management

Satellite 6.8

GA 27 Oct 2020

V0000000 ‘ Red Hat




Red Hat Smart Management

& RedHat



Red Hat Smart Management CONFIDENTIAL designator

Satellite 6.8 theme:

Focus on Satellite and Capsule upgrade improvements, expanded provisioning options, and IPv6 support

. =

Upgrade Provisioning IPv6 Support
Improvements | |

V0000000 ‘ RedHat



Red Hat Smart Management CONFIDENTIAL designator

Technology Updates

Ansible Update
Upgrade underlying Ansible to 2.9

Puppet Update
Update underlying Puppet to Puppet 6

PostgreSQL Update
Upgrade underlying PostgreSQL to version 12

V0000000 ‘ RedHat
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Introduction to
Cloud Connector




Red Hat Smart Management

S

Cloud Connector

Cloud Connector

Cloud Connector gere la communication entre
Satellite et Red Hat Insights sur
cloud.redhat.com et permet la correction par
“push-button” a partir d'Insights.

& RedHat



Red Hat Insights

Still included with Red Hat Enterprise Linux subscription, now with more value

Red Hat

New and expanded services provide

Red Hat Insights Dashboard

additional security and operational
efficiency.

Dashboard Insights system inventory

373 5% of total systems @

Advisor Systems running insights-client

62 stale systems

Vulnerability © 59 systems to be removed

Compliance
8 Incidents in Advisor recommendations
Patch

Totalrisk ©

Drift A 0 Critical 17 Important

Policies 53 Moderate 21Low
Inventory

Remediations

Register Systems

Vulnerability
Subscription Watch

*Active RHEL subscriptions S—
versions 6.4 & higher

1890 CVEs impacting your systems

@® 260CVSS80-10 @ 1327CVSS4.0-79

Subscription Watch utilization summary

Red Hat Enterprise Linux
-

Red Hat OpenShift
'

Category

35 Availability
25 Stability
® 1l Performance
W 20 Security

303CVsSS0.0-39

Patch

1,950 systems affected
® 1675 security advisories
® 3758 bug fixes
® 709 enhancements

Compliance
PCI-DSS v3 Control Baseline

for Red Hat Enterprise Linux 8
Tsystem  100% passes

DISA STIG for Red Hat
Enterprise Linux 7
4systems  50% passes

Standard System Security
Profile for Red Hat Enterprise
Linux 7

4 systems  25% passes

Remediations
© Noactivity Compliance_Fix

© Noactivity  test-comp




Red Hat Smart Management

What is Cloud Connector?

Using Red Hat Insights and Smart Management you can easily identify risks, Vulnerability, and Compliance issues in your
environment and fix them via your trusted Satellite infrastructure with the click of a button.

Connects your Satellite infrastructure to cloud.redhat.com
Create playbooks via Insights and run them using existing

Satellite and Capsules
Included with your Smart Management subscription

For more information, refer to the intro blog or video

& RedHat
Insights

Cloud Connector

T ‘ Red Hat
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& RedHat


https://www.redhat.com/en/blog/how-use-red-hat-smart-management-fix-rhel-issues-found-red-hat-insights-push-button
https://youtu.be/UvSN2uJZ16M

Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites

& RedHat
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites

cloud.redhat.com

& RedHat
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites

Connect Via:
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Insights and Smart Management

Use Insights to get a centralized view of all hosts in your environment, even across multiple Satellites

Connect Via:
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Execute playbook

| ‘ Download playbook
& RedHat ,
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Cloud Connector

Jaement subecnnhon enables cuan-buttion remediaton ot ¢

& RedHat
Smart Management
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http://www.youtube.com/watch?v=UvSN2uJZ16M&t=106

T h a n k y O u IN linkedin.com/company/red-hat

B youtubecom/user/RedHatVideos

Red Hat is the world's leading provider of enterprise

open source software solutions. Award-winning f facebook.com/redhatinc

support, training, and consulting services make
Red Hat a trusted adviser to the Fortune 500. Y twittercom/RedHat




