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The Security Content Automation Protocol (SCAP) is a collection of standards managed by National Institute of Standards and Technology 
(NIST). It was created to provide a standardized approach to maintaining the security of enterprise systems, such as automatically verifying 

the presence of patches, checking system security configuration settings, and examining systems for signs of compromise.
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A framework of libraries and tools to improve the accessibility of SCAP and enhance the usability of the information it represents.
OpenSCAP components:
   – Library - OpenSCAP library provides API to SCAP document processing and evaluation.
   – Toolkit - SCAP scanner (oscap) is a command line tool that provides various SCAP capabilities; for instance: configuration scanner, 
vulnerability scanner, SCAP content validation and transformation etc.

On 04/29/2014 OpenSCAP project received SCAP 1.2 certification from NIST.
  – http://nvd.nist.gov/scapproducts.cfm



OpenSCAP: suite of open source tools and libraries for security automation
OpenSCAP Scanner: command line tool for configuration and vulnerability measurements
SCAP Workbench: a GUI tool for scanning and content tailoring, GUI front-end for OpenSCAP
SCAP Security Guide: The project provides pre-built profiles for common configuration requirements, such as DoD STIG, PCI, CJIS, and 
the Red Hat Certified Cloud Provider standards.
OSCAP Anaconda: An add-on for the Anaconda installer that enables administrators to feed security policy into the installation process and 
ensure that systems are compliant from the very first boot.
Red Hat Satellite: Centralized systems life-cycle manager with enterprise vulnerability measurements.
Red Hat CloudForms: to manage security through the full life cycle of systems and apps in open hybrid cloud environments (want to scan 
Amazon AMIs?).
Red Hat Atomic: The ability to scan Docker container images.





[root@satellite ~]# satellite-installer --enable-foreman-plugin-openscap

[root@satellite ~]# yum install puppet-foreman_scap_client

[root@satellite ~]# systemctl restart foreman-proxy 

[root@satellite ~]# mkdir -p /etc/puppet/environments/production/modules

 

[root@satellite ~]# foreman-rake foreman_openscap:bulk_upload:default 
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[root@host1 ~]# puppet agent -t 

[root@host1 ~]# foreman_scap_client 1  (or check in /var/spool/cron/root for id)

 
[root@satellite ~]# smart-proxy-openscap-send  

(log : /var/log/foreman-proxy/openscap-send.log)

 







http://red.ht/2kGaMdZ

http://red.ht/2kGaMdZ
http://red.ht/2kGaMdZ




# yum install openscap-workbench

 



https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-use-case/
https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-use-case/
https://bugzilla.redhat.com/show_bug.cgi?id=1292510
https://bugzilla.redhat.com/show_bug.cgi?id=1292510


./combine-tailoring.py /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml 

ssg-rhel7-ds-tailoring.xml --output ssg-rhel7-ds-merged.xml

https://github.com/mpreisler/combine-tailoring/blob/master/combine-tailoring.py
https://github.com/mpreisler/combine-tailoring/blob/master/combine-tailoring.py





